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TheGreenBow VPN client
to Westermo DR-250 ADSL router

Introduction

This application note covers the setup of TheGreenBow™ VPN IPsec client to a Westermo DR-250 router.
TheGreenBow™ client is a commercial licensed software. A free trial version is available at www.thegreenbow.com.
This client has been chosen to complement the DR series of routers and provide an easy to use client.

The various versions of Microsoft Windows do support IPsec clients to a lesser or greater extent. The Microsoft
clients are often problematic, time consuming to configure and require changes to the registry to make them work
reliably. Westermo recommend that the TheGreenBow client is used in all application where access is required from
a computer to a remote LAN. For LAN to LAN applications refer to the Westermo VPN application note.
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This application note was tested with version 4.10.009 of the TheGreenBow client.
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TheGreenBow IPSec VPN Client 4.10.009
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The GreenBow Setup

o 1 hetlareeniion VPN Ubent E
Fis VPN Confipration Vew Took The interface should normally be
set to any. If the computer has

multiple IP addresses then the IP
address of the interface to be
used should be listed.

The Remote
Gateway is the IP
address or host

name of the remote
router WAN interface

ECTE =

B

Preshared key to be

used during the IKE P1 Advarced .

negotiation. e THA =
KayGinp  |OHMR =
Savn b Apply
=T Turel: @

Fhase ] Advanced

Aggressive mode
should be on

. Fscharel G/
¥ Aogreniies Moda RAT-T |Radomats: =

futh

DT Legi ID type must be KEY ID. The

I™ HytrdMcde Parmoid Local ID and Remote ID must

match
Lizal andd Femole W
Cheas the g of it 5ot B vahes lai the
LeeslD [KEY 1D =] Jue
Remeta i [KEY 1D =] [aam

o ] e |

GreenBow Ipsec VPN Client Application Notes www.westermo.com



This is the address used by the
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configuration
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DR-250 Setup - Eroute-x and IKE Screen shots
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Extract from config.da0

Eroute configuration. The Eroute number can be any valid eroute on the router.
The router must have IPsec encryption enabled on the router. The DR-250 has
IPsec enabled as default but the MR-200 and MR-250 requires an upgrade option.

eroute 0 descr "GreenBow VPN client”
eroute 0 peerid "Eagle"

eroute 0 ourid "Hawk"

eroute 0 locip "192.168.1.0"

eroute 0 locmsk "255.255.255.0"
eroute 0 remip "192.168.2.100" The IP address must match the client address on GreenBow
eroute 0 remmsk "255.255.255.255"
eroute 0 ESPauth "MD5"

eroute 0 ESPenc "DES"

eroute 0 Itime 28800

eroute 0 Ikbytes 0

Aggressive mode must be switched ON.
ike 0 encalg "3DES"

ike O Itime 28800

ike 0 aggressive ON

ike O deblevel 4

ike 1 encalg "3DES"

ike 1 Itime 28800

ike 1 aggressive ON
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