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 COtARIeR

* 0 % +* % (./0 :
6 * F ( + D E *D E %'
Jame ahocom
AAN interface oapian 1 a2 T an 3 yan 4
[o Destination

' Remote Gatevvay -

Fized IP or Domain MName R S Cheerl R

% Remote Gateway or Cliert -- Dynamic IP

Suthentication Method Preshare |+
Local PEM Mone =
Remote PEM Maone |

reshared Key Mz, 103 characters)

2] [7aa)

Sncapsulation
ISAKMP Algorthm
EMC Algorithm ES
AUTH Algarithm M5
Group GROUP 1

IP=ec Algorithm

& Data Encreyption + Authertication

EMC Algorithim DES -
ALUTH Algorithm IMDS "I

€ Autherdication Only

Optional ltem

|GROLIP1 Tl

Perfect Forward Secrecy

|=8HMP Litetime 3600 Seconds [ Range: 1200 - 6400 )
IPSec Litetime IESSDD Seconds ( Range; 1200 - 86400 7
Mo & Main mode Aggressive mode
Iy IC I (e, 39 characters)
Peer |0 I (=, 39 characters)
GREAPSEC
GRE Local P [
GRE Remote IP {
Dead Peer Detection  Delay |5_ Second  Timeout |5_ Second (Delay Range: 0- 10, 0 means dizable; Timeowut Range: 1 -
100

" manual connect
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4 TheGreenBow VPN Client

File 4PN Configuration  Wiew Tools 2

IPSec VPN Client
Phase 1 (Authenticatio
s 1 (Authentica .
28 Parameters Mame |&bocom C+
> F —
% Connections Interface ;.i‘-.ny ;I (
F@. EorTiaraton R emote G ateway iynurgateway.dyndns.nrg /
= Abocom ;
e Cnxevpnl * Preshared Kay Ixmxm < % *
I:l:lrlﬁrm: !xxxxxxxx < % *
{7 Certificate Certificates Irmpart J

CIKE - .

E ncrvption m P1 advanced...
Authentication m
Kep Group  |DH7ES v]

Save & Apply

=3 |WPN Tunnel opened Turrel: ©
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114920 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [SA]VID]
114920 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo de [NOTIFY]
114920 Default exchange_run: exchange_validate fail ed

114920 Default dropped message from 195.100.205.114
type PAYLOAD_MALFORMED
114920 Default SEND Informational [NOTIFY] with PA

port 500 due to notification

YLOAD_MALFORMED error

B : <6=.<>6.3=7 (
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3% 4 67 00-.8

'@ AF

115933 Default message_recv: invalid cookie(s) 5918
115933 Default dropped message from 195.100.205.114
type INVALID_COOKIE

115933 Default SEND Informational [NOTIFY] with IN

ca0c2634288f 7364e3e486e49105
port 500 due to notification

VALID_COOKIE error

B : <=6623? F (
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115315 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115317 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
115317 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115319 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
115319 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115319 Default ipsec_get_keystate: no keystate in |

de [SAJ[VID]

de [SAJ[VID]

de [KEY][NONCE]

de [KEY][NONCE]

de [ID][HASH]INOTIFY]
SAKMP SA 00B57C50

, * + + = B 2% 4 +* B
( ( > +

3% 4 # 7 ) 8

120348 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [SA][VID]

120349 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo de [SA][VID]

120349 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
120351 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo

120351 Default ike_phase 1 recv_ID: received remote

support@thegreenbow.fr

de [KEY][INONCE]
de [KEY][NONCE]
de [ID][HASH][NOTIFY]
de [ID][HASH][NOTIFY]
ID other than expected
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115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [SA][VID]

115913 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo de [SA]VID]

115913 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [KEY][NONCE]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo de [KEY][INONCE]

115915 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [ID][HASH][NOTIFY]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo de [ID][HASH][NOTIFY]

115915 Default phase 1 done: initiator id ¢364cd70: 195.100.205.112, responder id
€364cd72: 195.100.205.114, src: 195.100.205.112 dst :195.100.205.114

115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SA]IKEY][ID][HASH][NONCE]

115915 Default RECV Informational [HASH][NOTIFY] w ith NO_PROPOSAL_CHOSEN error

115915 Default RECV Informational [HASH][DEL]
115915 Default CNXVPN1-P1 deleted

B :6 66<1/637? F |, : ? +
« ¢ +
R B ( B &
115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [SA][VID]
115911 Default RECV Informational [NOTIFY] with NO _PROPOSAL_CHOSEN error

3%<4 677 "0+ 0O 8

122623 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [SA][VID]

122625 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo de [SA]VID]

122625 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo de [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [ID][HASH]INOTIFY]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo de [ID][HASH]INOTIFY]

122626 Default phase 1 done: initiator id ¢364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst :195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SA][KEY][ID][HASH][NONCE]

122626 Default RECV Informational [HASH][NOTIFY] w ith INVALID_ID_INFORMATION error

122626 Default RECV Informational [HASH][DEL]
122626 Default CNXVPN1-P1 deleted
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