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THEGH%DQHJ(N 1961 Doc version

VPN version |4.0
6 (B , B **

VPN - Auto Policy

General

Folicy Mame

Remote VPN Endpoint  address Type: | Dynamic IP address gﬂ
Address Data: |n_."a |

| NetBIOS Enable

[ IKE Keep Alive Ping IP Address: | || || || |

Local LAN

IP Address Subnet address kﬂ
Single/Start address: |192 |_|1E—B |_|D |_|U |
Finish address: | || || || |
Subnet Mask: 255 | [255 | [255 [0 |

Remote LAN

IP Address | Single address [ﬁj
Single/Start IP address:|1{] |_|D |_|n |_|1{J |

IKE

Direction | Responder anly ot |

Exchange Mode

Diffie-Hellman (DH) Group | A0 v

Local Identity Type | Fully Qualified Domain Name tiﬂ

Data |netgear |
Remote Identity Type | Fully Qualified Domain Name Lﬁﬂ
Data |megreenbnw |
Parameters

Encryption Algarithm 3DES %
Authentication Algorithm | Ao Jl

Pre-shared kKey | abcdefghi

SA Life Time (Seconds)

Enable PFS (Perfect Forward Security)

[BackJ i.ﬁ.ppiyri [ Cancel ]

o#!!




L1101

Doc.Ref tgbvpn_ug DG834G_en

Doc.version | 1.0 —october.2006

VPN version | 4.0

" %Il
[ $ ’ * ) @
, G G ' <, * %
* _ * =(, ., '
< (B (% (,= (=(( '
0p "

4 TheGreenBow VPN Client

File 4PN Configuration  Wiew Tools 2

e Phase 1 (Authenticatio

IPSec VPN Client

28 Parameters Mame |clisnt

=

=% [LConnections Interface ;.i‘-.ny

|

=l @. Configuration

R emote G ateway iynurgateway. dyndnz.org

=-£% client
k ',_E_.' I:|iEI'|t {;" F'rESh-EIrEd K.E_'rl Ixxxxxxxxx
I:l:lrlﬁrm: !xxxxxxxxx
" Certificate Cerhifizates import

[ui]
T

~IKE—
E ncryption ] 3DES - ]

Authentication | SHA -

KeyGroup  |DH1024 T]

=3 |WPN Tunnel opened

P1 Advanced...

Save & Apply

Turrel: ©

P 1411




Doc.Ref tgbvpn_ug_DG834G_en
THEGHE nBDu" Dgg.v:rsion 1.0 —october.2006
VPN version | 4.0

, - @|*< *A . *<’

P "I




Doc.Ref

tgbvpn_ug_DG834G_en

Doc.version | 1.0 —october.2006
VPN version | 4.0
! %
*< * *# *% ' *B *%
1 < *# -B f -
( [ ]

2#l1




Doc.Ref tgbvpn_ug DG834G_en

Doc.version 1.0 —october.2006

VPN version | 4.0

! $ %
"% )+.) ), -.0 1

114920 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
114920 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
114920 Default exchange_run: exchange_validate fail
114920 Default dropped message from 195.100.205.114
type PAYLOAD_MALFORMED

114920 Default SEND Informational [NOTIFY] with PA

de [SA]VID]
de [NOTIFY]
ed
port 500 due to notification

YLOAD_MALFORMED error

< 3 456.758679.: (
v ( * N

1%+ ), 201

IHIB -

115933 Default message_recv: invalid cookie(s) 5918
115933 Default dropped message from 195.100.205.114
type INVALID_COOKIE

115933 Default SEND Informational [NOTIFY] with IN

ca0c2634288f 7364e3e486e49105
port 500 due to notification

VALID_COOKIE error

< 3 5.66;9: B (

*x !

1 * &% 1

115315 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115317 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
115317 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115319 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
115319 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115319 Default ipsec_get_keystate: no keystate in |

de [SAJ[VID]

de [SAJ[VID]

de [KEY][NONCE]

de [KEY][NONCE]

de [ID][HASH]INOTIFY]
SAKMP SA 00B57C50

P 3 4 1

3*< *:% F4 co<

120348 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
120349 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
120349 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
120351 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
120351 Default ike_phase_1_recv_ID: received remote

de [SA]VID]

de [SA]VID]

de [KEY][INONCE]

de [KEY][NONCE]

de [ID][HASH][NOTIFY]
de [ID][HASH][NOTIFY]
ID other than expected

3 ( .:<, E 3* *: F*

P #1
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115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115913 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
115913 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
115915 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
115915 Default phase 1 done: initiator id ¢364cd70:
€364cd72: 195.100.205.114, src: 195.100.205.112 dst
115915 Default (SA CNXVPN1-CNXVPN1-P2)
[SA]IKEY][ID][HASH][NONCE]

115915 Default RECV Informational [HASH][NOTIFY] w
115915 Default RECV Informational [HASH][DEL]

115915 Default CNXVPN1-P1 deleted

de [SA][VID]

de [SA][VID]

de [KEY][NONCE]

de [KEY][NONCE]

de [ID][HASH]INOTIFY]

de [ID][HASH][NOTIFY]

195.100.205.112, responder id

:195.100.205.114

SEND phase 2 Quick Mode

ith NO_PROPOSAL_CHOSEN error

< 36 665>69: B - 3 .
( * '
-3, | < &
115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [SA][VID]

115911 Default RECV Informational [NOTIFY] with NO

_PROPOSAL_CHOSEN error

7% ), ) -1

122623 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
122625 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
122625 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
122626 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
122626 Default phase 1 done: initiator id ¢364cd70:
c364cd72: 195.100.205.114, src: 195.100.205.112 dst
122626 Default (SA CNXVPN1-CNXVPN1-P2)
[SA]IKEY][ID][HASH][NONCE]

122626 Default RECV Informational [HASH][NOTIFY] w
122626 Default RECV Informational [HASH][DEL]

122626 Default CNXVPN1-P1 deleted

de [SA]VID]

de [SA]VID]

de [KEY][NONCE]

de [KEY][NONCE]

de [ID][HASH][NOTIFY]

de [ID][HASH][NOTIFY]

195.100.205.112, responder id

:195.100.205.114

SEND phase 2 Quick Mode

ith INVALID_ID_INFORMATION error
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