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top/config/tunnel/demo
BaseIP=1.1.1.1
> top/config/profile/users/ul/ipsec
Force = yes
" Pre-Shared key = test
top/config/ipsec/ike/phase 1
_— encryption = 3DES
hash = SHA1
Diffie-Hellman group = 2
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+
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.+
top/config/ipsec/ike/phase 1
lifetime = 1h

*%

top/config/ipsec/ike/phase 2
PFS group = 2-modp1024
encryption = AES
authentification = MD5

top/config/ipsec/ike/phase 2
Lifetime = 15 minutes
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114920 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [SA][VID]
114920 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo de [NOTIFY]
114920 Default exchange_run: exchange_validate fail ed

114920 Default dropped message from 195.100.205.114
type PAYLOAD_MALFORMED
114920 Default SEND Informational [NOTIFY] with PA

port 500 due to notification

YLOAD_MALFORMED error

> 1 23/4536/5748 (
L G +

4 (-, %%823

I::E

115933 Default message_recv: invalid cookie(s) 5918
115933 Default dropped message from 195.100.205.114
type INVALID_COOKIE

115933 Default SEND Informational [NOTIFY] with IN

ca0c2634288f 7364e3e486e49105
port 500 due to notification

VALID_COOKIE error

> 1 34/=78 E (

*x !

*$ + I# 3

115315 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115317 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
115317 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115319 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
115319 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115319 Default ipsec_get_keystate: no keystate in |

de [SAJ[VID]

de [SAJ[VID]

de [KEY][NONCE]

de [KEY][NONCE]

de [ID][HASH]INOTIFY]
SAKMP SA 00B57C50

, * + + 4

o+ & : 9" 3

1*> *8% <'2

+*

120348 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
120349 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
120349 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
120351 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo

120351 Default ike_phase 1 recv_ID: received remote

support@thegreenbow.fr

de [SAJ[VID]

de [SA][VID]

de [KEY][NONCE]

de [KEY][NONCE]

de [ID][HASH][NOTIFY]
de [ID][HASH][NOTIFY]

ID other than expected
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115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [SA][VID]

115913 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo de [SA][VID]

115913 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
115915 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
115915 Default phase 1 done: initiator id ¢364cd70:
€364cd72: 195.100.205.114, src: 195.100.205.112 dst
115915 Default (SA CNXVPN1-CNXVPN1-P2)
[SA]IKEY][ID][HASH][NONCE]

115915 Default RECV Informational [HASH][NOTIFY] w
115915 Default RECV Informational [HASH][DEL]

115915 Default CNXVPN1-P1 deleted

de [KEY][NONCE]
de [KEY][NONCE]
de [ID][HASH]INOTIFY]
de [ID][HASH][NOTIFY]
195.100.205.112, responder id
:195.100.205.114
SEND phase 2

Quick Mode

ith NO_PROPOSAL_CHOSEN error

> 1/ /I3 @78 E |, 1 8 +
( * +

1 18+ > &
115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo de [SA]VID]

115911 Default RECV Informational [NOTIFY] with NO

_PROPOSAL_CHOSEN error

*< 4+ (.. 0%/ % 3

122623 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
122625 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
122625 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
122626 Default (SA CNXVPN1-P1) SEND phase 1 Main Mo
122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mo
122626 Default phase 1 done: initiator id ¢364cd70:
c364cd72: 195.100.205.114, src: 195.100.205.112 dst
122626 Default (SA CNXVPN1-CNXVPN1-P2)
[SA]IKEY][ID][HASH][NONCE]

122626 Default RECV Informational [HASH][NOTIFY] w
122626 Default RECV Informational [HASH][DEL]

122626 Default CNXVPN1-P1 deleted

de [SA]VID]
de [SA]VID]
de [KEY][NONCE]
de [KEY][NONCE]
de [ID][HASH]INOTIFY]
de [ID][HASH]INOTIFY]
195.100.205.112, responder id
:195.100.205.114
SEND phase 2

Quick Mode

ith INVALID_ID_INFORMATION error

> 1 344 6/5/8 E
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