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1 Introduction

1.1 Goal of this document

This VPN configuration guide describes how to cgmfe TheGreenBow IPSec VPN Client with
a Vigor 2910 router.

1.2 Network topology

In our example, we will connect TheGreenBow VPMmtito the LAN behind the Vigor 2910
Router. The VPN Client is connected to the Intelmetn dialup/DSL connection from an ISP.

The client will have a virtual IP address in thenote LAN. All the addresses in this document
are given for example purpose.
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2 |IPSec Main Mode Configuration

2.1 Vigor 2910 Configuration

This section describes how to build an IPSec VPiNigaration(Main mode) with your Vigor
2910 VPN router. Refer tattp://www.draytek.com/support/index.pfgr more information.

Vigor VPN configuration can be achieved with a iebwser, so once connected to your VPN
gateway, use the following setup links to configtive VPN.

VPN and Remote Access Setup

1. Click on Remote Dial-in Userlink. Then click one index number to open an indil setup
page for a dial-in user account, as shown below.

Index No. 1

| User account and Authentication
( Enable this accuunﬂ
Idle Timeout

econd(s)

[ 1
Username | |

Password | !

Allowed Dial-ln Type

] 15oM
O ppTP

IPSec Tunnel
| O L2TP with IPSec Policy |

Specify Remote Mode
Remote Client IP jor Peer ISDN Mumber
20, 11.8.4

or Peer 1D |

IKE Authentication Method
~

Pre-Shared Key
([ IKE Pre-Shared Key || |

[ pigital Signature (x.509)

(" IPSec Security Method
Medium {AH)
High (ESP)

DES 3DES
Laocal ID
4 £

AES
| {optional}

Callback Function
Check to enable Callback function
Specify the callback number
Callback Mumber | |
Check to enable Callback Budget Control
Callback Budget :

[0 | minuters)

a. Check the itenienable this accounto activate the individual dial-in user account.
b. Enter a number fddle Timeout. Set it to 0 means no idle timeout.

c. Make surdPSec Tunnelis selected.

d. EnableSpecify Remote Nodend type the IP address of the VPN client.
e. Afterward, you should fill a Pre-Shared Key foisthpecific node. Press tH€E Pre-Shared
Key button and enter the key in the pop-up window.



3 http:f/172. 17T.1. 62:8201 — Router Web Configurator — Hicrosoft Internet Explorer El!?l&l

IKE Authentication Method

Pre-Shared Key sse |

Re-type Pre-Shared Key i--- i
@%EP £ Internet

f. Select appropriate encryption algorithms inlfP8ec Security Methodfield. This setup is for
phase 2Note: By default Vigor accepts all the attributes pragmbby the VPN client.

Note: If you EnableSpecify Remote Noden step d, this profile is specified to one fixeanote
user. If you want to create a profile which carapelied to many users, especially those who use
dynamic IP addresses, don’t check this box. In ¢hise, you can't enter thre-Shared key as
the way described in step e. You must setup theslRaeed keyn

VPN and Remote Access Setup > IPSec General Setup



2.2 TheGreenBow IPSec VPN Client Configuration

2.2.1 VPN Client Phase 1(IKE) Configuration

a. In the Interface" field, you can select a star (), if the VPN Client host receives a dynamic
IP Address from an ISP for example.
b. "Remote Gateway field value is the Vigor 2910 router public IPdadss or DNS address.
c. "Preshared Key field value must be identical with the pre-shakeg set in Vigor 2910
router.
d. In the TKE " field, Vigor router supports the following parates.
Encryption: DES/3DES
Authentication: MD5/SHA
Key Group: DH768/DH1024

4 TheGreenBow YPN Client

File V¥PH Configuration Tools 7

B AT R TR T T B T R R e W

@ Console
28 Parameters Wame |towigor
€2 Connections Interface |50.11.8.4 |

|:_|@ - Remote Gateway|155.2.4.35

[E",--- tovigor
- {#) Crax¥pnl {* Preshared K !***

Confirm i***

Lertiticates
s}

Lot
Encryption |3]:IES - l
-
-

{7 Certificate

~IEE

MOV RTC G

T
withentication |S]'[|5; i
Key Group I]]]-[1I324 I

Save & Apply |

| | YEH ready Tunnel
Phase 1 configuration




2.2.2 VPN Client Phase 2(IPSec) Configuration

a. In the VPN Client address field, you may define a static virtual IP addrésse. You can
type any IP address here, even 0.0.0.0. It doegregént you from establishing a VPN tunnel.
b. Select Subnet address Asldress typ€', and enter the IP address (and subnet mask)
of the remote LAN.
c. In the TKE " field, Vigor router supports the following paraiess.
Encryption: DES/3DES/AES128
Authentication: MD5/SHA
Mode: Tunnel
PFS Group: DH768/DH1024

4" TheGreenBow YPR Client

File V¥PH Configuration Tools

-"ll | : p : "f?

rﬁ Parameters Hame |+.-:-vi gorZ
% Zonnections ¥PH Client address I 192 . 1686 . 1 . 123
E@- Configuration hddress type ISubnet address Li
!5" tovigor Bemote LAN address I 192 168 . 1 . 0

L) towigor?

Subnet Mask | pog 55 | 255 0 0

—ESP
: ﬁ [~ Auto open tunmel
Eneryption |3DES i when Client starts
mthentication |SHA -

[ huto open tunmel
Mode |Tunmel = when USB_ stick

v FFS Gt oup Open Tunmel |

Save & Applyw |

| | VEH ready Tunnel E
Phase 2 configuration



2.2.3 Open the IPSec VPN tunnels

Once both Vigor 2910 router and TheGreenBow IPS&N\Client have been configured
accordingly, you are ready to open VPN tunnelsstRimake sure you enable your firewall with
IPSec traffic.

1. Click on 'Apply Rules" to take into account all modifications we've maaeyour VPN Client
configuration

2. Click on 'Open Tunnel', or generate traffic that will automatically oparsecure IPSec VPN
Tunnel (e.g. ping, IE browser)

3. Select Connections to see opened VPN Tunnels

4. Select Consolé' if you want to access to the IPSec VPN logs atjdst filters to display less
IPSec messaging.



3 IPSec Aggressive Mode Configuration

3.1 Vigor 2910 Configuration

This section describes how to build an IPSec VPiigaration@ggressive modgwith your

Vigor 2910 VPN router. Refer tattp://www.draytek.com/support/index.plfigr more

information.

Vigor VPN configuration can be achieved with a iebwser, so once connected to your VPN

gateway, use the following setup links to configtive VPN.
Advanced Setup > VPN and Remote Access Setup

1. Click onRemote User Profile Setup (Teleworkerdink. Then click one index number to open

an individual setup page for a dial-in user accpastshown below.

VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication

Enable thig account
: second(s)

Idle Timeout

Username |

Password

Allowed Dial-In Type

] 15DM
O prTP
( IPSec Tunnel

O] L2TP with IPSec F‘Dlic:\,fl rie

Specify Remote Mode
Remote Client IP ar Peer ISDN Mumber

r

( or Peer ID |abotn. con ]

Pre-Shared Key

[ IKE Pre-Shared Key |

[ pigital Signature (%.509)

|

IPSec Security Method
Medium {AH)

High (ESPF)
¥l DS

(Lucal D

¥l 2o (7 N ==

(Dp]iunal)

Callback Function
Check to enable Callback function
Specify the callback number
Callback Number |
Check to enable Callback Budget Control

Callback Budget | minute(s)

a. Check the itenfEnable this accounto activate the individual dial-in user account.
b. Enter a number fddle Timeout. Set it to 0 means no idle timeout.

c. Make surdPSec Tunnelis selected.

d. EnableSpecify Remote Nodeand type théeer ID of the VPN client. The corresponding

value set in TheGreenBowli®cal ID.

e. Afterward, you should fill a Pre-Shared Key foisthBpecific node. Press th€E Pre-Shared

Key button and enter the key in the pop-up window.




3 http:f/172. 17T.1. 62:8201 — Router Web Configurator — Hicrosoft Internet Explorer Ell?.&l

IKE Authentication Method

Pre-Shared Key (T1] |

Re-type Pre-Shared Key i--- |
@%EP £ Internet

f. Select appropriate encryption algorithms inlfP8ec Security Methodfield. This setup is for
phase 2Note: By default Vigor accepts all the attributes pragmbby the VPN client.

Note: The Local ID field is optional. If it is enabled, you must setthle Remote ID in
TheGreenBow.



3.2 TheGreenBow IPSec VPN Client Configuration

3.2.1 VPN Client Phase 1(IKE) Configuration

a. In the Interface" field, you can select a star (), if the VPN Client host receives a dynamic
IP Address from an ISP for example.
b. "Remote Gateway field value is the Vigor 2910 router public IPdadss or DNS address.
c. "Preshared Key field value must be identical with the pre-shakeg set in Vigor 2910
router.
d. In the TKE " field, Vigor router supports the following parates.
Encryption: DES/3DES
Authentication: MD5/SHA
Key Group: DH768/DH1024

4 TheGreenBow YPN Client

File V¥PH Configuration Tools 7

THEGREENME
@ Console
28 Parameters Wame |towigor
€2 Connections Interface |50.11.8.4 |

:Q - Remote Gateway1155.2.4.35

= tovigor -
() Crecponl {* Preshared K J***

Confirm 1***

{7 Certificate

~THE I

{nﬁ""&ﬁ\: £ ._
Encryption |3DES = ; :
wthentication |SHA =

Kew Group |DHIOZ4 -

Save & Apply ]

[ VFH ready Tunnel @
Phase 1 configuration

e. Click theAdvance button. In the pop-up window please enabigyressive Mode Then you
must setup théocal ID field. TheValue must be identical with the one set in Vigor 2910
router(step d). Vigor only support DNS and Emgildsy.

Note: If you setup theocal ID field in Vigor 2910 router, thRemote ID field in TheGreenBow
must be configured also.






3.2.2 VPN Client Phase 2(IPSec) Configuration

a. In the VPN Client address field, you may define a static virtual IP addrésse. You can
type any IP address here, even 0.0.0.0. It doegragént you from establishing a VPN tunnel.
b. Select Subnet address Asldress typ€', and enter the IP address (and subnet mask)
of the remote LAN.
c. In the TKE " field, Vigor router supports the following parataes.
Encryption: DES/3DES/AES128
Authentication: MD5/SHA
Mode: Tunnel
PFS Group: DH768/DH1024

Phase 2 configuration



3.2.3 Open the IPSec VPN tunnels

Once both Vigor 2910 router and TheGreenBow IPS&N\Client have been configured
accordingly, you are ready to open VPN tunnelsstRimake sure you enable your firewall with
IPSec traffic.

1. Click on 'Apply Rules" to take into account all modifications we've maaeyour VPN Client
configuration

2. Click on 'Open Tunnel', or generate traffic that will automatically oparsecure IPSec VPN
Tunnel (e.g. ping, IE browser)

3. Select Connections to see opened VPN Tunnels
4. Select Consolée' if you want to access to the IPSec VPN logs adjdst filters to display less
IPSec messaging.



4 VPN IPSec Troubleshooting
4.1 « PAYLOAD MALFORMED » error

114920 Default (SA BEFVP41-P1) SEND phase 1 MairiM[SA][VID]

114920 Default (SA BEFVP41-P1) RECV phase 1 Maird®IgNOTIFY]

114920 Default exchange_run: exchange_validatedail

114920 Default dropped message from 195.100.205a400 due to notification type PAYLOAD_MALFORME
114920 Default SEND Informational [NOTIFY] with PAYDAD_ MALFORMED error

If you have an « PAYLOAD MALFORMED » error you mighave a wrong Phase 1 [SA],
check if the encryption algorithms are the sameawh side of the VPN tunnel.

4.2 « INVALID COOKIE » error

115933 Default message_recv: invalid cookie(s) 568082634288f 7364e3e486e49105
115933 Default dropped message from 195.100.205a4600 due to notification type INVALID_COOKIE
115933 Default SEND Informational [NOTIFY] with INM_.ID_COOKIE error

If you have an « INVALID COOKIE » error, it meartsat one of the endpoint is using a SA that
is no more in use. Reset the VPN connection on sialeh

4.3 « no keystate » error

115315 Default (SA BEFVP41-P1) SEND phase 1 MairdM{SA][VID]

115317 Default (SA BEFVP41-P1) RECV phase 1 MairdM{SA][VID]

115317 Default (SA BEFVP41-P1) SEND phase 1 MairdMKEY][NONCE]
115319 Default (SA BEFVP41-P1) RECV phase 1 MairdBIKEY][NONCE]
115319 Default (SA BEFVP41-P1) SEND phase 1 Maid®pD][HASH][NOTIFY]
115319 Default ipsec_get_keystate: no keystat8 AKMP SA 00B57C50

Check if the preshared key is correct or if theald® is correct (see « Advanced » button). You
should have more information in the remote endgoiyg.

4.4 « received remote ID other than expected » enro

120348 Default (SA BEFVP41-P1) SEND phase 1 MairiM[SA][VID]

120349 Default (SA BEFVP41-P1) RECV phase 1 Maird®I§SA][VID]

120349 Default (SA BEFVP41-P1) SEND phase 1 Mairi®pKEY][NONCE]

120351 Default (SA BEFVP41-P1) RECV phase 1 MairdBIfKEY][NONCE]

120351 Default (SA BEFVP41-P1) SEND phase 1 Maird®pD][HASH][NOTIFY]

120351 Default (SA BEFVP41-P1) RECV phase 1 Maird®IfiD][HASH][NOTIFY]

120351 Default ike_phase_1_recv_ID: received reridtether than expected support@thegreenbow.fr

The « Remote ID » value (see « Advanced » Buttoepsdot match what the remote endpoint is
expected.



4.5 « NO PROPOSAL CHOSEN » error

115911 Default (SA BEFVP41-P1) SEND phase 1 MairiM[SA][VID]

115913 Default (SA BEFVP41-P1) RECV phase 1 MairdM{SA][VID]

115913 Default (SA BEFVP41-P1) SEND phase 1 MaidMKEY][NONCE]

115915 Default (SA BEFVP41-P1) RECV phase 1 MairdBIKEY][NONCE]

115915 Default (SA BEFVP41-P1) SEND phase 1 MairdMAD][HASH][NOTIFY]

115915 Default (SA BEFVP41-P1) RECV phase 1 MairdMfiD][HASH][NOTIFY]

115915 Default phase 1 done: initiator id c364cdl/@5.100.205.112, responder id ¢364cd72: 195.160124@, src:
195.100.205.112 dst: 195.100.205.114

115915 Default (SA BEFVP41-BEFVP41-P2) SEND phaguitk Mode [SAJ[KEY][ID][HASH][INONCE]
115915 Default RECV Informational [HASH][NOTIFY] Wi NO_PROPOSAL_CHOSEN error

115915 Default RECV Informational [HASH][DEL]

115915 Default BEFVP41-P1 deleted

If you have an « NO PROPOSAL CHOSEN » error, chidek the « Phase 2 » encryption
algorithms are the same on each side of the VPNdlun
Check « Phase 1 » algorithms if you have this:

115911 Default (SA BEFVP41-P1) SEND phase 1 Maird®IfSA][VID]
115911 Default RECV Informational [NOTIFY] with N®ROPOSAL_CHOSEN error

4.6 « INVALID ID INFORMATION » error

122623 Default (SA BEFVP41-P1) SEND phase 1 MairdMSA][VID]

122625 Default (SA BEFVP41-P1) RECV phase 1 Maird®M{SA][VID]

122625 Default (SA BEFVP41-P1) SEND phase 1 Mairi®pKEY][NONCE]

122626 Default (SA BEFVP41-P1) RECV phase 1 MairdBKEY][NONCE]

122626 Default (SA BEFVP41-P1) SEND phase 1 Maird®MAD][HASH][NOTIFY]

122626 Default (SA BEFVP41-P1) RECV phase 1 MairdMfiD][HASH][NOTIFY]

122626 Default phase 1 done: initiator id c364cdl/@5.100.205.112, responder id c¢364cd72: 195.160124@, src:
195.100.205.112 dst: 195.100.205.114

122626 Default (SA BEFVP41-BEFVP41-P2) SEND phaguitk Mode [SAJ[KEY][ID][HASH][NONCE]
122626 Default RECV Informational [HASH][NOTIFY] wi INVALID_ID_INFORMATION error
122626 Default RECV Informational [HASH][DEL]

122626 Default BEFVP41-P1 deleted

If you have an « INVALID ID INFORMATION » error, @tk if « Phase 2 » ID (local address
and network address) is correct and match whatasated by the remote endpoint.

Check also ID type (“Subnet address” and “Singldrass”). If network mask is not check, you
are using a IPV4_ADDR type (and not a IPV4_SUBNI#Ie).

4.7 | clicked on “Open tunnel”, but nothing happens

Read logs of each VPN tunnel endpoint. IKE requeats be dropped by firewalls. An IPSec
Client uses UDP port 500 and protocol ESP (prot56)!

4.8 The VPN tunnel is up but | can’t ping !

If the VPN tunnel is up, but you still cannot pitig remote LAN, here are a few guidelines:
* Check Phase 2 settings: VPN Client address amdofe LAN address. Usually, VPN Client
IP address should not belong to the remote LAN stuibn
* Once VPN tunnel is up, packets are sent with p®ocol. This protocol can be blocked by
firewall. Check that every device between the tlaard the VPN server does accept ESP
* Check your VPN server logs. Packets can be @by one of its firewall rules.
» Check your ISP support ESP
* If you still cannot ping, follow ICMP traffic oivPN server LAN interface and on LAN
computer interface (with Ethereal for example). ¥Yuall have an indication that encryption
works.



» Check the “default gateway” value in VPN Servéi\. A target on your remote LAN can
receive pings but does not answer because thareds'Default gateway” setting.

* You cannot access to the computers in the LAKhByr name. You must specify their IP
address inside the LAN.

* We recommend you to install ethereal (http://wetlvereal.com) on one of your target
computer. You can check that your pings arrivedie@she LAN.



