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1 Goal of this document

This document describes VPN configuration of TheGreenBow IPSec VPN client and a host server with Microsoft
Windows 2000 server. The two computers belong to the same local network. TheGreenBow VPN Client IP
address is 192.168.1.3 and Windows 2000 Server IP address is 192.168.1.2.

This configuration is given as an example.
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2 Windows 2000 Server VPN Configuration

2.1 Windows 2000 Server IP Security Policies

e For changing IPSec VPN configuration, click on Start , Programs, Administration tools, Local security

settings.

§F Local Security Settings

“ fction  View “¢' -Plll@“ﬁiﬁ—_'

=10l |

Tree I

Mare / | Drescription

| Palicy Assigned |

@ Secarity Setkings

-8 Account Paolicies

B8 Local Policies

I:l Public Kev Policies

@ IF Zecurity Policies on Local Machine

A Client: (Respond Only) Communicate normally {unsecured), Us...  MNo
Secure Server (Require ... For all IP kraffic, alwaws require securit,.,  Ro

[Server (Reguest Securityd  For all IP kraffic, alwaws request securit,., Mo

e Right-click on «IP Security Policies on Local Machine ». Then left-click on « Create IP Security
Policy ». The Security Policy wizard starts. Click on « Next ».

IP Security Policy Wizard

Wielcome to the [P Security Policy wizard.

particular 1P traffic ypes.

Tao continue, click Nest.

Thiz wizard helps you create an [P Security Policy, o will
gpecify the level of security to uze when communicating with
specific computers or groups of computers [zubnets], and far

2l

< Back

Cancel |
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e Give a name to your Security rule and a description. Then click on « Next ».

IP Security Policy Wizard 7| x|
IP Secunty Policy Hame *
M ame thiz gecurity palicy and optionally give it a brief description
-
M ame:

TheGreenBow

Deszcription:

Palicy between ThelreenB ow WPM client and a Windaws 2000 server ;I

e Click on « Next ».

IP Security Policy Wizard el

Requests for Secure Communication *
Specify how thiz policy rezponds to requests for secure communication,
-

The default rezponze wile rezpondz to remote computers that request zecurity, when no
ather rule applies. To communicate securely, the computer must respond bo requests for
SECLIE Communication.

v Activate the default response e, |

< Back I Hent » I Cancel
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e Click on « Use this string to protect the key exchange » and fill the form with a preshared key. This
value will be used by the VPN client. Then click on « Next ».

IP Security Policy Yizard d |

To add multiple authentication methods edit the default response rule after

Default Responze Rule Authentication Method g
campleting the wizard. -

Set the initial authentication method for thiz zecunity wile;

" wWindows 2000 default [Kerberos Y5 protocol]

i~ Usze a certificate from this certificate authority [CA]:

Browsze, |
% Llze this sting to pratect the key exchange [preshared key);

abcdef ;I

[/

¢ Back I Hest > I Cancel |

e Click on « Next ».

IP Security Policy Wizard 2 x]

Completing the [P Secunty Policy wizard

You have successfully completed specifving the properties
fiar wour new [P security policy.

To edit pour IP security policy nove, zelect the Edit properties
check box, and then click Finigh.

To cloze thiz wizard, click Finizh.

< Back I Finizh I Caricel
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e Unchecked « default response » then click on « Add ». We will add a security rule for the Windows
2000 server.

TheGreenBow Properties
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e Click on « Next ».

Security Rule Wizard

Welzome to the Create 1P Security Bule Wizard.

A gecurnity rule governs how and when gecurity iz invoked
bazed upon criteria, such as the source, destination, and vpe
of [P traffic, in the security rule's 1P filker ligt,

A, security rule containg a collection of security actions that
are activated when a communication matches the critenia in
the IF filker lizt,

Securnty actions:
IP tunneling attnbutes
Authentication methods

Filker achions

To continue, click Mest.

< Back

Cancel |

e This security rule concerns a tunnel between the Microsoft Windows 2000 Server and TheGreenBow
VPN client. VPN client is the remote endpoint and has IP address 192.168.1.3. Use this address and click

on « Next »

Security Rule Wizard

Tunnel Endpoint

The tunnel endpaint iz the tunneling computer clozest to the P raffic destination,
az specified by the security rule's P filker lizt.

An IPSec tunnel allows packets to traverse a public or private internetwork, with the
gecurity level of a direct, private connection between bywo computers.,

Specify the tunnel endpoint for the [P secunity wile;

£ This rule does not specify a tunnel

¥ The tunrel endpoint iz specified by thiz [P address:

192

168 . 1 . 3

< Back I MHest > I Cancel
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e In our example, the computers belong to the same local area network. Click on « Local area network »
then on « Next ».

Security Rule Wizard

Metwork Type
The securty rule must be applied to a netwaork, tppe,

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © Sistech 2001-2005 9/37
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2.2 Windows 2000 Server Pre Shared key

e Communication between the IPsec client and the server is protected by a preshared key. Click on « Use
this string to protect the key exchange (preshared key) » and fill the form with the preshared key
value. Click on « Next».

IP Security Policy Wizard 7] =]

Authentication Method ;4
To add multiple authentication methods, edit the zecurnity rule after completing the %
e

[P zecurnity rule wizard.

Set the initial authentication method far this security rile;

" WwWindows 2000 default [Kerberos Y5 pratocol]
™ Use a certificate from thiz Certificate Autharity [CA);

I Browse. . |

& Use thiz sting to protect the key exchange [preshared key);

abcdef ;I

[

< Back I MHest > I Cancel |

2.3 Windows 2000 Server IP Filter

e Now, we must link our security rule with a IP filter. Click on « Add ».
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2 x|

|f o [P filker i Ehe following list matches your needs, click Add to create a new ane.

| Deszcription

IP filker lists:
M arme
(@} 4| ICHP Traffic
O &l 1P Traffic

Matches all ICMP packets bet.
b atches all P packets from k..

Edit..

1

Bemove

< Back I Hent » I

Cancel

e Give a name to your IP filter and a description. Then click on « Add ».

i IP Filter List

= A [P filker ligt 1z compozed of multiple filkers. In thiz wayp multiple subnets, IP

i: addrezzes and protocaolz can be combined into one [P filter.
M arne

2000 Server
Dezcription:; LI

Filters:

Traffic fram 2000 zerver to ta ThelreenBow Client

| Edt.. |
ll Bermove |

¥ Use Add ‘Wizard

Mirrared | Dezcrptian

| Prataocal | Source Part

| Destination

[ o |

2l

Cancel |

Y
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e Configuration wizard begins. Click on « Next ».

IP Filter Wizard 7| x|
“Welcome o the [P Filker Wizard.

Thiz wizard helpz you provide the zource, destination, and
traffic-type information needed o filker 1P traffic.

Thiz wizard creates "mirored' filkers that match on both
incoming and outgaing P traffic.

'ou can add multiple filkers ta build an [P Filker List that
matches on [P packets for multiple source or destination
machines, ar far many different traffic twpes.

To continue, click Mest.

< Back

Cancel |

e Give starting endpoint IP address of the VPN tunnel (Microsoft Windows 2000 Server). Then click on «
Next ».

Filter Wizard 7| x|

IP Traffic Source 2
Specify the zource addresz of the P traffic.
i

Source address:

< Back I MHewt > I Caricel

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © Sistech 2001-2005 12/37



Doc.Ref tgbvpn_cg_Wind2kServer _en

Doc.version 1.0 — July 2004

VPN version | 2.x

e Give final endpoint IP address of the VPN tunnel (TheGreenBow VPN client). Then click on « Next »

Filter Wizard 7| x|

IP Traffic Destination B
Specify the destination address of the [P traffic.
-

Destination addrezs:

A, zpecific |P Addreszs j

IF'ﬁlddgess:l 192 . 168 . 1 . 3

Subriet mask: | 2655 . 2?55 . 255 , 25§

< Back I Hent » I Cancel

e Select protocol type and then click on « Next ».

2 x|

IP Protocol Type :
Select the |P Protocal type. I this lppe suppoartz IP portz, you will also specify the
|P part. -

Select a protocol type:

[N -

g =

< Back I Hent » I Cancel
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e Click on « Finish » for ending IP filter creation.

IP Filter Wizard 7| x|
Completing the IP Filker \Wizard

You have successfully completed the IP Filker Wizard.

Tao edit paur [P filker now, select the Edit properties check
bos, and then click, finish.

To cloge thiz wizard, click Finizh.

< Back I Finizh I Cancel

e [P filter was added. Click on « Close »

{ IP Filter List 2 x

= A [P filker ligt iz compozed of multiple filkers. n thiz way multiple subnets, 1P
z addrezses and protocol: can be combined into one [P filter.
I amne;
2000 Server
Deszcription:
Traffic from 2000 server to to TheGreenBow Client :I Edi...
j Bermove |
Filters: ¥ Usze &dd wizard
irrored | D escription | Pratocal | Source Paort | D estination
Tes AMNYT BNY AN

1| | i

LCloze [Cancel |

Y
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Select in the list the IP filter you have just created, then click on « Next ».

Security Rule Wizard

IP Filter List
Select the P filter list far the twpe of 1P traffic to which thiz security iile applies.

If o [P filker in the following list matches vour needs, click Add to create a new one.

1P filker ligts:
H ame | Drezcription | Add...
2000 Server T raffic: frarm 2000 server o ko ..
O &Il ICMP Traffic Matches all ICMP packets bet. Edi.. |
O AP Traffic katches all [P packets from .. |

Bemove

< Back I Hent » I Cancel

You must associate a filter action with a security rule. Click on « Add ».

Security Rule Wizard

Filter Action
Select the flter action for this securnty rule.

|f o filter actionz in the fallowing lizt matches vour needs, click Add to create a new
ane. Select Uze Add Wizard to create a filker action.

Bemove

Filter Actions: ¥ Uze &dd Wizard
M arme | Deszcription | Add. .
ORE Permit unsecured [P packetsz b -
O Request Security [Optional]  Accepts unsecured commuri... Ll
{2 Require Security Arccepts unzecured communi... |

< Back I Hent » I Cancel
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e Click on « Next ».

Filter Action VWizard

WWelcome to the 1P Security Filker Action “izard
Uze this wizard to zpecify properties for a new filker action.

A filker action gets the security requirements far a data
tranzfer. These requirements are specified it a lizt of security

methodz contained in the filker achion.

[rata transfer iz only poszsible when the computers involved
uze the zame security methodz. Multiple security methods
increasze the chance that bwo computers will uze the zame

rethiod.

To continue, click Mest.

< Back

e Give a name for your Filter Action then click on « Next ».

Filter Action Name

Mame this filker action and optionally give a bref description

M arne:

|Pzec Filters

Dezcription;

Algorithms uzed in phaze 4

< Back I Hent » I Cancel
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o Click on « Negotiate security » then on « Next ».

Filter Action

Filter Action General Oplions
Set the filter action behawvior,

= Permit
" Black

< Back I Hent » I Cancel

e Click on « Do not communicate with computers that do not support IPSec » if you want every
communication between the client and the server to be secured. Then click on « Next ».

Filter Action Yizard

Communicating with computers that do not support IP5ec

Communicating with computers that do not support [PSec may expose pour
network, bo zecuriby nighs.

Do wou want ko allows communication with computers the do not support IFSec?

) ELQ.:. ok cormmunicate with computers that do ot suppart [PSec

£ Fall back to unsecured communication,

|Jze thiz option if there are computers that do not zuppart |IPSec an pour nebwork.
Communication with computers that do not suppart IPSec may expose your netwark
to zecurity rigks.

< Back I MHewt > I Caricel
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2.4 Windows 2000 Server IPSec algorithms

e Select « Custom » and click on « Settings ».

Security Method Wizard

IP Traffic Security

Specify a zecurnity method for 1P traffic. To add multiple securnity methods edit the
filker action after completing the wizard.

Thiz filker action requires at least one security methaod far [P tratfic.

" High [Encapsulated Secure Payload)
D ata will be encrypted, authenticated, and unmodified.

" Medium [&uthenticated Header|
Drata will be authentic and unmodified, But will not be enciypted.

iC
Settings... |

< Back I MHest > I Cancel

e Inour example, we are using MD5 and DES with ESP. Click on « OK » and on « Next ».

Custom Security Method Settings d |

Specify the settings for thiz custom secunty method.

[~ Data and address integrity without encryption [4H]
|rtedrity algarithn

[MDE =
¥ Data integrity and enciyption [ESF);
[ptegrity algarithn:

[MD5 4
Encryption algarithm:

|DES =l

Sezzion Fey Settings:

[T Generate a new key eveny; [T Gererate a new key every

|1 Q0000
Ebptes IEEDEI seconds

k. I Cancel
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e  For finishing Filter Action configuration, click on « Finish ».

Filter Action Wizard 2 x|

Completing the IP Security filker action wizard

You have successfully completed the IP Secunty Policy
wizard.

To edit paur filker action now, select the Edit properties
checkbos, then click Finizh,

To cloge thiz wizard, click Finizh.

< Back I Finizh I Cancel

e The new IP filter action is shown in the list. Click on « Next ».
Security Rule Wizard el

Filter Action "
Select the flter action for this securnty rule. %
=

|f o filter actionz in the fallowing lizt matches vour needs, click Add to create a new
ane. Select Uze Add Wizard to create a filker action.

Filter Actions: ¥ Uze &dd Wizard

M arme | Deszcription | Add. . |
(O} |Psec Filters Algorithmz uged in phase 2 _
Q Pemit Permit unsecured IP packetz .. Edi... |

{0 Fequest Secuity [Optionall  Accepts unsecured communi... Femave |
{2 Require Security Arcceptz unzecured communi... —

< Back I Hent » I Cancel
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e Click on « Finish ».

Security Rule Wizard 7| x|

Completing the Mew Fule Wizard

You have successfully completed specifving the properties
fior paur new rule.

To edit paur gecurity rule now, select the Edit properties
check box, and then click Finish.

To cloge thiz wizard, click Finizh.

< Back I Finizh I Cancel
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MNew Rule Properties ed |
Authentication Methods | Tunnel Setting Connection Type
IF Filker List Filker Action
=]
=, The zelected P filter list zpecifies which netwark traffic will be
zecured with thiz rule.
IP Filker Lists:
M ame | Dezcription |
() 2000 Server Traffic from 2000 server toto Th...
O Al ICMP Traffic katches all ICMP packets betw. .
O All P Traffic Matches all [P packets fram this .
gd. | Edi. | Bemove |

Cancel | Amply
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e We must create another Security Rule that deals with communication from TheGreenBow VPN client to
Microsoft Windows 2000 Server. Click on « Add »

TheGreenBow Properties il EI

Bules | Leneral I

mpm]  Securty rules for communicating with ather computers

IP Secunty Rules:

IP Filter List | Filter Action | Authentication.. | Tu
2000 Server |Pzec Filters Prezhared Fey 13
O <[Donarmic: Default A ezponze Prezhared Fey Me

1| | i

add. | Edt. | Bemor | @ useaddwioad

Cloze I Carnzel |

e Click on « Next ».

Security Rule Wizard 7] x|

Welcome to the Create IP Securnty Rule Wizard.

A gecuriby rule governg how and when securnity iz invaoked
bazed upon criteria, such as the source, destination, and type
af [P traffic, in the security rule's [P filter list,

A, zecurity rule containg a collection of security actions that
are activated when a communication matches the criteria in
the [P filker list,

Security actions:
IP tunneling attnbutes
Authentication methods
Filter actionz

To continue, click MNest.

< Back

Cancel |
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e Give IP address of VPN tunnel final endpoint (here Microsoft Windows 2000 Server) then click on « Next
»,

Security Rule Wizard d |

Tunnel Endpoint -
The tunnel endpaint iz the tunneling computer clozest to the [P traffic destination, @
az specified by the zecurity rile's 1P filker lizt. -

An IPSec tunnel allows packets to traverse a public ar private inkermebwaork with the
gecurity level of a direct, private connection bebween two computers,

Specify the tunnel endpaint for the [P zecurity rule;

™ Thiz rule does not specify a tunnel

% The tunnel endpoint iz zpecified by thiz [P address:
192 . 168 . 1 . 2

¢ Back I Hest > I Cancel

e In our example, the computers belong to the same local area network. Click on « Local area network »
then on « Next ».

Security Rule Wizard d |

Metwork Type -
The securty rule must be applied to a netwaork, tppe, @
P

Select the netwark type:

i~ Al network connections
+ L ocal area netwark, [LAN]:

" RBemote access

¢ Back I Hest > I Cancel
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o Traffic between the VPN client and the server is protected by a preshared key. Click on « Use this string
to protect the key exchange (preshared key) » and fill the form with the preshared key. Click on « Next

».
IP Security Policy Wizard ed |

Authentication Method "
To add multiple authentication methodz, edit the secunty rule after completing the %
=

|F zecurty rule wizard.

Set the initial authentication method for thiz secunity mwile;

" wWindows 2000 default [Kerberos %5 protocol]
™ Usze a certificate from this Certificate Authority [CA);

I Brawsze,

% Lze this sting to pratect the key exchange [preshared key);

abcded

Kl IL\_

< Back I Hest » I Cancel |

o Click on « Add » in order to insert a specific IP filter to our new security rule.

Security Rule Wizard d |

IP Filter List "
Select the |P filker list for the twpe of IP traffic to which thiz zecurnity rule applies. @
P

[f r |P filker in the following list matches your needs, click Add to create a new one.

IF filter ligts:
M ame | D ezcription | Add...
(@I 2000 Server Traffic: from 2000 zerver to to ..
O ANICMP Traffic Matches all ICMP packets bet... Edit.. |
O AllIP Traffic Matches all IP packets from b =
Bemove |

¢ Back I Hest > I Cancel
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e Give a name to the new IP filter then click on « Add ».

| IP Filter List 2] =

- An P filker ligt iz compozed of mulkiple filkers. [n thiz way multiple subnets, 1P
i: addrezzez and protocols can be combined into one [P filter.
M arme;

TheGreenBow
Dezcription: Ll

Traffic TheGreenBow client - YWindows 2000 server ;I Edit... |
LI Bemove |

Filters: ¥ Usze &dd Wizard

Mirru:ureu:l| D escription | Protocal | Source Part | D estinatian

1| | i

] I Cancel |
Y

e Click on « Next ».
IP Filter Wizard _ ed |
Welcome to the |P Filker \Wizard.

Thiz wizard helpz pou provide the source, destination, and
traffic-tupe information needed to filter 1P traffic.

Thiz wizard creates "mirrared" filkers that match on bath
incoming and outgaing 1P traffic.

'ou can add multiple filkers to build an [P Filker List that
matches on [P packets for multiple source or destination
machines, or for many different traffic tppes.

Tao continue, click Nest.

< Back

Cancel |
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Filter Wizard
IP Traffic Source "
Specify the zource address of the [P traffic.
-
Source address:
A zpecific [P Address j
IPaddess: | 192 . 168 . 1 . 3

Subnet mask: I 2bh | 28h | 2hL | 2Gb

< Back I Heut > I Cancel |

e Select « My IP address » as remote destination address, then click on « Next ».

Filter Wizard ed |

IP Traffic Destination 2t
Specify the destination addresz of the |F traffic.
-

Destination address;

< Back I Hest » I Cancel
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e Set protocol type then click on « Next ».

Filter Wizard 7] x|

IP Protocol Type "
Select the |P Pratocal tppe. [ thiz tupe supparts 1P parts, vau will alzo zpecify the
|F part. -

Select a protocol type:

[N - |

I =

< Back I Heut > I Cancel |

e Click on « Finish »
IP Filter Wizard ed |
Completing the 1P Filker \wWizard

You have successfully completed the P Filter \Wizard.

To edit your [P filker now, select the Edit properties check.
biox, and then click finizh.

To cloge thiz wizard, click Finish.

< Back I Finizh I Cancel
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Click on « Close ».

¢ IP Filter List

An P filker ligt iz compozed of mulkiple filkers. [n thiz way multiple subnets, 1P

2l x|

—_—
i:: addrezzez and protocols can be combined into one [P filter.
M arme;
TheGreenBow
Dezcription: i
Traffic TheGreenBow client - Windows 2000 server ;I Edit... |
LI Bemove |
Filters: ¥ Usze &dd Wizard
tirrared | D escription | Protocal | Source Part | D estinatian
Tes AN ANT AMNY
1] | 0
Cloze Cancel |
Y
Select IP filter « TheGreenBow » then click on « Next ».
Security Rule Wizard ed |

IP Filter List
Select the |P filker list for the tppe of [P traffic to which this secunty rule applies.

[f r |P filker in the following list matches your needs, click Add to create a new one.

IP Filker lists:
I ame | D' ezcription | Add...
O 2000 Server Traffic from 2000 zerver to to ..
O AIICMP Traffic Matches all ICMP packets bet... Edt.. |
O 2l I Traffic Mathes aIIIF' packets fru:um .. [ |
L) TheGreenBow Traffic TheGreenBow client -x ...

< Back I Hest » I Cancel
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Select filter action « IpSec Filters » then click on « Next ».

Security Rule Wizard

Filter Action
Select the filker action for thiz security rule.

If nio filker actions in the following list matches your needs, click Add to create a new
one. Select Use Add Wizard to create a filker action.

Filter Actions: W Use Add Wizard
M ame | Dezcription I Add.. |
V0¥ |Pzec Filters Algorithmz uzed in phaze 2 _
O Permit Permit unzecured IP packets t. Edit.. |
O Fequest Security [Optional]  Accepts unsecured communi... Femove |
O Require Security Aooepts unsecured communi... —

< Back I Heut > I Cancel |

Click on « Finish ».

Security Rule Wizard

Completing the Mew Rule wizard

You have successfully completed specifying the properties
fiar yaur new rule.

To edit your security rule now, select the Edit properties
check box, and then click Finizh,

..................................

To cloge thiz wizard, click Finish.

< Back I Finizh I Cancel
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e Select « TheGreenBow » in the IP Filter lists then click on « OK ».

Mew Rule Properties 2=
Authentication kMethods | Tunnel Setting I Connection Type
I Filter List | Filter Action

=,
=, The zelected IP filter list zpecifies which network traffic will be
gecured with this rule.
|F Filter Lizks:
M amne | D ezcription |
¢ 2000 Server Traffic from 2000 zerver to to The..
O AllCMP Traffic Matches all ICMP packets bebw...
O AP Traffic Matches all IP packets from thiz ...
(& TheGreenBow Traffic TheGreenBow client -» ...
tgd. | Edt. | Remove |

] I Cancel | Apply
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TheGreenBow Properties

Fules | General I

)

=l

Security rules for communicating with other computers
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2l xi

IF Security Rules:

IP Filter List | Filter asction | swthentication... | Tu
TheGreenB ow IPzec Filters Freshared Kepy 19
2000 Server IPzec Filters Freshared ey 19
O <Dynamics Default Responze Freshared ey Mc
( | o

Add... Edit... | Bemove | W Use Add wizard

Cloze I

Cancel |

e For activating the new Security policy, right-click « TheGreenBow » policy, and left-click on « Assign ».
A green point is shown on icon « TheGreenBow ».

Eﬁ Local Security Settings

|J Action | Yiew “ L *|||@|JEE—_’

=0l x|

Tree I
Ackion Menu

@ Security Settings
-8 Account Policies
-8 Local Policies
G- Public Key Policies

g IP Security Policies on Local Machine

Mame # | Description | Palicy Assigned |
Client (Respond Onlyd  Communicate normally (uns... Mo
Secure Server (Requir,., For all IP traffic, always req... Mo
Server (Request Secu... For all IP traffic, alwaws req... Mo

2 TheGreenBow

Policy between TheGreenBo,., Yes

IPSec VPN Router Configuration
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3 TheGreenBow IPSec VPN Client configuration

3.1 VPN Client Phase 1 (IKE) Configuration

In « Interface » field, you can select a star (« * ») if the VPN Client gets a dynamic IP address.

In « Remote address », set remote server IP address.

£&* TheGreenBow ¥PN Client

File Configuration Tools 7

- {

Console

£8F  Parameters

€% Connections

E--‘g Configuration
=~ <pnl
CnxEvpnl

Authentication

Hame (Phase 1] II:n:-:\-’pn‘l

Interface I“

Remate Address  [192.168.1.2

% Preshared Key I ******

A

Remote VPN gateway
address can be an IP
address or a DNS
address.

Caonfirm I ******

" Certificate

Certifizates Mot

A

—IkE

Encrption  |DES -

Authentication IMDE 'I
Key Group IDH?ES "'I

Advanced |

Apply Rules

VPN ready

Configuration Phase 1

abcdef
abcdef
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3.2 VPN Client Phase 2 (IPSec) Configuration

In this window, you set up IPSec VPN configuration.
« Local adress » field is virtual IP address of the client inside remote network.

4 TheGreenBow YPN Client o ] 3

File Configuration Tools 7

.I_Jl:jﬁl__::]__--'._"-“-lli : . :rl.: ...... [aa & =y T T e R [

B Console IPSec Configuration You must define a virtual

static IP address here.
€88 Parameters Mame [Phaze 2) |I:n:-:\-f|:un1 /
% Connections Local Address | 192 168 . 1 . 3

Remote Address | 192 . 168 . 1 . 2

Remote private IP
< address of the server.

EI--@ Configuration
EI-- Cnxipnl

[ Subnet Mask

g
)
:
(]

SR

Encryption I DES et |
Authentication I DG 3 |
Mode I Tunrel |

[ DOpen during Boat

[T PF5  Group |Nl:|r'|E "l Opzn Turnel |

Apply Rulez |

0 PN ready

Configuration Phase 2

3.3 Open IPSec VPN tunnels

Once both Windows Server and TheGreenBow IPSec VPN Client have been configured accordingly, you are
ready to open VPN tunnels. First make sure you enable your firewall with IPSec traffic.
1. Click on "Save & Apply" to take into account all modifications we've made on your VPN Client configuration

2. Click on "Open Tunnel", or generate traffic that will automatically open a secure IPSec VPN Tunnel (e.g. ping,
IE browser)

3. Select "Connections" to see opened VPN Tunnels

4. Select "Console" if you want to access to the IPSec VPN logs and adjust filters to display less IPSec
messaging.
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4 Tools in case of trouble

Configuring an IPSec VPN tunnel can be a hard task. One missing parameter can prevent a VPN connection
from being established. Some tools are available to find source of troubles during a VPN establishment.

Concerning Microsoft Windows 2000 Server, read in case of trouble document Q257225 in Microsoft Knowledge
base :

http://support.microsoft.com/default.aspx?scid=kb:EN-US:q257225

4.1 A good network analyser : ethereal

Ethereal is a free software that can be used for packet and traffic analysis. It shows IP or TCP packets received
on a network card. This tools is available on website http://www.ethereal.com/. It can be used to follow protocol
exchange between two devices. For installation and use details, read its specific documentation.

The following example shows a successful connection between TheGreenBow VPN client and a Microsoft
Windows 2000 Server.

T = T TETOTE CTETA T T TT=TE |

‘Nn.. ‘Time |Source Destination |F'rc|tc|cnl |Infc| |
0. 00000y 1.3 1.2 ISARME  Tdentity Protection ]
2 0.153567 192.168.1.2 192.168.1.3 ISAKMP  Identity Protection (Main Model
3 0.205363 1092.168.1.3 192.168.1.2 ISAKMP  Identity Protection (Main Mode)
4 0,257505 192.168.1.2 192.168.1.3 IsakMpP  Identity Protection (Main mode)
5 0.300882 152.168.1.3 192.168.1.2 ISAKMP  Identity Protection (Main Mode)
6 0.310186 192.168.1.2 192.168.1.3 IsakMP  Identity Protection (Main Model
ToO.313742 192.168.1.3 162.168.1.2 ISakMP  cuick Mode
B 0.321913 162.1a8.1.2 192.168.1.3 IsakMP  quick Mode
O 0.323741 192.1a8.1.3 152.168.1.2 IsakMP  quick Mode
10 0.534980 162.1e8.1.2 152.1e8.1.3 ISAEMP  quick Mode
11 0.6511a0 152.188.1.3 152.1e8.1.2 ESF ESP (sPI=0x019hfahc)
12 1.6852568 152.168.1.3 152.1a8.1.2 ESF ESF (SPI=0x519hfabc)
13 1.68531a6d4 162.168.1.7 152.168.1.3 ESF ESF (SPI=0x53a59258)
14 2.653600 162.168.1.3 162.168.1.2 ESF ESP (SPI=0x81%9hfabc)
15 2.694026 192.168.1.2 192.168.1.3 ESP ESP (SPI=0x53a592%e)
B Frame 1 (142 bytes on wire, 142 bytes captured) i
B Ethernet II, src: 00:50:04:ad:F2:73, Dst: 00:10:b5:07:27:fF |
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4.2 Netdiag.exe

Netdiag.exe can be find in Microsoft Windows 2000 Server Support Tools. Read Knowledge base article
Q257225 for more details.

In a window CMD.EXE, type “select netdiag /test :ipsec /debug”. Output will be :

E:'\ WINNT  System 32t cmd.exe

IP Securdity test . . . . . . . . . = Passed

Local IPSec Policy Active: *TheGreenBow'

IP Security Policy Path: SOFTWARE“PoliciessMicrosoftsWindowssIPSec~Policy~Lo
calvipsecPolicy{?375E462-A47A—4BA2-BFRAE-?7C12784060C2 >

There are 2 filters
Paz de nom
Filter Id: {BCFIE'S'F3F—CDB9—4D2D—HSB2—B?D9I¥C§§E§}

Policy Id: {D73IAFEBE-4399-44C?-BES5—-881AD5 >
IPSEC_POLICY Policyld = {D73AFERE-4399- —BES5—-8981AD5SB% 2762
Flags: BxH
Tunnel Addr»: B.8.8.8
PHASE 2 OFFERS Count = 1
Offer H@:
ESPL DES MDS HMAC]
Rekey: B zeconds ~ B hytes.
AUTHEMTICATION INF0O Count = 1
Method = Preshared key: abcdef
Src Addr - 192.168.1.2 Src Mask - 255.255.255_.255
Dest Addr = 192_.168.1.3 Dest Mask = 255.255.255_255
Tunnel Addr : 192.168.1.3 Src Port - A Dest Port = @
Protocol = A TunnelFilter: ¥Yes
Flags = Outhound
Paz de nom
Filter Id: {5B55D33F-FCC1i-4CD7-28B4-A2543B274FFA>
Policy Id: {21D15F8A—4CAD-495E-8656—-EPCEF168A767>
Src Addr - 192_.168.1.3 Src Mask - 255.255.255_255
Dest Adde - 192.168.1.2 Dest Mask - 255.255.255.255
Tunnel Addr = 192.168.1.2 Sprc Port : A Dest Port - O
Protocol = A TunnelFilter: ¥Yes
Flags = Inbound

The command completed successfully

E:“Program Files“Support Toolsl>_

5 VPN IPSec Troubleshooting

51 «PAYLOAD MALFORMED » error

114920 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

114920 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [NOTIFY]

114920 Default exchange_run: exchange_validate failed

114920 Default dropped message from 195.100.205.114 port 500 due to notification
type PAYLOAD_MALFORMED

114920 Default SEND Informational [NOTIFY] with PAYLOAD MALFORMED error

If you have an « PAYLOAD MALFORMED » error you might have a wrong Phase 1 [SA], check if the encryption
algorithms are the same on each side of the VPN tunnel.

5.2 «INVALID COOKIE » error

115933 Default message_recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105
115933 Default dropped message from 195.100.205.114 port 500 due to notification
type INVALID_COOKIE

115933 Default SEND Informational [NOTIFY] with INVALID COOKIE error

If you have an « INVALID COOKIE » error, it means that one of the endpoint is using a SA that is no more in use.
Reset the VPN connection on each side.
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5.3 «no keystate » error

115315 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

115317 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

115317 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]
115319 Default ipsec_get keystate: no keystate in ISAKMP SA 00B57C50

Check if the preshared key is correct or if the local ID is correct (see « Advanced » button). You should have
more information in the remote endpoint logs.

5.4 «received remote ID other than expected » error

120348 Default (SA CNXVPN1-P1l) SEND phase Main Mode [SA][VID]

120349 Default (SA CNXVPN1-P1l) RECV phase Main Mode [SA][VID]

120349 Default (SA CNXVPN1-P1) SEND phase Main Mode [KEY][NONCE]

120351 Default (SA CNXVPN1-P1l) RECV phase Main Mode [KEY][NONCE]

120351 Default (SA CNXVPN1-P1) SEND phase Main Mode [ID][HASH][NOTIFY]

120351 Default (SA CNXVPN1-P1l) RECV phase Main Mode [ID][HASH][NOTIFY]

120351 Default ike phase 1 recv_ID: received remote ID other than expected
support@thegreenbow. fr

RPRRRRR

The « Remote ID » value (see « Advanced » Button) does not match what the remote endpoint is expected.

5.5 «NO PROPOSAL CHOSEN » error

115911 Default (SA CNXVPN1-P1l) SEND phase
115913 Default (SA CNXVPN1-P1l) RECV phase
115913 Default (SA CNXVPN1-P1l) SEND phase
115915 Default (SA CNXVPN1-P1l) RECV phase
115915 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID]J[HASH][NOTIFY]

115915 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SA]LKEY][I1D][HASH] [NONCE]

115915 Default RECV Informational [HASH][NOTIFY] with NO_PROPOSAL_CHOSEN error
115915 Default RECV Informational [HASH][DEL]

115915 Default CNXVPN1-P1 deleted

Main Mode [SA][VID]
Main Mode [SA][VID]
Main Mode [KEY][NONCE]
Main Mode [KEY][NONCE]

RPRRRRR

If you have an « NO PROPOSAL CHOSEN » error, check that the « Phase 2 » encryption algorithms are the
same on each side of the VPN Tunnel.
Check « Phase 1 » algorithms if you have this:

115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]
115911 Default RECV Informational [NOTIFY] with NO_PROPOSAL_CHOSEN error

5.6 «INVALID ID INFORMATION » error

122623 Default (SA CNXVPN1-P1) SEND phase
122625 Default (SA CNXVPN1-P1) RECV phase
122625 Default (SA CNXVPN1-P1) SEND phase
122626 Default (SA CNXVPN1-P1l) RECV phase
122626 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SA]T[KEY][1D][HASH] [NONCE]

122626 Default RECV Informational [HASH][NOTIFY] with INVALID_ID_INFORMATION error
122626 Default RECV Informational [HASH][DEL]

122626 Default CNXVPN1-P1 deleted

Main Mode [SA][VID]
Main Mode [SA][VID]
Main Mode [KEY][NONCE]
Main Mode [KEY][NONCE]

RPRRRRR
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If you have an « INVALID ID INFORMATION » error, check if « Phase 2» ID (local address and network
address) is correct and match what is expected by the remote endpoint.

Check also ID type (“Subnet address” and “Single address”). If network mask is not check, you are using a
IPV4_ADDR type (and not a IPV4_SUBNET type).

5.7

| clicked on “Open tunnel”, but nothing happens.

Read logs of each VPN tunnel endpoint. IKE requests can be dropped by firewalls. An IPSec Client uses UDP
port 500 and protocol ESP (protocol 50).

5.8 The VPN tunnel is up but | can’t ping !

If the VPN tunnel is up, but you still cannot ping the remote LAN, here are a few guidelines:

Check Phase 2 settings: VPN Client address and Remote LAN address. Usually, VPN Client IP address
should not belong to the remote LAN subnet

Once VPN tunnel is up, packets are sent with ESP protocol. This protocol can be blocked by firewall.
Check that every device between the client and the VPN server does accept ESP

Check your VPN server logs. Packets can be dropped by one of its firewall rules.

Check your ISP support ESP

If you still cannot ping, follow ICMP traffic on VPN server LAN interface and on LAN computer interface
(with Ethereal for example). You will have an indication that encryption works.

Check the “default gateway” value in VPN Server LAN. A target on your remote LAN can receive pings
but does not answer because there is a no “Default gateway” setting.

You cannot access to the computers in the LAN by their name. You must specify their IP address inside
the LAN.

We recommend you to install ethereal (http://www.ethereal.com) on one of your target computer. You
can check that your pings arrive inside the LAN.

6 Contacts

News and updates on TheGreenBow web site : http://www.thegreenbow.com
Technical support by email at support@thegreenbow.com
Sales contacts at +33 1 43 12 39 37 ou by email at info@thegreenbow.com

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © Sistech 2001-2005 37137



http://www.ethereal.com/
http://www.thegreenbow.com/
mailto:support@thegreenbow.com
mailto:info@thegreenbow.com

	Goal of this document
	Windows 2000 Server VPN Configuration
	Windows 2000 Server IP Security Policies
	Windows 2000 Server Pre Shared key
	Windows 2000 Server IP Filter
	Windows 2000 Server IPSec algorithms

	TheGreenBow IPSec VPN Client configuration
	VPN Client Phase 1 (IKE) Configuration
	VPN Client Phase 2 (IPSec) Configuration
	Open IPSec VPN tunnels

	Tools in case of trouble
	A good network analyser  : ethereal
	Netdiag.exe

	VPN IPSec Troubleshooting
	« PAYLOAD MALFORMED » error
	« INVALID COOKIE » error
	« no keystate » error
	« received remote ID other than expected » error
	« NO PROPOSAL CHOSEN » error
	« INVALID ID INFORMATION » error
	I clicked on “Open tunnel”, but nothing happens.
	The VPN tunnel is up but I can’t ping !

	Contacts

