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Revision History

Date Rev. Description Editor

Interoperability Compliance Testing Negotiate mode for
24/04/2009 | 1.0 |Phasel and Phase2 using TheGreenBow VPN Client and D-| John Yoong
Link product’s DFL-800.

Changing DFL-800 firmware from 2.20.00 to 2.26.00.06 and
24/10/2009 | 1.01 |TheGreenBow VPN Client firmware 4.60.00 to 4.61.003 and| John Yoong
edit TheGreenBow client picture for “PFS” setting.

1. Introduction
The objective of this document is to provide a guide describing how to configure the
devices to achieve the same environment as show at the network topology.

Users of this document are expected to already possess basic knowledge of D-Link
devices and TheGreenBow VPN program, and are familiar with how to perform basic
configurations. Only important configurations, such as those pertaining to interfacing and
integrating, will be described in this document.

For purpose of reference, configuration files for each device are available for download.

2. Audience
This document is intended for project engineers or end users that need to implement
DFL series and TheGreenBow software at the sites.

3. Objective

This topology consist the scenarios that integrates using TheGreenBow VPN program
and D-Link Firewall and demonstrate integrations and network solutions to OBUs, and in
addition, to Partners and Customers from D-Link International.

4. List of Equipment and Software
The table below shows the devices information.

Device No. Device Name Device Model | Firmware

TheGreenBow_VPN_Client - 4.61.003
2 Netdefend IPS firewall DFL-800 2.26.00.06-12649
D-Link International 2
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5. Network Diagram

|
I
| DFL-800
|
|

ICentral Office

Note: Router is set to allow IPSec pass through.

6. Configurations

In this document, we will only describe the main configurations for this Scenario. The
configurations setting for all the D-Link products will not be described here and for more
detail about the product you can download their user guide.

6.1 TheGreenBow VPN client and D-Link security solutions
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In this scenario the user can connect back to the headquarter database by using
TheGreenBow VPN client tunneling to DFL-800.

All configurations are based on DFL-800 (F/W: 2.26.00.06-12649) and TheGreenBow
VPN Client (F/W: 4.61.003)

The steps in this configuration are:
e Setup DFL-800 for VPN tunneling
e Setup Pre-shared Key
¢ Phase 1 and Phase 2 algorithms setup
e Setting up IPSec-Tunnel
e Setup IP Rules

e Setup TheGreenBow VPN client
e Setup Phase 1
e Setup Phase 2
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6.1.1) Setup DFL-800 for VPN tunneling

6.1.1.1)
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Setup Pre-Shared Key

Login to the DFL-800 and click “Authenticate Objects” and add a
new “Pre-shared Key” and fill in the passphrase and name.
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Phase 1 and Phase 2 algorithms setup

7\ PH1_3DES-SHA1

At the “IKE Algorithms”, select the Encryption and Integrity
algorithms for your

phase 1 authenticate.
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2) Next is the “IPSec Algorithms”, select the Encryption and
Integrity algorithms for the phase 2.
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6.1.1.3) Setting up IPSec-Tunnel

1

After we finish setting up the algorithms, next we will need to
create the “IPSec-Tunnel” as show below.
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2) Next, click on the “Authentication” tab and select the “Pre-
Shared Key” you have setup at the steps 1.
D-Link

Building Networks for People
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3) After selecting the Pre-Shared Key, next is to enable the
“Dynamically add route” at the routing tab.

i %
1 IPSec-Tunnel

An IPses tunnel item is used to detine IPsec endpoint and will appear as 3 lagical intertace in the systam
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4) Last step is to make sure the DH Group at the IKE setting is the

_ same setting for the TheGreenBow Client.
:;j IPSec-Tunnel

An IPs2c tunnel item is used to define IPsec endpoint and will appear as a logical interface in the system
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6.1.1.4) Setup IP Rules
Now is to setup the IP Rules so there the DFL-800 knows where
to direct all the traffic to.

1) First add a new interface group name “IPSec-LAN” by grouping
up “IPSec-Tunnel” and “LAN".
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2) Next, click “IP Rules” and add a new IP rule as show below.
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6.1.2) Setup TheGreenBow VPN Client

6.1.2.1) Setup Phase 1

1) Right click on the “Root” to add a new “Phasel”, next fill in the IP
address for this VPN client and Remote gateway IP follow by
Preshared Key and IKE setting.

** TheGreenBow VPN Client

File %PM Configuration Wiew Tools ?

IPSec VPN Glient
Phase1 (Authe
.,f%'} Conzole
€38 Parameters Mame | Dlirk_Greenbow
% Connections Interface |.i'm_lrl ﬂ
—_@;g":'?':'tl Remaote G ateway |2EIS.'| 2R.227 67
=125 tobtest
(&) tgbtest + Preshared Ke | xxxxxxxx
ad
S Dlink_Greenbow i
I:é:l Ep— Confirm: | xxxxxxxx
" Certificate |
[KE

Encivption | 3DES - P1 Advanced.. |

Authentication | SHA- -

KeyGroup |DHZ[1024] =

< | |* Save & Apply

= VPN ready Tunnel @

Note: the Preshared Key and IKE must be the same setting set in the DFL-800.
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6.1.2.2) Setup Phase 2

1) Right click on the “Phasel” to add a new “Phase2”, next fill in the
VPN Client address for this VPN client and Remote gateway IP
follow by ESP setting.

* TheGreenBow VPN Client

File WPM Configuration Wiew Tools ?

IPSec VPN Client
Phase2 (IPSec C
}%:s Conzole
€85 Parameters Mame |Turinell
% Connections VPN Elientaddress| o0 .0 .0
=& Root Addiess tppe | Subnet address |
—=—. gl?k EET Remote Lk address| m .1 .1 .0
= E'“h""lzél:uteslz Subnet Mask | SRR 2B ZER )
® tghtest
ESP
Encryption | 3DES - P2 Advanced... |

Authentication  |MD5 - Scripts |

Mode | Tunnel -
[~ PF5  Group Open Tunnel ‘

< | > Save & Apply |

= VPH ready Turnel @

Note: the ESP Encryption and Authentication setting must be the same in the
DFL-800 IPSec-Tunnel.
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7. Interoperability Compliance Testing

7.1)

General Test Approach

IHEGHI

= =im|ll
| =
| —
-

a. Open the VPN tunnel using different Negotiate Mode in phase 1 and
phase 2:

Series Negotiate Mode
Phase 1 Phase 2
IAES-SHA IAES-SHA
AES-MD5 IAES-SHA
3DES-MD5 IAES-SHA
3DES-SHA IAES-SHA
DES-MD5 IAES-SHA
DES-SHA IAES-SHA
IAES-SHA IAES-MD5
IAES-MD5 IAES-MD5
3DES-MD5 IAES-MD5
3DES-SHA IAES-MD5
DES-MD5 IAES-MD5
DES-SHA IAES-MD5
IAES-SHA 3DES-SHA
IAES-MD5 3DES-SHA
3DES-MD5 3DES-SHA
3DES-SHA 3DES-SHA
DES-MD5 3DES-SHA
DES-SHA 3DES-SHA
IAES-SHA 3DES-MD5
IAES-MD5 3DES-MD5
3DES-MD5 3DES-MD5
3DES-SHA 3DES-MD5
DES-MD5 3DES-MD5
DES-SHA 3DES-MD5
IAES-SHA DES-SHA
IAES-MD5 DES-SHA

D-Link International
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3DES-MD5 DES-SHA
3DES-SHA DES-SHA
DES-MD5 DES-SHA
DES-SHA DES-SHA
AES-SHA DES-MD5
IAES-MD5 DES-MD5
3DES-MD5 DES-MD5
3DES-SHA DES-MD5
DES-MD5 DES-MD5
DES-SHA DES-MD5

7.2) Test Result

a. The VPN tunnel will be open at any negotiate mode set in Phase 1
and Phase 2.

* TheGreenBow YPN Client A=

File %PM Corfiguration “iew Tools #

IPSec VPN Client
Phase2 (IPSec
}%} Conzaole
€28 Parameters M arne |Tunnel1
% Connections WPM Clentaddess | 0 . 0 . 0 . O
- @ Roat Address lype |Su|:|net addiess j
S8
IE:lI[nk_Greeanw Femote LAM address | m .1 .1 .0
=) Tunnell
- %tgbtest Subnet Mazk. | IR 2R ZER 0
#) tgbtest
ESF
Encreption  |3DES - PE AOGERTEL. |
Authentication | MDS5 - Scriptz |
Mode | Tunnel -

[~ PF5 Group | J | Claze Tunnel |
< | > Save & Apply |
= ['WPN Turnel opened [Turinel (o]
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Turnel opened

€D Internet 22QQ222aag

Ll Ll 0 e MY 603 rM
TheGreenBow VPN Client

g T

~b.  The DFL will show the tunnel is up at their VPN status.

Famote Gastawhy Leeal it Marmate nat Brotoes
203.135,227.87 20.1.1.0424 193,186.1.192 dus-ilie

DFL-800 IPSec

b. Client is able to Ping to the remote network.

Command Prompt - ping 10.1.1.254 -t

18.1.1.254: hytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
18.1.1.254: bhytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
18.1.1.254: bhytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
18.1.1.254: bhytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
18.1.1.254: bhytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
18.1.1.254: bhytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
18.1.1.254: bhytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
18.1.1.254: bhytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
18.1.1.254: bhytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
18.1.1.254: bhytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
18.1.1.254: bhytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
18.1.1.254: bhytes=32 TTL=254
18.1.1.254: bytes=32 TTL=254
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8. Conclusion

The Application Notes demonstrate how D-Link VPN products and TheGreenBow
software combined perfectly address the requirements of the small and medium
businesses worldwide. The joint VPN solution offer advantages around multiple access
control and authorization mechanisms for users and tunneling capabilities to access the
entire corporate network; it can also provide different access rights to different users.
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D-Link Inc. All Rights Reserved

D-Link is the worldwide leader and an award-winning designer, developer, and manufacturer
of Wi-Fi and Ethernet networking, broadband, multimedia, voice and data communications
and digital electronics solutions.
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