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Revision History

Date Rev. Description Editor

Interoperability Compliance Testing Negotiate mode for
2009-4-24 1.0 |Phasel and Phase2 using TheGreenBow VPN Client| John Yoong
software and D-Link product’s DFL-800.

Added the function VPN User Authentication using
TheGreenBow VPN Client software (X-Auth) and DFL- 800
(External Radius Server) and changed the network
diagram.

2009-5-28 2.0 John Yoong

Changing DFL-800 firmware from 2.20.00 to 2.26.00.06 and

2009 -10-24 | 2.01 |TheGreenBow VPN Client firmware 4.60.00 to 4.61.003 and| John Yoong

edit TheGreenBow client picture for “PFS” setting.

1. Introduction
The objective of this document is to provide a guide describing how to configure the
devices to achieve the same environment as show at the network topology.

Users of this document are expected to already possess basic knowledge of D-Link
devices and TheGreenBow VPN software, and are familiar with how to perform basic
configurations. Only important configurations, such as those pertaining to interfacing and
integrating, will be described in this document.

For purpose of reference, configuration files for each device are available for download.

2. Audience
This document is intended for project engineers or end users that need to implement
DFL series and TheGreenBow software at the sites.

3. Objective

This topology consist the scenarios that integrates using TheGreenBow VPN program
and D-Link Firewall and demonstrate integrations and network solutions to OBUs, and in
addition, to Partners and Customers from D-Link International.
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4. List of Equipment and Software
The table below shows the devices information.

Device No. Device Name Device Model | Firmware
TheGreenBow VPN Client Software - 4.61.003
Netdefend IPS Firewall DFL-800 2.26.00.06-12649
3 WinRadius Radius Server - 4.00

5. Network Diagram

Radius Server

|
|
|
|
Rnuter | DFL—&OO
(t J} |
I —
I
{ Al I' Sec Pass throughh | Sewer

Client |
Remote :

Workplace | ICentral Office

Note: Router is set to allow IPSec pass through.

6. Configurations

In this document, we will only describe the main configurations for this Scenario. The
configurations setting for all the D-Link products will not be described here and for more
detail about the product you can download their user guide.

1) TheGreenBow VPN Client (IPSec) and D-Link Security Solutions
(VPN Client - DFL-800)

2) TheGreenBow VPN Client (XAuth) and D-Link Security Solutions
(VPN Client > DFL-800 = Radius Server)
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6.1 TheGreenBow VPN Client (IPSec) and D-Link Security Solutions
(VPN Client = DFL- 800)

LAN IP Acdress: 10.1.1.254 |
Subnat Mask; 255255 2550 |
I

DFL-BO0
WAN IP Address: 203 125 237 .67
Submat Mask: 255,255 255,224

S TH SETET Rautar
[ HEEREENSO
’..H WAN I Adorass: 203,125,227 57'

Subnes Mask: 255,205,255, 224

| L (tfr} i

(Allow IPSec Pass throwugh) |

Ramate |
I Workplace |

In this scenario the user can connect back to the headquarter database by using
TheGreenBow VPN Client connection to DFL-800.

w
@
=
@

ICenlmI Office

All configurations are based on DFL-800 (F/W: 2.26.00.06-12649) and TheGreenBow
VPN Client (F/W: 4.61.003)

The steps in this configuration are:
e Setup DFL-800 for VPN tunneling
e Setup Pre-shared Key
e Phase 1 and Phase 2 algorithms setup
e Setting up IPSec-Tunnel
e Setup IP Rules

e Setup TheGreenBow VPN Client software
e Setup Phase 1
e Setup Phase 2
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6.1.1) Setup DFL-800 for VPN tunneling

6.1.1.1) Setup Pre-Shared Key

1) Login to the DFL-800 and click “Authenticate Objects” and add a

D-Link
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new “Pre-shared Key” and fill in the passphrase and name.

W Formn gl Contguration e (] Tanlie |7 Salis e Sp Maminnancs =

| T
_+, IPSec-Pre-S|
& hared-Hey_1
A PEKPES
foue #] General B
B Servene
apP Pk Name: IPEec-Pra-Ehared-Ke
AT Focls
T seheous 2 shared Secret L}
1 o VP Cljects (5 Paspheass
Lok
* Confiy Mods Podl BAMAE DRENE [rarsare
8" iy Cestm S | srraen
L WE Algorirens
L @b e ST
Bl L Fuins 2
F- § P Rues
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180t want "
A Femete VT e Gunwrata Random Fay)
§ Flentcle_VEH_PRTR
§ Acres_Cvie_Dema L Since ragularuses and pheasas sse wuinarable to dicanary attacks, da not uee fam ax ared teciets

6.1.1.2) Phase 1 and Phase 2 algorithms setup

1) At the “IKE Algorithms”, select the Encryption and Integrity
algorithms for your phase 1 authenticate.
D-Link
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wA Home & Configuration . ' Tools w5 Status «

4, Maintrnance » T Help
- 7\ PH1_3DES-SHA1

2 P Poois ot Costigun phaim of

0 MAT Pecls

R Seradues 47 General
5 Authestntaon Oyt

i

= Contg Mode Pool ) Encryption Algorahans -
WD List
o . -
& Poec Algorithms ] Mun
= }R;u = oes " " N
= F Fuses
§ Remate_VPN_FSec [ 2oa e e noe.
3
Blan_to_wani [] sasTize 128 - .
§ Roemote _VPH_PPTP j Bl gtk -
§ Acess_Onine Dems ] Tt
DAt
] .u:w r [F] AES Riindast) 128 3 128 7 . 3
1) Etherrmt
= &) ey Algorahans .
Y Peac
=
™ Prpel
18
i £ commmnts i
hrtertace Groups Camments
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2) Next is the “IPSec Algorithms”, select the Encryption and
Integrity algorithms for the Phase 2.
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wA Home 0y Configuration » [ Tools» 75 Status » A MaINEEASNCE

| | 7
; P Pocts L %m'ms

S NAT Pocls
7 Schehdes 2] General B
R Hams: PHI_IDEF_MOS
-k VPN gt 2.
Wit
ot Mods Pl &) Encrypiion Algosahans L
0L
4 ME migortrans Prafensd i (™
T Paec Mgt ] Mt
L Fuies [ oS ™ B s
:u._su_"n 0 Tz 1% 18 28
§ Foemecte_VPH_PRTR ] Blowfish 12
§ Acess_Crine_Demo ] T
W acee:
itertaces [] AES (Riindash 128 - 128 v 236 v
L Ethesroed
EIVLAN & ety Algormhans

L}
TPsec

e Lo

12 PPTPAZTP Servers

] Comments
{8 PPTRAL TP Chonts & .
Ehirtertace Grous Camments

6.1.1.3) Setting up IPSec-Tunnel

1

After we finish setting up the algorithms, next we will need to
create the “IPSec-Tunnel” as show below.
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oA Home O Configuration - [ Tools » 4 Status » 4 Maintenance »
o An Pyas tunnal item & used by defion IPaas andpoind snd vl appest o3 2 logical mbarface in the sytem.
P Gengrsl | Auhartcaton | XAun | Roung | MESetings | Nespsive | Advenced
P ool
o NAT Pocls &) General L]
"’_3::::"*‘ - tams: 105 ac-Tunnsl
\ = 4
] ‘}vm“ - :" Riacka Lotal Hylwod: lannax o
L Fuses Foamats Hewosse | yll-nats w
§ Femots_VPH_PSac
B8 to_wan
P P EncaprulaSon Mode: Tusaal -
§ Acess_Orine Deno
B Acvess WE Cantig Met4 | (Hong) v
B {intertaces
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[T Rigomtims L]
LEVLAN
o WE GOt (B1_30ES-SHAL
el IKE Lite Time
(R PPTPAZIP Strvers
{% FPTRALITP Chents
tartace Groups
\'mv Prse Lite Tims se08 s ar
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2) Next, click on the “Authentication” tab and select the “Pre-
Shared Key” you have setup at the steps 1.

[ 3
D-Link
Building Networks for People

A Hame R Corturabion ] Teuls e || o5 Status e Sy MBMEAAENCE « @ Uigout Y Hele

LU { q‘) IPSec-Tunnel
- Consg Mods Pool = " Lo L i i aypas .
OUst Genersl Xhatn Ruouting HE Setirgs Heep-aive Addvarced
1 WE Agortians " 5
) Aumhentication
e axgperrems
g Fuses
= § P Rues () #8600 Contiaate
B Fremote_VEN_PSec oot Canisataiss sovallable Selentns
§lan_jo_wan!
8 Fnmote_VPH_PRTP
#1s_Oring_Dems
s
Lgltnemmat
FVLAN
o W O atumy Cartiniesty . i
L Bantifiatin Lt v -
(& prres
s o @) Pre-sharmd by
{8 P TRAZTR Chents Finsharsd Kay FEacebreShareds o
S rerace Do
L Lacat 1D Typa Aue ol
- LRoeng
. Lol 10 Vatus:
# @R IPS

i | ggLmer Authertcaton

) Traftic Managenent
Ce]

# g ZoneDeterce

3) After selecting the Pre-Shared Key, next is to enable the
“Dynamically add route” at the routing tab.

r .2
(=) IPSec-Tunnel

An IPssc tunnel item is used to define IPsec endpoint and will sppear s= a logical interface in the system..

General | Authertication | Heuth KESettings | kesp-slive | Advanced |

# 7 Automatic Routing L]

[[] Allows DHEP over IPsec tram single-host slients

[ Cynamically add route to the remete netuakwhen a tunnel is sstablished |

# 7 Packet Sizes L]

Specify the size at which ta fragment plaintext packeis (rather than fragmenting IPsec).
Plaintest MTU: [ 1424

&7 IP Addresses L]

IF address to use assource IP of the tunnel
(&) Automatioally pick the address of a local interfase that somespondsto the local nat
() Spesify address manualiy:

IP Address: [(Hone) -

4) Last step is to make sure the DH Group at the IKE setting is the
_ same setting for the TheGreenBow VPN Client software.
:}j IPSec-Tunnel

An IPsec tunnel item is used to define |Psec endpoint and will appear as a logical interface in the system.

”Gsnera\ i Autherticstion | XAuth | -Ruuling " | IKE Settings Keep-alive } Advanced
#] IKE L]

@ Main CH Graup
) Aagressive z 3

#] Perfect Forward Secrecy 11
PFS DH Graup
Hone - = w
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Setup IP Rules
Now is to setup the IP Rules so there the DFL-800 knows where

to direct all the traffic to.

6.1.1.4)

1) First add a new interface group name “IPSec-LAN” by grouping
up “IPSec-Tunnel” and “LAN".

ink

ks for People

Maintenance -

[ Tools - 75 Status » M

L L}:Iﬂ IPSec-LAN
-+ Consig Mode Pool | policy.
oLt
) HE Algorthens #) General -
. Proc Agorim Hams: IPtec-LAN
il N s S
3§ © Fue J
T
:M i ] Wterfaces 5
§ Fiermcte_VFH_FRTR Avaable Balnstnd
§ Aceas_Crins_Demo b e
T access deng
Bl e PRTPSarear-LAN
Tl ST s A Gzl
LegEthesret want as
= wan2 I
Ty vLAN
L Pane
Woort
28 prrcE
:éwm\nrpmw: B Commnnly %
Camments

(8 PRIRATF Charts
i
-LaRoeng
ST IS
1 gger Authereiotion (o] Comen )
-1 Tratc management

2) Next, click “IP Rules” and add a new IP rule as show below.
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[ Tools « 4 Status « Sy Maintsnance »
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6.1.2) Setup TheGreenBow VPN Client Software

6.1.2.1) Setup Phase 1

1) Right click on the “Root” to add a new “Phasel”, next fill in the IP
address for this VPN client and Remote gateway IP follow by
Preshared Key and IKE setting.

“ TheGreenBow VPN Client A=)

File %PM Configuration Wiew Tools ?

IPSec VPN Glient
Phase1 (Authe
.,f%'} Conzole
€38 Parameters Mame | Dlirk_Greenbow
% Connections Interface |.i'm_lrl ﬂ
—_@;g":'?':'tl Remaote G ateway |2EIS.'| 2R.227 67
=125 tobtest
(&) tgbtest + Preshared Ke | xxxxxxxx
ad
SR Dink_Greenbow i
I:é:l Ep— Confirm: | xxxxxxxx
" Certificate |
[KE

Encivption | 3DES - P1 Advanced.. |

Authentication | SHA- -

KeyGroup |DHZ[1024] =

< | |* Save & Apply

= VPN ready Tunnel @

Note: the Preshared Key and IKE must be the same setting set in the DFL-800.
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6.1.2.2)

Setup Phase 2

1

* TheG

Right click on the “Phasel” to add a new “Phase2”, next fill in the
VPN Client address for this VPN client and Remote gateway IP
follow by ESP setting.

reenBow VPN Client

File ¥PM Configuration Wiew Tools 7
IPSec VPN Client
Phase2 (IPSec C
S Console
€88 Parameters Mame |Tunne|‘|
2 Connections PN Client address | 0 0 n 0
- Rook Address type |Subnet address j
—— E;l:-'k Greenbow Femote LAM address | m .1 1 1]
= %t;btest Subnet ask | oR5 28R . ZRR )
{# kgbtest
ESF
B ’—_|3DES - P2 Advanced... |
Authentication  |MD5 - Scriptz |
Mode | Tunnel -
[ PFS  Group Open Tunhel ‘
L4 | * Save & Apply |
=3 |YPHN ready Tunnel @

Note: the ESP Encryption and Authentication setting must be the same in the
DFL-800 IPSec-Tunnel.

D-Link International
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6.2 TheGreenBow VPN Client Software (X-Auth) and D-Link security
solutions (VPN Client->DFL-800)

Radius Server
WAM IP Address: 10.1.1.100
Subnat Mask: 255.255.255.0

LAM IP Address: 10.1.1.254
Subnet Maszk: 255 255 255.0

Router
WAN IP Address: 203125227 87 |
Subnet Mask: 255 255 355 224 |

] |

|
/ ._-cig_f_.;___ | |
{Allow IPSec Pass through) | I DFL-800
Client | | WAN P Address: 203,125,227 67
Remote : : Subnet Mask: 255255 255,224

i Workplace ICentral Office |

In this scenario the client will be authenticate (X-Auth) before the user can connect back
to the headquarter database by using TheGreenBow VPN Client connection to DFL-800
authenticate by External Authentication (Radius Server).

All configurations are based on DFL-800 (F/W: 2.26.00.06), TheGreenBow VPN Client
(F/W: 4.61.003) and WinRadius (Version 4.00)

Note: Before configuration this solution, please make sure that your DFL-800 and VPN Client had
the IPSec setting configured. Please refer to (6.1 - TheGreenBow VPN Client software (IPSec)
and D-Link Security Solutions (VPN Client = DFL-800))

The steps in this configuration are:
e Setup DFL-800 for X-Auth
o Enable the X-Auth in DFL-800
e Setup the External Authentication Server

e Setup TheGreenBow VPN Client software
o Enable the X-Auth Function

e Setup WinRadius Server
e Set the Secret Key

D-Link International 11
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6.2.1) Setup DFL-800 for X-Auth

6.2.1.1) Enable the X-Auth in DFL-800

1) At the “Interfaces - IPSec”, select the IPSec tunnel you have
created in the previous solution and at the “XAuth” tab, enable the
function as show below.

w Home | @ Configuration ~ [T Tools » | #3 Status » % Maintenance

A
(%) IPSec-Tunnel

~ DFL-300 An IPzectunnel item is used to define IPsec endpoint and will appear a= a logical interface in the system.
|4 System — : : :

G- Objects General Authentication xALth Rowuting IKE Zettings HKeep-alive Advanced
B g Rules &7 IKE XAuth

| gy Inter faces

----- LeglEthernet O of

| @ Require [KE *Auth user authentication for inbound IPzectunnels

----- % GRE O Fasz uzername and pasaword to peerwia IKE XAuth, if the remote gateway requires it.
% PPPoE
B PRTPILZTP Servers Usemame:

B PPTRLZTP Clierts
.....;iﬂmerfece Groups
..... ” ARP
[ sk Routing
- @ DR fIPS

P azanmard:

Confirm P asaword:

6.2.1.2) Setup the External Authentication Server (i.e. Radius)

1) Add the IP Address for the Radius Server in the “Address Book”.
|, InterfaceAddresses

o e

An address folder can be used to group related address objects for better ove i,

|J Add - T+ Edit thiz object

Hame - Addrazs -
4 pefault_Gateway 203,125, 227.65
< DHCP 10.1.1.100-10.1.1. 200
2 dmz_ip 172,17.100,254
2 dmznet 172.17.100.0/24
2 DMS_1 165,21, 83,88
4 LAaM-zuth 10.1.1.0/24
2 lam_ip 10.1.1.253
H lannet 10,1.1.0/24
I 14 Radius_server 10.1.1.100 I
'---': Remote_net 192.168.1.0/24
2 subnet 255, 255,255.0
2 wani_ip 2032.125,.227.67
2 waninet 203,125,227, 0027
= wanz_ip 192, 168,120,254
2 wanzrnet 192,168,120.0/24
D-Link International 12
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Radius_server

External RADIUS server used to verify user names and pasawords.

47 General
j_,';lrﬂerfaces Hame: Radiuz_server
_;aj)Roming IF Address: Radius_server -
pIDF /PSS
' o Fort: 1812
= ggU=er Authentication
q Fetry Timeout: z seconds

Iél---aLocal User Databazes
‘ {8 Acminlsers Shared Secret: [rY.

lf- External Uzer Databazes Confirm Secret: PR

-EAccourﬂing Servers

S8 User Authertication Rules #7 Comments
(=) Traffic Management

Comments:

@ Zonebefense
Note: the Shared Secret must be the same key in the Radius Server.
H 13 H H ”
3) Next, add a New Rule in the “User Authentication Rules”.
- ; ntenance v
Xauth
- DFL-800 The User Authentication Ruleset specifies from where users are allowed to authentioate to the system, and how,
[ g Syst
B o O;je:t: General Loy Settinus }/ Authentication Options ]/ Accounting ]/ HTTP(s) Agent Options I/ PPP Agent Options }/ Restrictions
B Rules 4] General
B[ Interfaces
| 2 Routing Heme: Rauth
B @ IDF /IPS #Agent: % Auth w
=) 'J_JF'ES;' Authertication Authentiostion Sourse:  |RADILS 3
~lgg Local User Databases
: [ AdminUisers litefacey IPsec_lan w
aExternal User Databaszes Qriginater IP all-nets v
ADW””’“”Q Seiiers (ZL For XAuth and PPF, this is the tunnel originater P,
[ @ ZoneDeferse
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4) At the “Authentication Options”, select the Radius Server you

have created and select the Radius Method as “CHAP”.
Xauth

The User Authentication Ruleset spacifies fram whare users are allowed to authenticate to the system, and how.

| General | Log Seftings Authertication Options ? Accournting .HTTP(S] Agent Options

& General

PPP &gert Options | * Restrictions

Select one or more authentication senerz. Alzo zelact the authentication method, which iz used for encrypting the user pasanord.

Radiuz Senens) Fuwailable Selected

Radius_server

[ Move up ][ Mowve down ]

Radius Method: Challenga Handshal o

Local User DB: #auth w

5) Save and activate the setting.
B Save Configuration

Saving configuration, please wait...
The changes have been saved, and the unit iz now activating the new configuration.

“ou must reconnect to it within 30 zeconds for the configuration changes to be finalized. If this fails, the unitwill rewvert to its previous configuration.

This page will automatically refresh in 24 seconds in an attempt to do this automatically.
If the automatic refresh fails, wou can:

#» Reconnectto the unit manually.

» WMot out where to connect by yourself (necessany if interface IP address has changed)

D-Link International 14
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6.2.2) Setup TheGreenBow VPN Client software

6.2.2.1) Enable the X-Auth Function

1) Inside the “P1 Advanced” menu, tick the box for the “X-Auth
Popup”.

Phase1 Advanced |§| '

. IPSec VPN Client

Advanced features

[ Config Mode Redund Gw I BB o
[ Aggressive Mode MNAT-T |a‘-‘«utu:umatic ;i 182 _"_i
-7 BY
¥-Auth
IV -duth Popup Login |
[~ Hybrid Made Paszword I

Local and Remote 1D

Chooge the tppe of |D: Set the walue for the |D:

Local D | Ral %

P1 Advanced... |

Remote |D | Li I

ok | Cancel J Save & Apply

II =] |¥PN ready Tunnel @

2) Click “Ok” and “Save &Apply” the setting.

D-Link International 15
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6.2.3) Setup WinRadius Server

6.2.3.1)

1)

2)

3)

Set the Secret Key

Click the “System” from the “Setting” drop down list
'l WinRadius - otz 8

Cperation LOG  Advanced  Setkings  Wiew Help

Swskem...
O = [System... ]
E > Database. .. $
ID | Tirne Authentication, .. age

1 2009v6mad 16h31n  Accountings. .. Brs were |
2 200%w6m2d 160310 Laogs... adius is ¢
3 2009yvamzd 160310 plk-Secret. . adius is v
4 200vamzd 16h31m Performance zon; Unkn
5 2009y6mzd 16h3 1 o thid authe
A 2009yamzd 16h31mz1s Izer (kest) au
7 200%yamzd 16h31m35s Query skarted
g 2009vamzd 16h31m35s Query ended,
Key in the “NAS Secret”.

System settings

NAS Secret: |123456

Authorization port: 1812

Accounting port: (1813

[ Launch when system startups

[ Minimize the application when startups

1] 4 Cancel

Note: The NAS Secret must be the same key set in the DFL-800 “Shared
Key”.

Click “OK”, close and start the WinRadius Server again.
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7. Interoperability Compliance Testing

7.1) General Test Approach

a. Open the VPN tunnel using different Negotiate Mode in phase 1 and
phase 2:
Series Negotiate Mode
Phase 1 Phase 2
IAES-SHA IAES-SHA
IAES-MD5 IAES-SHA
3DES-MD5 IAES-SHA
3DES-SHA IAES-SHA
DES-MD5 IAES-SHA
DES-SHA IAES-SHA
IAES-SHA IAES-MD5
IAES-MD5 IAES-MD5
3DES-MD5 IAES-MD5
3DES-SHA IAES-MD5
DES-MD5 IAES-MD5
DES-SHA IAES-MD5
IAES-SHA 3DES-SHA
IAES-MD5 3DES-SHA
3DES-MD5 3DES-SHA
3DES-SHA 3DES-SHA
DES-MD5 3DES-SHA
DES-SHA 3DES-SHA
IAES-SHA 3DES-MD5
IAES-MD5 3DES-MD5
3DES-MD5 3DES-MD5
3DES-SHA 3DES-MD5
DES-MD5 3DES-MD5
DES-SHA 3DES-MD5
IAES-SHA DES-SHA
IAES-MD5 DES-SHA
3DES-MD5 DES-SHA
3DES-SHA DES-SHA
D-Link International 17
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Series Negotiate Mode

Phase 1 Phase 2
DES-MD5 DES-SHA
DES-SHA DES-SHA
IAES-SHA DES-MD5
IAES-MD5 DES-MD5
3DES-MD5 DES-MD5
3DES-SHA DES-MD5
DES-MD5 DES-MD5
DES-SHA DES-MD5

b.

Create users in the WinRadius and during the X-Auth popup, key
in the users ID and Password from the WinRadius.

“" TheGreenBow VPN Client

File

YPH Configuration

Vigtm

(o=
=]

}%‘3 Conzole

88 Parameters

Connections

WPN Client addiess | 192 . 168 .

| 5= Dlink_GreenBow-P1 Authentication

MHarne ITunneH

f .
% Enter pour #-buth login and password to open the tunnel,

1 182
1 1 1]
285 . 255 ]

Confidential and proprietary

Login; I| 3 P2 Advanced... |
Pazzwaord: | 3 Sripts |
-
] I Cancel |

| : 3 Open Tunnel I
4| [ | > Save & Apply |
ﬂé_ | Opening Tunnel... Phaze 1 [1D1] iT unnel @
D-Link International 18
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7.2) Test Result

a. The VPN tunnel will be open at any negotiate mode set in Phase 1
and Phase 2.
¥ TheGreenBow YPN Client
File PN Configuration  Yiew Tools 7
IPSec VPN Client
Phase2 (IPSec Co
@ Conzole
638 Parameters MName |Tunnell
.;_'_C:':,, Connections WPN Client address I o. o0 .0 .0
E--@ ook Address type ISubnet addiess ;I
E‘ =2 Iftlllnk_Greeanw Remate LAH address I m .1 .1 .0
] Tunnell
EI% kgbtest Subnet Mazk I R PR ZER 0
- {#) rtghtest
~ESP
e mDES - P2 Advanced... |
Authentication  |MDS - Scripts |
Mode ITunneI vl
[T PFS  Group INu:une ;I | Cloze Tunnel i
£ | » Save & Apply |
= |VF'N Tunnel opened |Tunne| o
Tunnell
Tunnel opened.
€D Internet Q00000000 /]

w0 @AY 603 PM
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4] WPsec Shs ]

Ramote Gataway Lecal et Rarmote net Protocsl
203.138,337.87 £0.1.1.0/24 192.168.1.192 dus-che

DFL-800 IPSec

b. Client is able to Ping to the remote network.

Command Prompt - ping 10.1.1.254 -t

1.1 .1.25%4: hytes=32 time=2mz TTL=254
18.1.1.254: hytes=32 time=2Zmz TTL=254
iA8.1.1.25%4: bhytes=32 time=2msz TTL=254
18.1.1.254: hytes=32 time=2Zmz TTL=254
iA8.1.1.25%4: bhytes=32 time=2msz TTL=254
18.1.1.254: hytes=32 time=2Zmz TTL=254
iA8.1.1.25%4: bhytes=32 time=2msz TTL=254
18.1.1.254: hytes=32 time=2Zmz TTL=254
iA8.1.1.25%4: bhytes=32 time=2msz TTL=254
18.1.1.254: hytes=32 time=2Zmz TTL=254
iA8.1.1.25%4: bhytes=32 time=3msz TTL=254
18.1.1.254: hytes=32 time=Zmz TTL=254
18.1.1_254: bytes=32 time=2msz TTL=254
18.1.1.254: hytes=32 time=Zmz TTL=254
18.1.1_254: bytes=32 time=2msz TTL=254
18.1.1.254: hytes=32 time=Zmz TTL=254
18.1.1_254: bytes=32 time=2msz TTL=254
18.1.1.254: hytes=32 time=Zmz TTL=254
18.1.1_254: bytes=32 time=2msz TTL=254
18.1.1.254: hytes=32 time=Zmz TTL=254
18.1.1_254: bytes=32 time=2msz TTL=254
18.1.1.254: hytes=32 time=Zmz TTL=254
18.1.1_254: bytes=32 time=2msz TTL=254
18.1.1.25%4: hytes=32 time=Zmz TTL=254
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e. For the “X-Auth”, when the valid users are enter in the X-Auth
popup. The Radius Server will show “Users Authentication OK”
and open up the VPN tunnel.

| WinRadius - JCiR R

COperation  LOG  Advanced  Settings  Wiew  Help

D F H X+ -5 | & ¢

jin] | Time I Message

1 2009y6mz2d 16h52mzs 2 users were loaded.

2 2009y6mz2d 16h52m2s WinRadius is running CK, (Auth part=1812, Acct pork=1813, Secret=123456),

3 2009yemz2d 16h52m2s WinRadius is waiting for MAS' request packets, If no request packet reached, please check your MA...
4 2009y6mz2d 16h52meas Cuery started:

5 2009y6mz2d 16h52meas Query ended.

E 2009y6emz2d 16R52m15s User (gaod) authenticate Ok |

Tunnell

Turnel opened.

€D Internet Q00000000 /|

oy

TheGreenBow VPN Client software
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8. Conclusion

The Application Notes demonstrate how D-Link VPN products and TheGreenBow VPN
software combined perfectly address the requirements of the small and medium
businesses worldwide. The joint VPN solution offer advantages around multiple access
control and authorization mechanisms for users and tunneling capabilities to access the
entire corporate network; it can also provide different access rights to different users.
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D-Link Inc. All Rights Reserved

D-Link is the worldwide leader and an award-winning designer, developer, and
manufacturer of Wi-Fi and Ethernet networking, broadband, multimedia, voice and data
communications and digital electronics solutions.
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