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Revision History

Date Rev. Description Editor

Interoperability Compliance Testing Negotiate mode for
2009-4-24 1.0 |Phasel and Phase2 using TheGreenBow VPN Client and D-| John Yoong
Link product’'s Wireless VPN router DI-824VUP.

1. Introduction
The objective of this document is to provide a guide describing how to configure the
devices to achieve the same environment as show at the network topology.

Users of this document are expected to already possess basic knowledge of D-Link
devices and TheGreenBow VPN program, and are familiar with how to perform basic
configurations. Only important configurations, such as those pertaining to interfacing and
integrating, will be described in this document.

For purpose of reference, configuration files for each device are available for download.

2. Audience
This document is intended for project engineers or end users that need to implement
VPN router DI series and TheGreenBow software at the sites.

3. Objective

This topology consist the scenarios that integrates using TheGreenBow VPN program
and D-Link Wireless VPN router DI-824VUP+ and demonstrate integrations and network
solutions to OBUSs, and in addition, to Partners and Customers from D-Link International.

4. List of Equipment and Software
The table below shows the devices information.

Device No. Device Name Device Model Firmware
TheGreenBow VPN Client Software - 4.6x
2 Wireless VPN Router DI-824VUP+ 1.06b21
D-Link International 2
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5. Network Diagram
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Note: DI-824VUP+ Router is set to allow IPSec pass through.

It is important to note that this application note is also applicable to the following VPN
routers:

e DI-804HV

e DI-808HV

e DI-824VUP
e DI-824VUP+

6. Configurations

In this document, we will only describe the main configurations for this Scenario. The
configurations setting for all the D-Link products will not be described here and for more
detail about the product you can download their user guide.

6.1 TheGreenBow VPN client and D-Link wireless VPN router solutions
(DI-824VUP+)

-
1 D-B24VLIP+
WAN P Address: 203,125 227 47
| Subnet Mask:255 255 255 224
Subriet Mask: 258 255,285 224 :

1

1

1
L ) | . Internet |
—L T ‘..-—-—"‘ Camera
(Allow P Sac Fass thrawgh) ! I
( ah) |
]

1

TR Router
“‘ﬂ WAN 1P Address: 203,125 227 87

1
I LM P Addrass. ﬁ
Remale | 197 168,100,100

1
| Workplace | |Branich Office Subnct Mask: 255,285 265.0

In this scenario the user can connect back to the Branch office cameras by using
TheGreenBow VPN client tunneling to DI-824VUP+.

All configurations are based on Wireless VPN Router DI-824VUP+ (F/W: 1.06b21) and
TheGreenBow VPN Client software (F/W: 4.60.0.0)

The steps in this configuration are:
o Setup DI-824VUP+ for VPN tunneling
e Setup Dynamic VPN

e Setup TheGreenBow VPN client
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e Setup Phase 1
e Setup Phase 2

6.1.1) Setup DI-824VUP+ for VPN tunneling

6.1.1.1) Setup Dynamic VPN

1) Click on the “VPN" and select the “Dynamic VPN, please ensure
all other VPN setting is clear or disable.

D-Link

™
e AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
| Home [UIELTTTEERCLIE Status Help
DI—824VUP+|
VPN Settings
j_’_,,-f' Item Setting
|VF'N Enable |
MetBIOS broadcast [ Enanle
hax numhber oftunnels 4
(1] Tunnel Name Method
Wireless
' ; ke i
e 2 W [v] [ e |
; ke vl (e ]
: ke i)
; e fv| (e
| Previous page ][ Mext page ]
VPN || Dynamic VPN Settings.. || L2TP Server Setting.. | [ PPTP Server Setting.. | [ view VPN Status.. |
@ © 0
Apply Cancel Help

D-Link International 4
Confidential and proprietary



D-Link

Building Networks for People

2)

Fill in the details as show below and for the “Preshare key” must

be the same as the preshare key set in Thegreenbow VPN Client

D-Link
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DI—824VUP+|

Wizard

Wireless

[l

VPN

3)

software. Next click on “IKE Proposal”

AirPlus G+

gh-Speed 2.4GHz Wireless VPN Router

Home [ CIELCCCHEECTIE Status  Help

VPN Settings - Dynamic VPN Tun

Item
Tunnel Mame
Dynamic VPN
IPSec MAT Traversal
Local Subnet
Local Metmask
Freshare key

Extended Authentication
(RALITH)

IKE Praposal index

IPSec Proposal index

Al
1el

Setting
:DanPsec
[l Enable
Eenable
1921681000 |
255255 2550 |

[CJEnahle Server mode [ Set Local user .
Select IKE Proposal...

Select IPSec Proposal...

@ 9 VO

Back Apply Cancel Help

Fill in the setting and select the “Encrypt” and “Auth” algorithm

and lastly, add the profile to the setting to active it.
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DI—824VUP+|

N

.I Wizard

=
—

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Advanced

Status

VPN Settings - Dynamic VPN Tunnel - Set IKE Proposal

Item Setting
IKE1

IKE Proposal index
Encrypt algorithm  Auth algorithm  Life Time  Life Time Linit

Home Tools Help

ID Proposal Name DH Group

1] ke [Group 2 [v] [30Es [v] [sHat [v] (3600 Sec. |v] |
2 [eroup 1 [v] | 2DES [v] [sHa1 [v] I Sec. [v]
3 [Growp 1 [v]  [30Es [v] [sHatlv] o Sec. [v]
4 [Group 1 [v] S s I Sec. [v]
; (ot gz (5wl o] [seo [
[ [aroup 1 [k 12 [sHa1 [v] .0 Sec. [v]
7 [Group1[13 [sHat [w] [0 Sec. [v]
8 [Graug 1 t; [sHat]v] o Sec. [v]
g 'Group(E? [sHat ] o Sec. [v]
10 -Gruup{&'g [zt [v] _'_0 sec. [v]
10

Proposal ID i~ select one -- (v | Addto | Proposal index

O ¥ VO

Back Apply Cancel Help

Lastly is to set the “IPSec Proposal”, add the profile to active it.
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AirPlus G+

DI—824VUP+| _

Wizard

Wireless

S
=
wrctezs |
-

WAN

I DHCP

VPN

High-Speed 2.4GHz Wireless VPN Router

[V :@eAdvanced | Tools  Status Help
VPN Settings - [.P.:-,'Ii-'iil:i‘.. VPN Tunnel - Set IPSEC Proposal
Item Setting
IPSec Proposal index IPSECT
Proposal Encap Encrypt Auth Life Life Time
ID Name DH Group protocal algarithm algarithm  Time Unit
1| IpsEct |[Grow2[w| [Esplw] [a0Es[v] [wps [w] |30 | [sec.[v]|
2 Mane  [w| [ESP [v] MES[v]  [MDS [v] |[3e00 |sec. [v]
2 more  [w] [EsP[v] 0ES [v]  [More [v] [0 [sec. [v]
4 Mome  [w] [EsP[v] 0ES [v]  [More [v] [0 [sec. [v]
5 Mone (Ml et one . PES (] [More [v] o [ec. [v]
B Mone [\L}I; DES &] Mone bf_} i} | Sec. bf_}
T Mone [‘LI 3 DES hf] Mone bf_} i} | Sec. bf_}
4
8 mNone  [w] g DES [v] More [w]| |0 [sec. [w]
9 Mone [\LIS CES &] Mone bf_} i} | Sec. bf_}
10 | Mone [\j g DES E] Mone b’_} 1] | Sec. b’_}
10

Proposal ID - seiect orne - v [ Acdto |Proposalindex
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6.1.2) Setup TheGreenBow VPN Client software

6.1.2.1) Setup Phase 1

1) Right click on the “Root” to add a new “Phasel”, next fill in the IP
address for this VPN Client and Remote gateway IP follow by
Preshared Key and IKE setting.

D-Link International 7
Confidential and proprietary



D-Link o

Building Networks for People

" TheGreenBow VPN Client

File %PM Configuration Wiew Tools 72

IPSec VPN Client
Phase1 (Authe
}%—B Conzole
38 Parameters Mame | Dlirk_Greenbow
% Connections Interface |.-’-‘m_I,I j
T@;E‘DFD':I Femote G ateway |2EI3.'| 28227 67
-1- 5% tgbtest
) tgbtest f* Preshared ke e
ad
SR Dlink_Greenbow _
i# Tunnell Confirm; | ********
" Certific:ate |
IKE
Encigption | 3DES - P1 Advanced... |
Authentication | SHA-1 -
KeyGroup |DHZ (1024] -
£ | = Save & Apply
=] WFPM ready Tunnel @

Note: the Preshared Key and IKE must be the same setting set in the Wireless
VPN router DI-824VUP+.

6.1.2.2) Setup Phase 2

1) Right click on the “Phasel” to add a new “Phase2”, next fill in the
VPN Client address for this VPN Client and Remote gateway IP
follow by ESP setting.
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™ TheGreenBow VPN Client o=l

B Consale Phase2 (IPSec Con umﬁ

{88 Paameters Mame |Tunnell
% Connections WPM Client address I o .0 .0 .0
=& Root Address type | Subret address |
E‘ qﬁalfgbtest Femote LAM address I 192 168 100 . O
i Loie) bobkect
E‘% Dlink_&reenbow Subnet Mask I JER 28R IER
L@y Tunnell
—ESF
Eneliian mDES = P2 Advanced... |
Authentication | MDS - Senpts
Mode ITunneI "I
¥ FFS Group IDH2[1024] "I Open Tunnel |
< ] | B8 Save & Applp |
|g |VF‘N ready |Tunnel ﬂ’

Note: the ESP Encryption and Authentication setting must be the same in the
Wireless VPN router DI-824VUP+ IKE and IPSec setting.

7. Interoperability Compliance Testing

7.1) General Test Approach
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a. Open the VPN tunnel using different Negotiate Mode in Phase 1 and
Phase 2:
Series Negotiate Mode
Phase 1 Phase 2
IAES-SHA IAES-SHA
IAES-MD5 IAES-SHA
3DES-MD5 IAES-SHA
3DES-SHA IAES-SHA
DES-MD5 IAES-SHA
DES-SHA IAES-SHA
IAES-SHA IAES-MD5
IAES-MD5 IAES-MD5
3DES-MD5 IAES-MD5
3DES-SHA IAES-MD5
DES-MD5 IAES-MD5
DES-SHA IAES-MD5
IAES-SHA BDES-SHA
IAES-MD5 BDES-SHA
3DES-MD5 BDES-SHA
3DES-SHA 3DES-SHA
DES-MD5 BDES-SHA
DES-SHA 3DES-SHA
IAES-SHA BDES-MD5
IAES-MD5 BDES-MD5
3DES-MD5 BDES-MD5
3DES-SHA BDES-MD5
DES-MD5 BDES-MD5
DES-SHA BDES-MD5
IAES-SHA DES-SHA
IAES-MD5 DES-SHA
3DES-MD5 DES-SHA
3DES-SHA DES-SHA
DES-MD5 DES-SHA
DES-SHA DES-SHA
IAES-SHA DES-MD5
IAES-MD5 DES-MD5
3DES-MD5 DES-MD5
D-Link International 10
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Series Negotiate Mode

Phase 1 Phase 2
3DES-SHA DES-MD5
DES-MD5 DES-MD5
DES-SHA DES-MD5

7.2) Test Result

a. The VPN tunnel will be open at any negotiate mode set in Phase 1
and Phase 2.

** TheGreenBow YPN Client

File  wPM Configuration  Yiew Tools 7
Trace Mode is ON.
Press Ctrl+Alt+D to Trace OFF. IPSec VPN Client
Phase2 (IPSec Co
,@ Conzole
€28 Parameters Mame ITunneH
% Connections YPM Client address I o. o0 .0 .0
EI--@- Root Address type ISubnet addressz ;I
B Q?Egbtest Femate LAM address | 192 168 100 . 0
P (=) tgbtest
E% Dilirk,_Greenbow Subnet Mask I OER  9RR . ZEE )
- (#) Tunnell
—ESP
Encryption |3DES vl P2 Advanced.. |
Authentication  |MD5E - Scripts |
Mode ITunneI vl
¥ PFS  Group |DH2(1024) ~| ||  CloseTumel |
Save & Apply |
= VPN Tunnel opened Tunnel 1@

Tunnell

Turnel opened.

&) Internet Q00020000 /|

@ el I @A B enzrm

TheGreenBow VPN Software

D-Link International 11
Confidential and proprietary



D-Link

Building Networks for People

b. The Wireless VPN Router DI-824VUP+ will show the tunnel is up
at their VPN status.

- Home  Advanced Tools Status

WPM status display WYPM connection state.

®psec OrpTe OLZTP

Refresh || VPN setting...

]

Remote Metwaork  Local Metwark

|IP Addresss Life
I Subnet Masks BIE t?ndedtrr?ﬂzssfk [ Szt Tirme Drop
Gigteman

192.168.2.54f

203.125.227.87

DynlPsec 255.255.255.255(

102.168.100.0/ .
see nae neeyy ESF unnel IKE established 3567

0.0.0.0f

DynlPsec 255.255.255.255(
255.255.255.255

192.165.100.0{f
255.255.255.0

DI-824VUP+ VPN status

Cwnamic IPSec 0

C. VPN Client is able to Ping to the remote network.

192.168.188.1808: hytes=32
192.168.100.108: hytes=32
192.168.188.188: hytes=32
192.168.100.108: hytes=32
192.168.188.188: hytes=32
192.168.100.108: hytes=32
192.168.188.188: hytes=32
192.168.100.108: hytes=32
192.168.188.188: hytes=32
192.168.100.108: hytes=32
192.168.188.188: hytes=32
192.168.100.108: hytes=32
192.168.188.188: hytes=32
192.168.100.108: hytes=32
192.168.188.188: hytes=32
192.168.100.108: hytes=32
192.168.188.188: hytes=32
192.168.100.108: hytes=32
192.168.188.188: hytes=32
192.168.100.108: hytes=32
192.168.188.188: hytes=32
192.168.100.108: hytes=32
192.168.188.188: hytes=32
192.168.100.108: bytes=32

time=bms
time=5ms=s
time=5ms
time=6ms
time=5ms
time=6ms
time=6ms
time=8ms
time=4ms
time=5ms=s
time=5ms
time=5ms=s
time=5ms
time=5ms=s
time=5ms
time=5ms=s
time=6ms
time=3ms
time=5ms
time=5ms=s
time=5ms
time=4ms
time=5ms
time=5ms=s

TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
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8. Conclusion

The Application Notes demonstrate how D-Link VPN products and TheGreenBow
software combined perfectly address the requirements of the small and medium
businesses worldwide. The joint VPN solution offer advantages around multiple access
control and authorization mechanisms for users and tunneling capabilities to access the
entire corporate network; it can also provide different access rights to different users.
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D-Link Inc. All Rights Reserved

D-Link is the worldwide leader and an award-winning designer, developer, and manufacturer
of Wi-Fi and Ethernet networking, broadband, multimedia, voice and data communications
and digital electronics solutions.
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