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Introduction

This application note describes how to implement an IPsec VPN between two Westermo MR or DR series rout-
ers.When creating a VPN between an MR and DR series router the MR should always be the Initiator and the DR
the Responder. Applications where there are many remote location with VPN's to a single location (see diagram
below) the Remote router should be the Initiator and the central location the Responder: To create VPN's from a

Westermo MR or DR router to a third party router please contact your local VWWestermo support organization for
advice.

VPN configuration over WAN network
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Encapsulation using PPoE or PPoA

L'Jm . gl s,

Home Configene: FPP 1 | Stasdard)
= et
P
Configure
Linarname
Das 1P A ndd Pasgword (Assigriesd)
ﬁ;&“”r“:uw Canfrm parisword
T 1P [of-Ramovs Sha whan lnk dawn =]
ficeval \
sanalEs
;u-m: e To allow the IPSEC packets over the PPP
Siie interface the Ipsec must be set to on.
Beboot Lond srwwwy defeuits | | Note changes to the PPP interface will require
the interface to be dropped and restarted.

Status

Encapsulation using Bridge mode

Home Cofiguire: Filseret 4
Cheiryisogy
& Phyiicsl pert: ATM BWE 0
Conligure Beswiption
BRI Suninns
x i Haik |
s A0 [rbedes WAt mode:  [RaT =1
= Deenamic.CHS [ [ Rarrve BA whan Wk oown =]
+ ETH 4 Brdged AS0SL
Gl it Bty ]
;u_.x-_r&;.mm eS| R
e
Eirzviad
IKE O Initiator
The IKE responder
can be left at
default
SV Y
ot - . . = V& o The duration value controls the length of
Hiame: = Configurs: IXE 0 (LaNister) time the key will be valid. On GPRS and
LTy el 3G based system itis a good idea to have
¢ o Encryrtun akgonthm =3 a longer duration (Max 28800).
Lw'ug' A Frerprtion by hid (A% eyl [0 =
rF“.“':I-I-CE‘.:.‘\. Arcaes Eirhentcaton sganctm =l
Easic F Address Earation [ :
ﬁﬂi-u-flﬂi T —— Turn Aggressive
T T MAT tranera sl eraklod Mode On
« [SE liitigles Crobug lawat -
» D5l Rsansndes
* | ErdiLe O = | el |
« [PSEC Eroute L

IPsec VPN Configuration Application Notes www.westermo.com



Eroute Setup

The tunnel parameters must be the same at
both ends of the tunnel of the negotiation will fail

Initiator Eroute

Comligers. [FSec TROWTT &

F & & =

IP Address or Host
Name for the

termination point of the

e VPN tunnel

[T — [

P I

[« T8 =

[PASN I WY -

Latal dubsiit = ik F.

Rerwote subnet P ackhes:  [T8

REncls one mag [asecnn e

Hods: |

& mphintEsen pgrtte: [0R 4]

O merarccaten sgantte. [Fer 2] These

L5 encrvelion slgerthe 3 parameters

5P ancrvpt ke lmakh [Teai = must be the
o — same at both
[ end of the

i k. st T tunnel

Crasld BN § SAsE sl [ =]

hakranbcaton waged

o Caspai

Preshared Key Setup
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The user name will
be the Peer ID.
The password must
be the same on
both sides of the
VPN

Responder Eroute

r—

rrfs

omfigare: (FBas BRUUTE |

Demriction

e [V e
o | s
A

Ladsl subsct I pddesss
Lathl fubfat ek

erobc subnc B 53T
ke u el el

The duration value
controls the length of
time the SA will be

S valid.

B it gt dpaicte ]

W o p e s vgeriten [
LU erereBen St
5 ol b bt fbebas

T, wn

Preshared key entry
Responder

| ¥ ity e 11

Password should be
entered here




Config.da0 files shown are for a DR-250

CFG]

config last_saved "10:27:49, 19 Feb 2008"
config last_saved_changes "1"
config last_saved_user "username”
eth 0 IPaddr "192.168.83.1"

lapb 0 ans OFF

lapb 2 dtemode 2

lapb 3 dtemode 2

def_route 0 Il_ent "PPP"
def_route 0 Il_add 1

eroute 0 descr "Demo Eroute Initiator"
eroute 0 peerip "80.34.56.91"
eroute 0 peerid "Eagle"

eroute 0 ourid "Hawk"

eroute 0 locip "192.168.83.0"
eroute 0 locmsk "255.255.255.0"
eroute 0 remip "197.67.51.0"
eroute 0 remmsk "255.255.255.0"
eroute 0 ESPauth "MD5"

eroute 0 ESPenc "3DES"

eroute 0 Itime 6000

eroute 0 authmeth "PRESHARED"
eroute 0 nosa "TRY"

eroute 0 autosa 2

ppp 1 IPaddr "0.0.0.0"

ppp 1 username "Enter ADSL Username"
ppp 1 timeout 0

ppp 1 aodion 1

ppp 1 autoassert 1

ppp 1 ipsec 1

ppp 1 echo 10

ppp 1 echodropent 5

ppp 1 Iliface "AAL"
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[CFG]

config last_saved "10:27:49, 19 Feb 2008"
config last_saved_changes "1"
config last_saved_user "username”
eth 0 IPaddr "197.67.51.1"

lapb 0 ans OFF

lapb 2 dtemode 2

lapb 3 dtemode 2

def_route 0 Il_ent "PPP"
def_route 0 ll_add 1

eroute 1 descr "Demo Eroute Responder”
eroute 1 peerid "Hawk"

eroute 1 ourid "Eagle"

eroute 1 locip "197.67.51.0"
eroute 1 locmsk "255.255.255.0"
eroute 1 remip "192.168.83.0"
eroute 1 remmsk "255.255.255.0"
eroute 1 ESPauth "MD5"

eroute 1 ESPenc "3DES"

eroute 1 Itime 6000

eroute 1 authmeth "PRESHARED"
ppp 1 IPaddr "0.0.0.0"

ppp 1 username "Enter ADSL Username"
ppp 1 timeout 0

ppp 1 aodion 1

ppp 1 autoassert 1

ppp 1 ipsec 1

ppp 1 echo 10

ppp 1 echodropent 5

ppp 1 [iface "AAL"

ana 0 anon ON

ana 0 lapdon 0

ana 0 lapbon 0



ana 0 anon ON

ana 0 lapdon 0

ana 0 lapbon 0

ana 0 maxdata 200

ana 0 logsize 45

cmd 0 unitid "DR-250"
cmd 0 cmdnua "99"

cmd 0 hostname "SS.6000r"
cmd 0 asyled_mode 1
cmd 0 tremto 1200
user 0 name "username"
user 0 access 0

user 1 name "Westermo"
user 1 access 0

user 2 access 0

user 3 access 0

user 4 access 0

user 5 access 0

user 6 access 0

user 7 access 0

user 8 access 0

user 14 name "Eagle"
local 0 transaccess 2

[ENDCFG]
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ana 0 maxdata 200

ana 0 logsize 45

cmd 0 unitid "DR-250"
cmd 0 cmdnua "99"

cmd 0 hostname "SS.6000r"
cmd 0 asyled_mode 1
cmd 0 tremto 1200

user 0 name "username"
user 0 access 0

user 1 name "westermo"
user 1 access 0

user 2 access 0

user 3 access 0

user 4 access 0

user 5 access 0

user 6 access 0

user 7 access 0

user 8 access 0

local 0 transaccess 2

[ENDCFG]



