THEGHEENSOLL

TheGreenBow

VPN Z Rimix ff
&

1 RFEIER R

SVN226 3%

— VPN B EFH

WebSite: http://www.thegreenbow.com

Contact: support@thegreenbow.com

IPSec VPN — i & 7] 3 Property of TheGreenBow Sistech SA - © Sistech 2001-2012 113



http://www.thegreenbow.com/
mailto:support@thegreenbow.com

tgbvpn_cg_Huawei Secoway

Doc.Ref SVN2260 - zh
Doc.version 1.0 — Mar 2012
VPN version 5.13.002
R 2 3
R = = SRR 3
Y= NI 72T 3
1.3 HERFEET Secoway SVYN2260 VPN TXTE ....coooveiiieeeeeeeeeeeeeee e 3
1.4  ERFEIERT Secoway SVN2260 VPN TIZE 152 .o 3
2 HERFEITETL Secoway SVYN2260 VPN IK VPN EEE ..o, 4
I o N B=a el = TR 6
31 VPNEPHE—ME UKEEL) BB oo, 6
3.2 VPNEFPIHEZME (PSeCHEL) BE .o 8
I =1 == | ST Yol ol N3 = T 8
B BB T B oottt ettt 9
41  —ANFHIRESMTITE: WIreShark ..o, 9
B IPSEC VPN BB A T . ettt ettt ettt ettt e e et e e et ee et e e en e, 10
5.1  « FATHETE » FEIR(MEL L B IIEEIR) e, 10
5.2 € JOR COOKIE 2 BTt 10
5.3 N0 KEYSLALE 3 BB TR . .eivveiteeiteeeteeeteete et e eteeeteeeteeee et e eteeeteeeteeteeseesseesseeeseeteeneeaaeeanes 10
5.4  « BURIEFE ID ST HIATE » IR oottt 10
5.5  « N0 Proposal ChOSEN » FHIR ...vviiveeiieeiieeiee st estee et e steeseeesta e ste e sraaestaesnaesreaenreens 11
5.6« R D A8 IR IR ettt 11
5.7 R EEITIRRE, BRMAAEIEEIT” e 11
58  “VPNREE#HWEGET, BRI PING TIB 7 e 11
B I R TR T e, Erreur ! Signet non défini.
IPSec VPN — Pt & [7] 5 Property of TheGreenBow Sistech SA - © Sistech 2001-2012 2113




tgbvpn_cg_Huawei Secoway
SVN2260 - zh

Doc.version 1.0 — Mar 2012

VPN version 5.13.002

Doc.Ref

1 g

1.1 FMAE

L E Tt B NG a4 ] TheGreenBow VPN % /7 i Fl1AE A #8118k 50, Secoway SVN2260
51 VPN WG 57 VPN &4 .

1.2 VPN 4

76 VPN ER R T, KR IPSec VPN %7 5 FlHE #1148k 70 Secoway SVYN2260 VPN ¥
RS VPN EE IR . VPN 27 i ff ] DSL 8@ R B/ SCHETE 1P bk
A .

IPSec VPN
7E£ LAN NI i

192.168.1.1 s

192.168.0.1

IPSec VPN ¢ ‘. ’ 192.168.0.78

LR e
192.168.1.2 SVN2260 1
&— ' 92.168.0.3

1.3 4RI R Secoway SVN2260 VPN f3&
B FRAE Y FE112k 50 Secoway SVN2260 VPN A % &t {4k A< ) V200R001C00SPC200 fiio

1.4 #%E %% Secoway SVN2260 VPN BI% P2 E B
FH P 75 B4k 34 R EITI8k 5 Secoway SVN2260 VPN MXHIEFBHEXER.

FrEERER, BRAFEMMXTEANREI ISR Secoway SVN2260 VPN M xal{E B AT 1% M
R E :

www.huawei.com/cn/products/security-storage/security-product/svn/svn3000/index.htm

IPSec VPN — i & 7] 3 Property of TheGreenBow Sistech SA - © Sistech 2001-2012 313


http://www.huawei.com/cn/products/security-storage/security-product/svn/svn3000/index.htm

tgbvpn_cg_Huawei Secoway
SVN2260 - zh

Doc.version 1.0 — Mar 2012

VPN version 5.13.002

Doc.Ref

2 HREITE Secoway SVN2260 VPN f VPN Fi &

BN EE T T8 Secoway SVN2260 VPN [ % in{a #2231 VPN 352,
1) %35 SVYN2260 s i"VPN", il %5 IPsec” i :fi"IKE Negotiation", ¥ /il phaset At & o

|Help | Save | About | Logout|

Secoway SVN2260

HUAWEI

Current View | System v

b System IKE Negotiation List
» | Metwork = Phase 1|qp Phase 2 §€ Delete ) Refresh | Please selectquerytype  |w| @ Query
b SSLVirtual Gateway Phase 1 Phase 2 Configuration
» | Router Fage 1| of No data to display
b | Firewall
v VPN
IPSec

@ IKE Negotiation »
o Manual Mode

o Apply IPSec Policy
@ Monitor

2) £ phase 1 ic & ', i% % "Main Mode" /£ A Negotiation Mode, 355 Pre-Shared Key, ¥ 3% NAT
Traversal.

» | Help
Secoway SVN2260

HUAWEL

Current View | System |~

» | System Add Phase 1
¥ | Network Phase 1 Tes{TGB *
b 350 Virual Gateway Version Vi V2 ® 1 and V2
- o Mt )
» | Router Megotiation Mode Main Mode Aggressive Mode
Local ID Type P
» | Firewall
Security Level Highest * Higher High User-Defined
v | VPN Pre-Sharedkey || wee
IPSec Peer Gateway Configuration Do not Specify Peer Gateway
o IKE Negotiation » Address Pool for Peers <099
o Manual Mode Advanced
© Apply IPSec Policy Encryption Algorithm Authentication Algorithm
@ Monitor DH Group
Integrity Algaorithm hmac-shal )
SA Timeout 86400 * <60-604800=5econd
DPD Mode — NONE — V)
NAT Traversal | Enable

Authentication Address

Apply Return

IPSec VPN — i & 7] 3 Property of TheGreenBow Sistech SA - © Sistech 2001-2012 4/13



tgbvpn_cg_Huawei Secoway

Doc.Ref SVN2260 - zh

Doc.version 1.0 — Mar 2012

VPN version 5.13.002

3)s N phase 2, 1% 4% Tunnel Mode 14~ Encapsulation Mode, DH-Group2 {4 PFS.

| Help | Save |

[
e S2COWAY SVN2260

Current View | System Lz VPNI\ PSECI\ l(ENegoiaiun‘\

» | System Modify Phase 2
> Metwork Phase 2 _
» | 55L Virtual Gateway Fhase 1 testtgh
. i ®Hj i |
» | Router Security Level Highest Higher High User-Defined
Advanced
»  Firewall
Encapsulation Mode Tunnel Mode [
v | VPN Security Protocal
IPSec ESP Encryption Algorithm

o |KE Negotiation » ESP Authentication Algorithm

o Manual Mode PFS DH-Group2 [

e Apply IPSec Policy SA Timeout BasedonTime | 3600 <480-604800>Second

O IS Based on Traffic | 1843200 <8000-4194303>KB

Apply Return

4)1E IPsec Policy it & UIHI, 12 2 N IPsec Rule F 5 H .

Secoway SVN2260

HUANYEL

Current View | System L7 "'PN,\ PSE‘:I_} MWPSE‘:PMI.}

> | System Modify Rule

P | Network IPSec Palicy

» | SSLVirual Gateway Source Address 192.168.20.010.0.0.255 v
» | Router Destination Address 10.10.10.1010
» | Firewall Service ip
v UPN Action permit

IPSec
o |KE Megotiation

Apply

o Manual Mode
o Apply IPSec Policy »

@ Monitor

IPSec VPN — i & 7] 3 Property of TheGreenBow Sistech SA - © Sistech 2001-2012 5/13



tgbvpn_cg_Huawei Secoway

Doc.Ref SVN2260 - zh

Doc.version 1.0 — Mar 2012

VPN version 5.13.002

3 VPN ZEFimigE

XEAEIRIEE VPN B mfIE N 3818k Secoway SVN2260 VPN [ 277 VPN %
o

& DU T #EE T2 TheGreenBow IPSec VPN B vt i - s B A «
http://www.thegreenbow.com/vpn down.html

3.1 VPN ZPiRsE—ME (KE BB &8

W TheGreenBow IPSec VPN Client =8 E=R[="
Configuration Tools ?
THEGREENBOLW
IPSec VPN Client
[ se [ aon ]
[E] vPH Configuration Authentication | Advanced | Certificate |
ndesses SEs VPN 5 s HE
‘o Tunnel iterice (3 - AR 1P HikE,
Remote Gateway N Hj ﬂ U\ 7\% — /I\ DNS
Authentication igz;%
@ Preshared Key sesves | ‘
Confirm  sessss
(© Certificate 5.{‘55’7 123456
IKE
Authentication
covGmo
@ | VPN Client ready & | Trace Mode is OM (Ctrl+Alt+D) ||

BrEE 18&E

IPSec VPN — i & 7] 3 Property of TheGreenBow Sistech SA - © Sistech 2001-2012 6/13


http://www.thegreenbow.com/vpn_down.html

tgbvpn_cg_Huawei Secoway

Doc.Ref SVN2260 - zh

Doc.version 1.0 — Mar 2012

VPN version 5.13.002

FhEEEEE

[=13 88
[ EEER

[ PR

¥ @ikt

[ FRABEH

[ Hyhrid kode

M EiEs D
£ 1D 258

X

1'3))‘

TR |

NAT TR | B35 =~

2RE |

= |

Wi D #E

FHID |DNS

ﬂ ||:ba.123.org

1E% D |DNS

ﬂ |abu:.123.org

oK. | HliH

BrEgl (REERE)

IPSec VPN — i & 7] 3 Property of TheGreenBow Sistech SA - © Sistech 2001-2012

713




tgbvpn_cg_Huawei Secoway
Doc.Ref SVN2260 - zh
Doc.version 1.0 — Mar 2012
VPN version 5.13.002
3.2 VPN ZPinE_ME (IPSec MEy) BE
[ TheGreenBow IPSec VPN Client . o] B [ |
Configuration Tools 7
THE EEMNBDO
e N\ Client
. R H o Y —A )
EETER RIS 1P Hudtk.
[E] vPN Configuration IPSec |Aduanced | Seripts |-
[ Global Parameters
= 1 Gateway Addresses

VPN Client address

Address type

Remote LAN addres

Subnet mask

PFS

o . 10 . 10 . 10

| Subnet address - |

100 ey LS o

i LAN [ IP
X B A1 R

Encryption e

Authentication |SHA-1 -
Mode | Tunnel w7

V| PF3 Group |DHZ (1029) =

@ | VPN Client ready

Mt 2 8

3.3 BH IPSec VPN B¥i&

L1 FE 18T Secoway SVN2260 VPN R Al IPSec VPN B Fm#lbis B LG, HEwE R
VPN B&i&, B, IHHRMX Y IPSec BiERE L.
1. Aifi “BREMRX" REFHNHESLHE VPN B et i ® .

2. mili “4TIHRRE”

Bz EH—2%% IPSec VPN [&i&,

3. R “HEEE BECZEHMN VPN RBE,

4. mili “EHE" .

#1818 5K15 IPSec VPN BE, 3KH! IPSec VPN HIER, {EFALLITHE

Eo

TEIE/RT IPSec VPN B imAlItE A3E 14k Secoway SVN2260 VPN Ak R ThiE##
IPSec VPN B 81758,

Ho. . Time

002537
027169
489477
179598
063896
066122
071811
Q72777
105201
105683
12 10.105373
13 10.105846
14 15.105090
15 15.105553

R =i
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odlodl 1.2 ISARMP
1%92.168.1.2 1%2.168.1.1 ISAKMP
192.168.1.1 152.168.1.2 ISAKMP
1%92.168.1.2 1%2.168.1.1 ISAKMP
192.168.1.1 152.168.1.2 ISAKMP
1%92.168.1.2 1%2.168.1.1 ISAKMP
192.168.1.1 152.168.1.2 ISAKMP
1%92.168.1.2 1%2.168.1.1 ISAKMP
192.168.1.1 152.168.1.2 ISAKMP
1%92.168.1.2 1%2.168.1.1 ISAKMP
192.168.1.1 1%2.168.1.2 ISAKMP
1%92.168.1.2 1%2.168.1.1 ISAKMP
192.168.1.1 152.168.1.2 ISAKMP
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Mode
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Internet Security
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00:13:8F:h9:7e:df (00:13:8F:h9:7e:df), Dst: 00:c0:02:ed:ed:ee (00:c0:02:ed:ed:ee)
sre: 152.168.1.2 (192.168.1.2), Dst: 192.168.1.1 (19%2.168.1.1)

User Datagram Protocol, Src Port: 500 (5000, Dst Port: 500 (5000

association and Key Management Protocol
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— 26T BT PAFE VPN 857 i R Fh R 3177 AR 1n) @A e DR R TE

4.1 —NEFHIRLES TR : Wireshark

Wireshark #& ] LAo# £odfs AT LSRR (K S 2% i . ' Bon e R EIREIR 1P A TCP %idis
fil. XATR AT AR MR 2 http://www.wireshark.org. & 7] LLRIZE IS8 & RIS AE B
WA HURE -

ZARAE VRN B RUE AT, 1E S E R U W (http://www. wireshark.org/docs/) .

1N Lun o wapes Liapay o tuws e |
|N0.. |Time |F'r0tucn| |Inf0 |

1 0. C [4] ] 3.1.2 Tdentity Protection tMatn Mods)

2 0.153567 .1.2 L1.3 ISAKMP  Identity Protection Mode)

3 0.205363 1.3 1.2 IsakmP  Identity Protection (Main mode)

4 0.257505 .1.2 1.3 IsakmP  Identity Protection (Main mode)

5 0.300882 L1.3 .1.2 ISAKMP  Identity Protection (Main Mode)

6 0.310186 1.2 V1.3 ISAKMP  Identity Protection (Main Mode)

7 0.313742 1.3 1.2 IsakMP  Quick mMode

8 0.321913 .12 1.3 IsAkMP  Quick mMode

9 0.323741 1.3 1.2 ISAKMP  Quick Mode

10 0.334980 1.2 L1.3 ISAKMP  Quick Mode

11 0.691160 1.3 1.2 ESP ESP (sPI=0x919bfabc)

12 1.692568 .13 1.2 ESP ESP (SPI=0x919bfabc)

13 1.653164 1.2 1.3 ESP ESP (SPI=0x53a5925e)

14 2.65%3a00 1.3 1.2 EsSP ESP (SPI=0x91%hfabc)

15 2.694026 1.2 V1.3 ESP ESP (SPI=0x53a5925e)
EHFrame 1 (142 bytes on wire, 142 bytes captured) A
HEthernet II, Srg: 00:50:04:ad:f2:73, Dst: Q0:l0:h5:07:2F:FfF |
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5 IPSec VPN [a)56 534
5.1 « BTEEAT » 822 (MER 1 BIIBiR)

114920 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]
114920 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [NOTIFY]
114920 Default exchange_run: exchange_validate failed

114920 Default dropped message from 195.100.205.114 port 500 due to notification

PAYLOAD_MALFORMED
114920 Default SEND Informational [NOTIFY] with PAYLOAD_ MALFORMED error

type

IRIBE] « BEEAT » BiR, AATREREmA 7 RRIVE — I BISA], K — N2 VPN [

TE P i AR T AR R s B
5.2 « I3 COOKIE » §&ig

115933 Default message_recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105

115933 Default dropped message from 195.100.205.114 port 500 due to notification type INVALID_COOKIE

115933 Default SEND Informational [NOTIFY] with INVALID COOKIE error

WMFIEF] « TR COOKIE » H5i%, B VPN i (P ualim) mH A —ui IELEAE SA T

ANRERFBAE T o FB AT P L VPN R

5.3 «no keystate » $#iz

115315 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

115317 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

115317 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]
115319 Default ipsec_get_keystate: no keystate in ISAKMP SA 00B57C50

A “TFHEEH” RO EMSEAE “AH ID” ZBIEM, REIZEEE LK VPN i 5

[ H & 3REUE 2 S A
5.4 « BIRBFERE ID 5T » itz

120348 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

120349 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

120349 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

120351 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default ike_phase_1_recv_ID: received remote ID other than expected support@thegreenbow.fr

PRI« fE ID” AJLALD .
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5.5 «no proposal chosen » #ig

115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

115913 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

115913 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

115915 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default phase 1 done: initiator id ¢364cd70: 195.100.205.112, responder id c364cd72: 195.100.205.114,
src: 195.100.205.112 dst: 195.100.205.114

115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode [SA][KEY][ID][HASH][NONCE]
115915 Default RECV Informational [HASH][NOTIFY] with NO_PROPOSAL_CHOSEN error

115915 Default RECV Informational [HASH][DEL]

115915 Default CNXVPN1-P1 deleted

HI « no proposal chosen » fizE, 2 P Be 2 % 7 XA 2 1 AH A
AR, FEARAR B 1 AE T 2 A [ .

115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]
115911 Default RECV Informational [NOTIFY] with NO_PROPOSAL_CHOSEN error

5.6 « THHI IDER » iz

122623 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

122625 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

122625 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id c364cd72: 195.100.205.114,
src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode [SA]J[KEY][ID][HASH][NONCE]
122626 Default RECV Informational [HASH][NOTIFY] with INVALID_ID_INFORMATION error

122626 Default RECV Informational [HASH][DEL]

122626 Default CNXVPN1-P1 deleted

ML « TR IDAE R » RN, KBAEE 2 19 ID (AHh 1P shhb Al gg b)) & 75 1B/ 3 BN
Ve AT, [ERE, BERGA ID KA CPRERLT A “HibkiaE” ) .

S.7 “RRE{IHEEE’, BRALAEKLI”

A VPN P H &, IKE iR Be sk W OCRHESH 7. FIrA 1 IPSec &/ i fdi HH UDP 500 (1
w1, ESP B

5.8 “VPNREHHEET, ERFH Ping A&7

W VPN BEIE C2W0E 7, HEIRTISR ping ASEXT IR SE, EH B LA
¢ KAEME 2R E: VPN B umihhb Az LAN ik, J8%, VPN & P g IP kA
87 1% A28 i A 7] o
o W VPN BEEREGE T, BEREASLL ESP MhNERUKIE. ESP WIRESH M K EH
P, KA IRHIASE VPN & i FUIR 55 2% 2 [ I 152 45 #8 e 1 ESP P isiEid
o HE VPN RS % ERHE, VPN BUE A a] BEmk e 1 X B B RS 45 1 o
o HHIAGE) ISP SZEF ESP.
o MREILSE ping A, PUHL VPN RS #F1 LAN KH ping 4 I I 2 18] () £ 0
(Bl nfd A Ethereal) , #STEX LA 8GR
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¢ KA VPN RSS2 LAN NI “BRIARISE” , i LAN NI — &5 al el s 1 46k
HHT ping 153K, HEFFKERERMN.

o EAREEM RN TR BT LAN BTFEAL, iR eI LAN NI 1P it
k.

o IRATEUELE HERTFENL E S Wireshark (http://www.wireshark.org) , % A] DL 75
ping M & & & 2E T X G 1HHEML.
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