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2 Juniper SRXBs X iEVPNEL B

IXE ST Juniper SRX R 5B X B I{AIR S VPN EH#,

&1 console 4k LA CLI FRiEEEE| SRX100 :

A BNsE — B ER:

root@SRX100# set security ike proposal pl authentication-method pre-
shared-keys

root@SRX100# set security ike proposal pl dh-group group2
root@SRX100# set security ike proposal pl authentication-algorithm
shal

root@SRX100# set security ike proposal pl encryption-algorithm 3des-
cbc

root@SRX100# set security ike policy ike-policy-1 mode main
root@SRX100# set security ike policy ike-policy-1 proposals pl
root@SRX100# set security ike policy ike-policy-1 pre-shared-key

ascii-text 123456

root@SRX100# set security ike gateway gwl address 192.168.10.122
root@SRX100# set security ike gateway gwl external-interface fe-
0/0/3.0

root@SRX100# set security ike gateway gwl ike-policy ike-policy-1
NINE B

root@SRX100# set security ipsec proposal p2 protocol esp
root@SRX100# set security ipsec proposal p2 authentication-algorithm
hmac-shal-96

root@SRX100# set security ipsec proposal p2 encryption-algorithm
3des-cbc

root@SRX100# set security ipsec policy vpn-policyl proposals p2
root@SRX100# set security ipsec vpn ike-vpn ike gateway gwl
root@SRX100# set security ipsec policy vpn-policyl perfect-forward-
secrecy keys group?2

root@SRX100# set security ipsec vpn ike-vpn ike ipsec-policy vpn-
policyl
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A hnt k7

root@SRX100# set security zones security-zone trust address-book
address local net 192.168.1.0/24

root@SRX100# set security zones security-zone untrust address-book
address remote net 192.168.10.122/32

h0 VPN K

root@SRX100# set security policies from-zone trust to-zone untrust
policy vpnl match source-address local_net destination-address
remote_net application any

root@SRX100# set security policies from-zone trust to-zone untrust
policy vpnl then permit tunnel ipsec-vpn ike-vpn

root@SRX100# set security policies from-zone untrust to-zone trust
policy vpn2 match source-address remote net destination-address
local net application any

root@SRX100# set security policies from-zone untrust to-zone trust
policy vpn2 then permit tunnel iIpsec-vpn ike-vpn

FEAMAO IKE RS :

root@SRX100# set security zones security-zone untrust interfaces fe-
0/0/3 host-inbound-traffic system-services ike
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3.3 BHAIPSec VPNREZE

2 Juniper SRX R5IBH A &R IPSec VPN B imEEEH G , &2 H VPNPRE, B,
BRI IPSec BIEARET .

1. RERENRRREANACKLE VPN B HRIHIRE,

2. RETIFBEE" B30/ A —% IPSec VPN B2i&,

3, REEREFECALE3H VPN BBE,

4, JEEBEIE", EEMEIRE IPSec VPN BE |, 3REL IPSec VPN WEE. |, AL IhAE,
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4 WEHERTIR

BLE—%% IPSec VPN BREATRER —TIREN T, — NEIRNSHIRERMBEMRR VPN 211,

—ETAEA L VPN B IR KR I £ RENRERE,

4.1 —4MNFHRMEZHITE : Wireshark

Wireshark 2 J A 2 i B SN I RENE R R4, CETRENFLERFNIPAMTCPEIES.
XN T B A LA X 853 3K Bl http://www.wireshark.org. B AT A AERMER Z A B ERILR

BRE,

ZHENFALRENSERAT , H5F © /3B (http://www.wireshark.org/docs/).

e = T U |
|N0.. |Time Saurce |F'rntucu| |Infn |

1 0. 19%2.168.1.3 3.1. 2 Ioentity Protection

2 0. 192.168.1.2 V1.3 ISAKMP  Identity Protection (Main Mode)

3 0.205363 192.168.1.3 1.2 IsakmP  Identity Protection (Main mode)

4 0,257505 192.168.1.2 1.3 IsakmP  Identity Protection (Main mode)

5 0.300882 192.168.1.3 L1.2 ISAKMP  Identity Protection (Main mode)

6 0.310186 1%2.168.1.2 V1.3 ISAKMP  Identity Protection (Main Mode)

7 0.313742 192.168.1.3 1.2 IsakmP  quick mode

8 0.321012 192.168.1.2 1.3 ISAakMP  Quick mMode

9 0.323741  192.168.1.3 1.2 ISakMP  Quick Mode

10 0.334%980 1%9%2.168.1.2 L1.3 ISakMP  Quick Mode

11 0.6%1160 19%2.1658.1.3 1.2 E=P EsP (sPI=0x919hfabc)

12 1.652568 192.168.1.3 1.2 ESP ESP (SPI=0x91%bfabc)

13 1.653164 192.168.1.2 1.3 ESP ESP (SPI=0x53a5925&)

14 2.653600 1%2.168.1.3 1.2 ESP EsP (sPI=0x919bfabc)

15 2.6594026 192.168.1.2 1.3 ESP ESP (SPI=0x53a35925&)
EHFrame 1 (142 bytes on wire, 142 bytes captured) A
M Ethernet II, Sre: 00:50:04:ad:f2:73, Dst: 00:10:h5:07:2F:Ff J
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5 IPSec VPNEIA S #T

51 « BT » &% (B 1 BUIER)

114920 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

114920 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [NOTIFY]

114920 Default exchange_run: exchange_validate failed

114920 Default dropped message from 195.100.205.114 port 500 due to notification type
PAYLOAD_MALFORMED

114920 Default SEND Informational [NOTIFY] with PAYLOAD_MALFORMED error

ﬂﬂ%iﬁﬂ « REEA » #HiX , BURREHMATHIRNE-MEKR[SA], RE-TE®E VPN B
imER A T R & E &,

5.2 « & COOKIE » §&ig

115933 Default message_recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105
115933 Default dropped message from 195.100.205.114 port 500 due to notification type INVALID_COOKIE
115933 Default SEND Informational [NOTIFY] with INVALID_COOKIE error

MRIBEZE « T COOKIE » iR , ERAR VPN IHR (BEFRHEK ) WHAP—IHIEEME SA T
BEEEEMER. EMEIHMNRSN VPNIEE,

5.3 «no keystate » iR

115315 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

115317 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

115317 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]
115319 Default ipsec_get_keystate: no keystate in ISAKMP SA 00B57C50

OEMHER REEEBHIERLE R ID'REER , (R ZEBMNZH VPN iH_HYH
B LEIRIMEZHEE.

5.4 « BRBINZRIDEFEBARF » #ig

120348 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

120349 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

120349 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

120351 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default ike_phase 1 recv_ID: received remote ID other than expected support@thegreenbow.fr

MR IZRE ID" T EE .
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5.5 «no proposal chosen » &ix

115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

115913 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

115913 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

115915 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id ¢364cd72: 195.100.205.114,
src: 195.100.205.112 dst: 195.100.205.114

115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode [SA]J[KEY][ID][HASH][NONCE]
115915 Default RECV Informational [HASH][NOTIFY] with NO_PROPOSAL_CHOSEN error

115915 Default RECV Informational [HASH][DEL]

115915 Default CNXVPN1-P1 deleted

H I « no proposal chosen » fHiREt , KEMWMER 2 MBESFXNNMEZBREMEE,
MEMEE , BREME L WIANEAREEHEE.

115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]
115911 Default RECV Informational [NOTIFY] with NO_PROPOSAL_CHOSEN error

5.6 « THH IDEE » &ix

122623 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

122625 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

122625 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id c364cd72: 195.100.205.114,
src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode [SA]J[KEY][ID][HASH][NONCE]
122626 Default RECV Informational [HASH][NOTIFY] with INVALID_ID_INFORMATION error

122626 Default RECV Informational [HASH][DEL]

122626 Default CNXVPN1-P1 deleted

HI « TR IDEE » HiRE , REMER 2/ ID (i IP it MM K ibut) BEEBHEHEMN
AR RL , RFE , AERE ID XE (“FMBIB M “thutBE") .

5.7 « BRR]d  {I7FRRE ", BRALAFRHN "

EEF VPN B BE | IKE BRI 8e4R P A IBREEE T . FREM IPSec B iwfEMA UDP 500
MmO , ESP thil,

5.8 “ VPNRREWBUET , BRRPing FB&E "~

WME VPN B B4 *&JEL%T BRIRMA ping FENAFHMX , FF TENLLEI
¢ REME 2 MWIRE : VPN B inHbIEFIZE LAN s, BE , VPN BP0 IP thit R
Bz Rz i AR E
o WR VPN BEHEET , BIEESH 2L ESP MR KiE. ESP WL X iKEH
HiE , REHWINE VPN B RIS 38 2 RN REH AT ESP HhiUED
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¢ REVPNRFHLWELE , VPN BIESETREEECHB A ERNERKET,

o TIAEH ISP X# ESP,

¢  WMREER ping T& , MEL VPN BRFZI|/H LAN K ping s SR EBEIKZ BINHIES
( flanfEMA Ethereal ) , BAEX EFEAAIN —EER

¢ RE VPN RS LAN IHBRIARX" | imif LAN A — BT ENLATRERE T 8K
HE ping B8R , BRHEHIZRER

¢ BREBIITENETR Ihiiﬁ”ﬁ LAN B9it &4l , BEFTUEEEME LAN A8 1P i
ko

o BRIMNEUEE E*/‘T\if%f*ﬂ.tii’%wweshark (http://www.wireshark.org) , R A LA &
pingM T REEIX T XA ITTEN.
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6 ExRIEA
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