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2 0.002537 1.1
3 0.02716%9 152.168.1.2
4 0.489477 1%2.168.1.1
5 0.517998 152.168.1.2
6 1.0638%96 1%2.168.1.1
7 1.066122 152.168.1.2
8 1.071811 1%2.168.1.1
9 1.072777 152.168.1.2
10 5.105200 1%2.168.1.1
11 5.105683 152.168.1.2
12 10.105373 1%2.168.1.1
13 10.105846  152.168.1.2
14 15.105090 152.168.1.1
15 15.105553 15%2.168.1.2

Destination

1.2
1%2.168.1.1
152.168.1.2
1%2.168.1.1
152.168.1.2
1%2.168.1.1
152.168.1.2
1%2.168.1.1
152.168.1.2
1%2.168.1.1
152.168.1.2
1%2.168.1.1
152.168.1.2
1%2.168.1.1

Frotocel Info
ISAKMP
ISAKMP

Identity
Identity

Frote
Protection (Main

Ction (Main Mode)
Mode)

ISAKMP Identity Protection (Main Mode)
ISAKMP Identity Protection (Main Mode)
ISAKMP Identity Protection (Main Mode)
ISAKMP Identity Protection (Main Mode)
ISAKMP  ouick Mode
IsSAKMP  ouick Mode
IsSAKMP  ouick Mode
IsSAKMP  ouick Mode
IsSAKMP  ouick Mode
IsSAKMP  ouick Mode
IsSAKMP  ouick Mode
IsSAKMP  ouick Mode
ISAKMP ouick mMode

O O E

Frame 1 (202 bytes on wire, 202 bytes captured)

Ethernet II, src:
Internet Protocol,

Srci
User Datagram Protocol,

00:13:58F:h9:7e:df (00:13:5F:b9:7e:df),
182.168.1.2 (192.168.1.2),
Src POrt:

500 (5000,

Dst:
Dst Port:

Dst:

500 (5000

Internet Security Association and Key Management Protocol

00:¢c0:02:ed:ed:ee (00:c0:02:ed:ed:ee)
152.168.1.1 (192.168.1.1)
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4 HPEHFRTR

il & —2% IPSec VPN FZiE A] G2 —WRXMER TAE. — Nk 2 S50k Bl sEPEAS VPN 57,

— e T H AT DLFE VPN 237 R A 38 210 7= AR 1] 78 Jit [ B AE
41 —PNEFHIMESHITE: Wireshark

Wiresharks 7] DL 23 b $59E 60 R0 B 7 FE 1K) S 2 . 8 R fE K EUBI  IPAITCPEE AL . ix AN
T BT DLAE X ANk 3248 2 http:lwww.wireshark.org. & 1] LA ZE P AN 85 22 A3 A B S A B A o

ZHAE RN 2 B AVE AN, ESE TR (http://www.wireshark.org/docs/) »

T

T T G TS DTSRy T
|Nn.. |Time Source Destination |F‘rotncu| |Info
0.000000 1592.168.1.3 1597.1658.1. 2 Identity Protection
2 0.153567 192.168.1.2 152.168.1.3 ISAKMP  Identity Protection (Main Mode)
3 0.205363 192.168.1.3 192.168.1.2 ISAKMP  Identity Protection (Main mode)
4 0.257505 102.168.1.2 192.168.1.3 ISAKMP  Identity Protection (Main mode)
5 0.300882 192.168.1.3 192.168.1.2 ISAKMP  Identity Protection (Main mode)
6 0.3101586 192,168.1.2 192.168.1.3 IsakMP  Identity Protection (Main mode)
7 0.313742 1592.168.1.3 1592.168.1.2 ISAaKMP  Quick Mode
8 0.321915 152.168.1.2 152.1688.1.3 ISAKMP  Quick Mode
G 0.323741 152.168.1.3 152.168.1.2 IsakMP  quick Mode
10 0.3345880 192.168.1.2 162.168.1.3 IsakMP  quick Mode
11 0.65%1160 152.1468.1.3 152.168.1.2 ESP EsSP (SPI=0x21obfabc)
12 1.692568 1092.168.1.3 192.168.1.2 ESP EsP (SPI=0x91obfabc)
13 1.65%3164 192.168.1.2 1592.168.1.3 ESP ESP (SPI=0x53a59252)
14 2.6593800 192.,16E8.1.3 1592.168.1.2 ESP ESP (SPI=0x91%hfabc)
15 2.8594026 192.1a8.1.2 152.1688.1.3 ESP ESP (SPI=0x53a5%25e)
B Frame 1 (142 hytes on wire, 142 bytes captured)
EEthernet II, src: 00:50:04:ad:F2:73, Dst: 00:10:hs:07:2f:Ff
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5 IPSec VPN[S]§i4> 4
5.1 « WL » #iR (MR 1 BIIiR)

114920 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

114920 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [NOTIFY]

114920 Default exchange_run: exchange_validate failed

114920 Default dropped message from 195.100.205.114 port 500 due to notification type
PAYLOAD_MALFORMED

114920 Default SEND Informational [NOTIFY] with PAYLOAD_MALFORMED error

MEBR] « BIEEAT » BR, A REmA 7RIS — I BR[SAl, ff— 2% VPN B
T A B AR R R s B

5.2 « J£& COOKIE » $&i%

115933 Default message_recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105
115933 Default dropped message from 195.100.205.114 port 500 due to notification type INVALID_COOKIE
115933 Default SEND Informational [NOTIFY] with INVALID _COOKIE error

ﬁu%‘%Lﬁ « LR COOKIE » #5i%, EFs VPN ik (B uism) FH P —ig B SA T
ANRERME . BT E SN AR VPN .

5.3 «no keystate » $&ix

115315 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

115317 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

115317 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]
115319 Default ipsec_get_keystate: no keystate in ISAKMP SA 00B57C50

AT “PILZEEE” 25 EMBERT “AHh ID” 2 IEM, RNIZAER MK VPN i
1 H & FIRBCE 2 1915 2 .

5.4 « FRBIKLZFEIDE AT » $#iR

120348 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

120349 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

120349 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

120351 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default ike_phase_1_recv_ID: received remote ID other than expected support@thegreenbow.fr

PRI AR ID” ARVLHC
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5.5 «no proposal chosen » iz

115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

115913 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

115913 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

115915 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id c364cd72: 195.100.205.114,
src: 195.100.205.112 dst: 195.100.205.114

115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode [SA]J[KEY][ID][HASH][NONCE]
115915 Default RECV Informational [HASH][NOTIFY] with NO_PROPOSAL_CHOSEN error

115915 Default RECV Informational [HASH][DEL]

115915 Default CNXVPN1-P1 deleted

I « no proposal chosen » FiRm}, a2 PP B 2 I 5 A R 2 13 AH [F]
WERAE, FRERB 1 AT SR B .

115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]
115911 Default RECV Informational [NOTIFY] with NO_PROPOSAL_CHOSEN error

5.6 « LK IDEE » iz

122623 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

122625 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

122625 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default phase 1 done: initiator id ¢c364cd70: 195.100.205.112, responder id c364cd72: 195.100.205.114,
src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode [SA][KEY][ID][HASH][NONCE]
122626 Default RECV Informational [HASH][NOTIFY] with INVALID_ID_INFORMATION error

122626 Default RECV Informational [HASH][DEL]

122626 Default CNXVPN1-P1 deleted

HIBL « JEHIN 1D 50 » SHERIY, RRATHTBE 2 0 1D (ARHL 1P ALAL RIS HEbE) 75 TR I ELAY
TSR, R, RS ID KA (TR R CHEE” ) .

S.7 “ReE fIFRE’, BEALAEMKRELI”

#AE VPN W H &, IKE 355K AT e KBS 1. i 1) IPSec % ) i fit i} UDP 500
o3 1, ESP Pri.

5.8 “VPNBE#HEET, {BEFKPing FiE”

W VPN F%3E CAM80E 7, ERRAIR ping AIEX 5 IR, 3 E I E LS
¢ AEME 2 FRE: VPN &b Alzm LAN bk, J8%, VPN & P 1P shkAs
N 1% A7 S A ] o
o WIR VPN BEIEWEIE T, BUkEE 2Ll ESP HhUER Ki%. ESP ] fg 4B K h%FH
P, KB IFHIATE VPN 2 7 i Rl AR 55 2% 2 (8] (1) % 2% 78 So VF ESP sl i
¢ E VPN REGE EFHE, VPN BHEEA A GEW S BT KBS P4 T .
o HHIANER ISP SCKF ESP.
o WREILE ping A, EL VPN BRE#F1 LAN K H ping 4 H i 2 18] 1) 28
(flanfdi F Ethereal) , ES{EIX LA —2EE
¢ KA VPN RS % LAN W) “BRIAMISE” , i LAN P — &1 EALa] Relie s 718k
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HIK ping 153K, (HZFFEE RERIN,

o EAREETFENLA VR BTy LAN FTHEEAL, BaZide e e AI17E LAN I 1P He
k.

o FRATEUUELE HFRTFEL E 2 Wireshark (http://www.wireshark.org) , % A] DL 25

ping i &2 i Blik T IX G HML
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6 HKARIAN
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