1. PC-home (with greenbow VPN client)=>» Internet =»(PC-work) LF DEVICE

Greenbow VPN client:

™ TheGreenBow ¥PN Client ] - |01 =]

File WPM Configuration Miew Tools 7
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25 Parameters Namelﬁateway'l
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£ Certificate Certifizates mpork... |
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F.ew Group IDH2 [1024] 'I
Save & Apply |
||§ |VF‘N Tunnel opened Tunnel

Figure 1

3% Remote gateway IP (192.168.9.175) is LF DEVICE WAN IP.
% Click P1 Advanced button.



Phasel Advanced

LocallD [Emal 7| [okan@ecdink de

s Fill-out your local 1D: okan@eo-link.de



RI=ES
File WPM Configuration  Wiew Tools ¢
IPSec VPN Client
}%} Console
€25 Parameters Mame | Tunnell
% Connections WPM Client address I o .0 .0 .0
=& Rodt Address type | Subnet address |
E% izatewayl
@ - Remaote L&N address | 192 188 . 1 . 0
SubnetMask | 055 285 0 285 . O
—ESF
EReielin IﬁDES = P2 Advanced... |
Authentication  |MD5 - Scripts |
tode ITunneI 'I
¥ FFs Group IDH2[1EIE4] vI Cloze Tunnel |
Save & Apply |
|g |‘JF‘N Turnel opened |Tunne| &

Press open tunnel button. If the “Tunnel” green light is on, it mean the greenbow VPN client is
connected with LF DEVICE



Setup Piotech’s VPN Device :

Phasel:
_ - . . . .
WAN State ISAKmp Port DH Group Encryption Method Authentication Method

WAN 1 Enabled Loo DH Group 2 (1024-bit) 3DES MD5
WAN 2 Disabled 500 DH Group 2 (1024-bit) 3DES MD5
WAN 3 Disabled 500 DH Group 2 (1024-bit) 3DES MD5
Enable Setting v
ISAKmp Port 500
Phase 1 DH Group |DH Group 2 (1024-bit) = |
Phase 1 Encryption Method lm
Phase 1 Authentication Method Im
Phase 1 SA Lifetime WSeconds
Retry Counter ’5—
Retry Interval IIO—Seconds
Maxtime to complete Phase 1 180 Seconds
Maxtime to complete Phase 2 WSeconds
Count Per Send ’1— | |
NAT Traversal Port W
Log Level IDebug 'l

- s [} LI

Phase 2:
»IPSec Policy Setup @

Policy Entry Traffic Binding Local Identity Option
Mew Palicy MNarne State Interface Session Type
server ¥ Enabled IWAN lj ISession 1j IIP Address j

Traffic Selector

Protocol Type IAny Vl

Local Type IP Address Subnet Mask Part Range

Local Security Metwork
ISubnet Vl 192.168.1.0 2E55,255.255.0 u] ~ |0

Remote Type

Remote Security Metwork
ANy =

Identity Type
Remote Security Gateway

|Distinguished IDj |Dkan@eo—|ink.de

Security Level

Encapsulation Format IESF‘ 'l
Encryption Method |3DES Vl

Authentication Method MDE -



Security Level

Encapsulation Format IESP 'I
Encryption Method |3DES Vl

Authentication Method MD5 hd

Key Management

Key Type IAutokey (IKE} vl
Fhase 1 Megotiation IAggressive rMode vl

FPerfect Forward Secrecy IDH Group 2 (1024—hit)L|
FPreshared Key |test1234 Characters / Hegr: 0z
In Time 2600 Seconds Mote : O for no expiry

Key Lifetime
In Yolume u] Kbytes

Action

Connect Flush Tunnel Reload Policy Tunnel Status .. | Set Options ..

Add Delets Update Refraesh [Mawve Ug [Miowe D

Tunnel List

State Mame Security Gateway Remote Network Security Lewvel Key Type Interface MigeiilEiia

Status
WAN 1 Responder

Enabled SErver okan@eo-link.de Any 3DES/MD5 Autokey (IKE) Connectad {Quick} :
established

% Remote Security Network: select “ANY”
s Remote Security Gateway select “Distinguished ID” It is your greenbow VPN client
ID(okan@eo-link.de)



