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1 Introduction

1.1 Goal of this document

This document describes how to configure an Apliware firewall such as Multicom Ethernet Il and TheGreenBow
VPN Client in order to establish a VPN tunnel between them. Apliware version used in this document is 3.7.

1.2 Network topology

In our example, we will connect TheGreenBow VPN client to the LAN behind the Apliware Firewall Multicom. The
VPN client can be connected to the Internet by a dialup connection from an ISP. It supports also NAT-T. A VPN
connection can be established also from a LAN.

The client will have a virtual IP address in the remote LAN. All the addresses in this document are given for
example purpose.

example.dyndns.or
XX XX XX.XX ple.cy . 10.0.0.1

l The Internet Apliware l

firewall
ﬁ

e

10.0.0.78

19}
o

192.168.100.3
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2 Apliware VPN Configuration

This section describes how to build an IPSec VPN configuration with your Apliware Firewall Multicom VPN router.

2.1 Apliware Firewall create a new IPSec tunnel

Once connected to your VPN gateway, you must create a new IPSEC tunnel. In Apliware Firewall configurator,
select menu “Wizard” and “New IPsec Tunnel...”. The following values are given as example:

. Mew IPSEC Tunnel Wizard

Creation of a new IPSEC tunnhel

This wizard allows you to create a new ISEC tunnel using IKE to
exchanne keys Preshared keys (PSK) or public keys/certificates (PRI

can he used.

IPSEC connection (@ Preshared key ! Public key
Hame TheGreenBow [#] Hew preshared key

P e 0 .00 Preshared key

Remote address |0.0.0.0/0

Mame |psk_toh
Secret (1234567849

Help ‘ 0K H Cancel ‘

Once finished, you can find these settings in “IPSEC” Tabs. You must check “Allow subnets” if you want to allow
multiple users to use your new IPSec connection.
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Allow subnets
Remote address
Remote gateway
Local gateway
Local address

[¥] Connection enabled

Mode | tunnel -
Keving | ike -

[v]
0.0.0.0/0
0.0.0.0

10.0.0.0/24

Protocoliport restrictions

Remote prot.

Remote port

Local port

Local prot.

2.2 Apliware Firewall port redirection

Once the tunnel is created, you must configure port redirection. The VPN Client uses UDP port 500 and 4500. It
uses also ESP protocol for encrypted packets.

In Apliware Firewall Configurator, select “NAT” tab, then “PPP” tab and “input” tab. You need to add four internal

mappings:
e UDP port 500 to UDP port 500
e Any UDP to UDP 4500
e UDP 4500 to UDP 4500
e ESP
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S[(=]e

[¥] NAT enabled SecureWall log M

[] Securevall Level |info -
] SecureWWall log Prefix
0.FPort Mapping To address To port Check Hey +
udp iike linternal ke |{rue |
udp iany ginternal Q500 true
udp 4500 linternal 4500 true =
BEp internal true
Add | ‘ Remove | ‘ Up | ‘ Down | | Advanced
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3 TheGreenBow IPSec VPN Client configuration
3.1 VPN Client Phase 1 (IKE) Configuration

Settings used in the Apliware Firewall Configurator, such as preshared key, must be copied in TheGreenBow
VPN client settings.

-

""" VPN Client .
; BALRAL The remote firewal IP

B Console Phase 1 (Authe.nticéf-ion) I address is either an
|| explicit IP address, or
ﬁ Parameters | a DNS Name
?3 Connections
"G
(@) multicom 123456789
123456789

Phase 1 configuration
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3.2 VPN Client Phase 2 (IPSec) Configuration

In phase 2 settings, you can use a virtual IP address or let 0.0.0.0 in VPN client address field. In that case the
client will use network adapter IP address as virtual IP.

4a* TheGreenBow ¥PN Client g ] 5

File VPN Configuration  Toals 2
{ 1=Tm]

T

BV AL R 1
B e Phase 2 {IPSec Configuration) Set up here a virtual IP

Enter the IP address
(and subnet mask)
of the remote LAN.

% Connections WPN Client address I 192 . 168 . 100 .
EI--@ Configuration Address type ISubnet address
E|-- miulticam
fo (@) mulbicom

Femate LAN addressl 10 & 0% .. O

| address.
@ Parameters Mame Imulticom /
3
=
a
]

SubnetMask | 265 | 265 . 255

ESE.

Efcnlon l—_IAES 128 = | | .élt{l;?]toggnstunnel when
Authentication |SHA vI - i
uta open tunnel when
Made |Tunnel vI UUSE stick plugged in

Save & Apply |

I_ |VPN Tunnel active | Turnel: @

Phase 2 Configuration

3.3 Open IPSec VPN tunnels

Once both Apliware Firewall router and TheGreenBow IPSec VPN Client have been configured accordingly, you
are ready to open VPN tunnels. First make sure you enable your firewall with IPSec traffic.

1. Click on "Save & Apply" to take into account all modifications we've made on your VPN Client configuration

2. Click on "Open Tunnel", or generate traffic that will automatically open a secure IPSec VPN Tunnel (e.g. ping,
IE browser)

3. Select "Connections" to see opened VPN Tunnels

4. Select "Console" if you want to access to the IPSec VPN logs and adjust filters to display less IPSec
messaging.

£8* ¥PN Console ACTIVE _(ol x|

[VPHCOMF] TGEIFESTART received ;I
110803 Default [S54 mulicom-P1) SEMD phase 1 Main Mode [SA] [VID] [VID] [¥I1D]

110803 Default (SA multicom-F1) RECY phase 1 Main Mode [S4A] WD) [WID]

110804 Default [S4 multicom-P1) SEND phase 1 Main Mode [KEY_EXCH] [NOMCE] [NAT_D] [NAT_D]

110804 Default [S4 mulicom-P1) RECY phase 1 Main Mode [KEY_EXCH] [MONCE] [NAT_D] [N&T_D]

110805 Default [S4 mulicom-P1) SEND phase 1 Main Mode [HASH] [ID] [NOTIFY]

110805 Default (SA multicom-F1) RECY phaze 1 Main Made [HASH][ID]

110805 Default phase 1 done: initiator id 213.36.12.35, responder id 80.11.86.249

110805 Default [S4 multicom-multicom-P2] SEND phase 2 Quick Mode [HASH] [S4] [KEY_EXCH] [MOMCE][ID][ID]
11080E Default [S4 mulicom-multicom-P2] RECY phase 2 Quick Mode [HASH] [SA] [KEY_EXCH][NOMCE][ID] [ID]
110806 Default [S& multicom-riulticanm-P2) SEMD phase 2 Quick Maode [HASH]

" o

Mizc  Tipt  Mesg Ciyp  Timr  SDep 5S4 Exch Megt Ploy Al Current line : "

0 =lfo =lfo =jo =0 =ljo =ljo =lfo =jo =0 =lfv =] maw. fnes s [~ 1000101

{Btop ¢ Clear | Stop File | Save File | Report | Close |
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4 VPN IPSec Troubleshooting

41 «PAYLOAD MALFORMED » error

114920 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [SA][VID]

114920 Default (SA MUTICOM-P1) RECV phase 1 Main Mode [NOTIFY]

114920 Default exchange_run: exchange_validate failed
114920 Default dropped message from 195.100.205.114
type PAYLOAD_ MALFORMED

114920 Default SEND Informational

port 500 due to notification

[NOTIFY] with PAYLOAD_MALFORMED error

If you have an « PAYLOAD MALFORMED » error you might have a wrong Phase 1 [SA], check if the encryption
algorithms are the same on each side of the VPN tunnel.

4.2 «INVALID COOKIE » error

115933 Default message_recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105
115933 Default dropped message from 195.100.205.114 port 500 due to notification
type INVALID_COOKIE

115933 Default SEND Informational [NOTIFY] with INVALID_COOKIE error

If you have an « INVALID COOKIE » error, it means that one of the endpoint is using a SA that is no more in use.
Reset the VPN connection on each side.

4.3 «no keystate » error

115315 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [SA]J[VID]

115317 Default (SA MUTICOM-P1) RECV phase 1 Main Mode [SA][VID]

115317 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [KEY][NONCE]
115319 Default (SA MUTICOM-P1) RECV phase 1 Main Mode [KEY][NONCE]
115319 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]
115319 Default ipsec_get_keystate: no keystate in ISAKMP SA 00B57C50

Check if the preshared key is correct or if the local ID is correct (see « Advanced » button). You should have
more information in the remote endpoint logs. Concerning Apliware firewall, use a syslog client.

4.4  «Received remote ID other than expected » error

120348 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [SA]LVID]

120349 Default (SA MUTICOM-P1) RECV phase 1 Main Mode [SA][VID]

120349 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [KEY][NONCE]

120351 Default (SA MUTICOM-P1) RECV phase 1 Main Mode [KEY][NONCE]

120351 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default (SA MUTICOM-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default ike phase 1 recv_ID: received remote |ID other than expected

support@thegreenbow. fr

The « Remote ID » value (see « Advanced » Button) do not match what the remote endpoint is expected.
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45 «NO PROPOSAL CHOSEN » error

115911 Default (SA MUTICOM-P1) SEND phase
115913 Default (SA MUTICOM-P1) RECV phase
115913 Default (SA MUTICOM-P1) SEND phase
115915 Default (SA MUTICOM-P1) RECV phase
115915 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default (SA MUTICOM-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

115915 Default (SA MUT1COM-MUT 1COM-P2) SEND phase 2 Quick Mode
[SA]T[KEY][1D] [HASH] [NONCE]

115915 Default RECV Informational [HASH][NOTIFY] with NO_PROPOSAL_CHOSEN error
115915 Default RECV Informational [HASH][DEL]

115915 Default MUTICOM-P1 deleted

Main Mode [SA][VID]
Main Mode [SA][VID]
Main Mode [KEY][NONCE]
Main Mode [KEY][NONCE]

RPRRPRRRE

If you have an « NO PROPOSAL CHOSEN » error, check that the « Phase 2 » encryption algorithms are the
same on each side of the VPN Tunnel.

Check « Phase 1 » algorithms if you have this:

115911 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [SA]LVID]
115911 Default RECV Informational [NOTIFY] with NO_PROPOSAL_CHOSEN error

4.6 «INVALID ID INFORMATION » error

122623 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [SA]1L[VID]

122625 Default (SA MUTICOM-P1) RECV phase 1 Main Mode [SA][VID]

122625 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [KEY][NONCE]

122626 Default (SA MUTICOM-P1) RECV phase 1 Main Mode [KEY][NONCE]

122626 Default (SA MUTICOM-P1) SEND phase 1 Main Mode [ID]J[HASH][NOTIFY]

122626 Default (SA MUTICOM-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA MUT 1COM-MUT 1COM-P2) SEND phase 2 Quick Mode
[SA]T[KEY][1D][HASH] [NONCE]

122626 Default RECV Informational [HASH][NOTIFY] with INVALID_ID_INFORMATION error
122626 Default RECV Informational [HASH][DEL]

122626 Default MUTICOM-P1 deleted

If you have an « INVALID ID INFORMATION » error, check if « Phase 2» ID (local address and network
address) is correct and match what is expected by the remote endpoint.

Check also ID type (“Subnet address” and “Single address”).

4.7 | clicked on “Open tunnel”, but nothing happens.

Read logs of each endpoint. IKE requests can be dropped by firewalls. An IPsec client uses UDP port 500 and
protocol ESP (protocol 50).

4.8 The VPN tunnel is up but | can’t ping !

If the VPN tunnel is up, but you still cannot ping the remote LAN, here are a few guidelines:
e Check Phase 2 settings: VPN Client address and Remote LAN address. Usually, VPN Client IP address
should not belong to the remote LAN subnet
e Once VPN tunnel is up, packets are sent with ESP protocol. This protocol can be blocked by firewall.
Check that every device between the client and the VPN server does accept ESP
e Check your VPN server logs. Packets can be dropped by one of its firewall rules.
e  Check your ISP support ESP
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e If you still cannot ping, follow ICMP traffic on VPN server LAN interface and on LAN computer interface
(with Ethereal for example). You will have an indication that encryption works.

e Check the “default gateway” value in VPN Server LAN. A target on your remote LAN can receive pings
but does not answer because there is a no “Default gateway” setting.

e You cannot access to the computers in the LAN by their name. You must specify their IP address inside
the LAN.

e We recommend you to install ethereal (http:/www.ethereal.com) on one of your target computer. You
can check that your pings arrive inside the LAN.
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5 Contacts

News and updates on TheGreenBow web site : http://www.thegreenbow.com
Technical support by email at support@thegreenbow.com

Sales contacts at +33 1 43 12 39 37 ou by email at info@thegreenbow.com
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