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1 Introduction

1.1 Goal of this document

This configuration guide describes how to configure TheGreenBow IPSec VPN Client software with a NETGEAR
FVS336G VPN firewall to establish VPN connections for remote access to corporate network

1.2 VPN Network topology

In our VPN network example (diagram hereafter), we will connect TheGreenBow IPSec VPN Client software to
the LAN behind the NETGEAR FVS336G firewall. The VPN client is connected to the Internet with a DSL
connection or through a LAN. All the addresses in this document are given for example purpose.

IPSec VPN Client
as seen on LAN

mygateway.dyndns.org ___-E

192.168.1.1

l |
[‘_‘ 192.168.1.78

NETGEAR FVS336G

IPSec VPN Client
(Remote)

1.3 NETGEAR FVS336G Restrictions

Depending on the firmware version, NETGEAR FVS336G may not support NAT-T and as a consequence the
IPSec VPN Client software could not connect if standing on a LAN behind (e.g. router at home, ..).

1.4 NETGEAR FVS336G VPN Gateway

Our tests and VPN configuration have been conducted with Netgear FVS336G firmware release 3.0.6-27.

1.5 NETGEAR FVS336G VPN Gateway product info

It is critical that users find all necessary information about NETGEAR FVS336G VPN Gateway. All product info,
User Guide and knowledge base for the NETGEAR FVS336G VPN Gateway can be found on the NetGear
website: http://www.netgear.com/

NETGEAR FVS336G Product page http://support.netgear.com/app/answers/detail/a_id/74
NETGEAR FVS336G Reference Manual http://support.netgear.com/app/answers/detail/a_id/13258
NETGEAR FVS336G FAQ/Knowledge http://support.netgear.com/app/products/model/a_id/2425
Base
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2 NETGEAR FVS336G VPN configuration

This section describes how to build an IPSec VPN configuration with your NETGEAR FVS336G VPN router.
Once connected to your NETGEAR FVS336G VPN gateway, you must select “VPN” tab then “VPN Wizard” .

NETGEAR
~ Prosaee]

oSarE NETGEAR ProSafe VPN Firewall FVS3366G

MNetwork Configuration Security § "m‘ﬁ Users Administration Monitoring Web Support Logout

S5L VPN Certificates Connection Status
P - ?‘—! o
L LTl VPN Policies d Mode Config RADIUS Client

| | Name | Mode Local ID | Remote ID | Encr Auth | DH | Action |

* Client Policy

@ selectal | (@delete] @ agd |
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The VPN Wizard will set most of the parameters to default values and assume a pre-shared key. Once
completed, it will create two policies: a IKE Policy and a VPN Policy.

Here, we've selected that the VPN tunnel will connect to a “VPN client’, specified its name (“TGB”) and set the
pre-shared key (“123456789”).

The VPN Wizard has automatically set the Remote Identifier Information (“fvs_remote.com”) and the Local
Identifier Information (“fvs_local.com”) which are Fully Qualified Domain Name (FQDN). Each shall match
respectively the Local ID and Remote ID for the VPN Client software.

Click on “Apply” button once you've finished specifying your own values.

NETGEAR
~ cwosasl

OSAFE NETGEAR ProSafe VPN Firewall FVS336G

Metwork Configuration Security Users Administration Monitoring Web Support Logout
S55L VPN Certificates Connection Status

IKE Policies VPN Policies R/ R'IF=10 N Mode Config RADIUS Client @ VPN Wizard Default Values

@help
The Wizard sets most parameters to defaults as proposed by the WPN Consortium (WENC), and assumes a pre-shared
key, which greatly simplifies setup. After creating the policies through the WPN Wizard, you can always update the
parameters through the Policies menu.

This VPN tunnel will connect to the following peers:

Gateway @ PN Client

@help

What is the new Connection Name? |TGB [

What is the pre-shared key?l|123456789 [[(icey Length 8 - 23 chan)
This VPN tunnel will use following local WAN Interface: @ WAN 1 ) WAN 2

@I‘lelp

What is the Remote Identifier Information? [fvs_remote.com |

What is the Local Identifier Information? [fvs_local.com |
@help

What is the remote LAN IP Address? | | J J

What is the remote LAN Subnet Mask? | J J |

Reset

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © 2001-2011 5116



-|' - = ?3311?33? Doc.Ref. tgbvpn_cg-netgear-fvs336g-en
e 1 Doc.version Jun 2011

VPN version 5.x

The “VPN Policies” tab is displayed once you have click on the “Apply” button from previous step.
Subnet address has been set to 192.168.1.0 and subnet mask to 255.255.255.0

Don't forget to edit those values to match you own settings in the VPN Client software.

NETGEAR
2

COSECE NETGEAR ProSafe VPN Firewall FVS336G

MNetwork Configuration Security \ Users Administration Monitoring Web Support Logout

SSLVPN Certificates Connection Status

IKE Policies VPN LGl VPN Wizard Mode Config RADIUS Client

1 Name Type Local Remote Auth Encr | Action

| @ Tes=* Auto Policy [_1.52.158.1.0_#255.255,255,0_} Any SHA-1 3DES @editl

* Client Policy

@selec‘t all I @deletel . enable I D disablel @ add ... I

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © 2001-2011 6/16



Doc.Ref tgbvpn_cg-netgear-fvs336g-en

* JeEs)

Doc.version Jun 2011

VPN version 5.x

Clicking on the “IKE Policies” displays the currently set policy.

Don't forget to edit those values to match you own settings in the VPN Client software.

NETGEAR
~ cwosas

COSECE NETGEAR ProSafe VPN Firewall FVS336G

MNetwork Configuration Security \ Users Administration Huniioring Web Support Logout
SSL VPN Certificates Connection Status

AL Tl VPN Policies VPN Wizard Mode Config RADIUS Client

Name Mode Local ID Remote ID Encr Auth DH Action

| Toe* Aggressive fvs_local.com fvs_remote.com 3DES | SHA-1 Group 2 (1024 bit) @Editl

* Client Policy

@ selectal | (@deiete] @ aga.. |
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3 TheGreenBow IPSec VPN Client configuration

This section describes the required configuration to connect to a NETGEAR FVS336G VPN firewall via VPN
connections.

To download the latest release of TheGreenBow IPSec VPN Client software, please go to
http://www.thegreenbow.com/vpn_down.html.

3.1 VPN Client Phase 1 (IKE) Configuration

F ~
## TheGreenBow VPN Client l =& ihj
Configuration Tools F
THEGREEMNBOLW

Nt

[sme J[ moov ]
[Z] ¥PN Configuration Authentication | advanced | Certificate | The remote VPN
- [£] Global Parameters Gateway IP address is
[=Rmml Gateway L Addresses either an explicit IP
L Tunnell address or a DNS Name

Interface |Any v

Remote Gateway mygateway.dyndns.org

Authentication -
(@ Preshared Key LLLTITTTT
123456789
Confirm sssssssss
) Certificate

IKE -

Encryption |3DES -

Authentication |SHA-1 7
Key Group |DH2 (1024) =

[#] ' VEM Client ready

Phase 1 configuration

You may use either Preshared key, Certificates or X-Auth combined with RADIUS Server for User Authentication
with the NETGEAR FVS336G firewall. This configuration is one example of what can be accomplished in term of
User Authentication. You may want to refer to either the NETGEAR FVS336G firewall reference manual or
TheGreenBow IPSec VPN Client software User Guide for more details on User Authentication options.
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E VPM Configuration
. Global Parameters

1fa

Mode Config Redun., GW
S v —

X-Auth

X-Auth Popup

[T Hybrid Mode

Local and Remote ID
Type of ID: Value for the ID:

Local ID DS = fws_remote.com
Remote ID |DNS w | fus_local.com

Phase 1 Advanced configuration

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © 2001-2011 9/16
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3.2 VPN Client Phase 2 (IPSec) Configuration
& TheGreenBow VPN Client ﬂlﬁ:—hj

LConfiguration Tools ?

——|

Apply |

[Z] VPN Configuration
fo Global Parameters

IPSec | Advanced | Saipts|

Addresses

VPN Client address

Address type | subnet address
Remote LAN address

Subnet mask

Encryption [m

Authentication | SHA-1 x |
PFS

[7]pFs Group [DH2(1024) |

@ | VPN Client ready

192 . 168 . 10 .

192, 168 . 1 -

255 . 255 . 250 .

VPN Client Virtual IP
address

Enter the IP address
(and subnet mask) of
the remote LAN.

Phase 2 Configuration

3.3 Open IPSec VPN tunnels

Once both NETGEAR FVS336G router and TheGreenBow IPSec VPN Client software have been configured
accordingly, you are ready to open VPN tunnels. First make sure you enable your firewall with IPSec traffic.

1. Click on "Save & Apply" to take into account all modifications we've made on your VPN Client configuration

2. Click on "Open Tunnel", or generate traffic that will automatically open a secure IPSec VPN Tunnel (e.g. ping,

IE browser)
3. Select "Connections" to see opened VPN Tunnels

4. Select "Console" if you want to access to the IPSec VPN logs and adjust filters to display less IPSec
messaging. The following example shows a successful connection between TheGreenBow IPSec VPN Client and

a NETGEAR FVS336G VPN firewall.

20110215 141534 Default <gatewap] -tunnel1-P2> delsted

20110215 141534 Default [S4 gateway]-P1] SEND Irformational [HASH] [DELETE]

20110215 14151 3 Default phase 1 done; initiatar id AC=f/S T =idf/L=pariz/0=bloodzonard/0 U =seri;
20710215 141513 Default [SA gateway] -tunnel-P2) SEMD phaze 2 Quick Mode [HaSH] [Sa] [MI
207110215 141574 Default [SA gateway -tunnel-P2) RECY phaze 2 Quick Mode [HASH] [SA] [ME
20110215 141514 Default [S54 gateway] -tunnel1-P2] SEMD phase 2 Quick Mode [HASH]
20110215 141524 Default [54 gateway1-P1] RECY Informational [HASH] [MOTIFY] type DPD_R_
20110215 141524 Default [54 gateway1-P1] SEMD Informational [HASH] [MOTIFY] twpe DFD_R_
2071710215 1471534 Default [SA gateway]-P1) SEMD Infarmational [HASH] [DELETE]

IPSec VPN Router Configuration
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4 Tools in case of trouble

Configuring an IPSec VPN tunnel can be a hard task. One missing parameter can prevent a VPN connection
from being established. Some tools are available to find source of troubles during a VPN establishment.

41 A good network analyser: Wireshark

Wireshark is a free software that can be used for packet and traffic analysis. It shows IP or TCP packets received
on a network card. This tool is available on website http://www.wireshark.org. It can be used to follow protocol
exchange between two devices. For installation and use details, read its specific documentation
(http://www.wireshark.org/docs/).

T ApTHTE— DSy :.;.p|
|N0. . |Time Source Destination |F‘r0tocol |Infc| |
1 0. C 102 L1.3 1G2.1658.1.2 P Tdentity Protection (Main Mode)

2 0.153567 192.168.1.2 152.168.1.3 ISAKMP  Identity Protection (Main Mode)

3 0.205363 162.168.1.3 152.168.1.2 ISAKMP  Identity Protection (Main Mode)

4 0.257505 192.168.1.2 152.168.1.3 ISAKMP  Identity Protection (Main Mode)

5 0.300882 192.168.1.3 152.168.1.2 ISAKMP  Identity Protection (Main Mode)

6 0.310186 192.168.1.2 192.168.1.3 ISAKMP  Identity Protection (Main Mode)

700313742 192.168.1.3 162.168.1.2 IsakMP  cuick mode
8 0.321913 192.168.1.2 152.168.1.3 IsakMP  cuick mode
O 0.323741 192.168.1.3 162.168.1.2 IsakMP  cuick mode
10 0.334080 192.168.1.2 152.168.1.3 IsakMP  cuick mode
11 0.691160 192.168.1.3 162.168.1.2 ESP ESFP (SPI=0x%1%bfabc)
12 1.692568 192.168.1.3 162.168.1.2 ESP ESFP (SPI=0x%1%bfabc)
13 1.693164 192.168.1.2 152.168.1.3 ESP ESP (SPI=0x53a5%25&)
14 2.693600 192.168.1.3 162.168.1.2 ESP ESFP (SPI=0x%1%bfabc)
15 2.694026 192.168.1.2 152.168.1.3 ESP ESP (SPI=0x53a5%25&)

HFrame 1 (142 bytes on wire, 142 bytes captured)
EH Ethernet II, src: 00:50:04:ad:f2:73, Dst: 00:10:h5:07:2fF:ffF

IPSec VPN Router Configuration

Property of TheGreenBow Sistech SA - © 2001-2011
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5 VPN IPSec Troubleshooting
5.1 « PAYLOAD MALFORMED » error (wrong Phase 1 [SA])

114920 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]

114920 Default (SA CNXVPN1l-P1l) RECV phase 1 Main Mode [NOTIFY]

114920 Default exchange run: exchange validate failed

114920 Default dropped message from 195.100.205.114 port 500 due to notification
type PAYLOAD MALFORMED

114920 Default SEND Informational [NOTIFY] with PAYLOAD MALFORMED error

If you have an « PAYLOAD MALFORMED » error you might have a wrong Phase 1 [SA], check if the encryption
algorithms are the same on each side of the VPN tunnel.

5.2 « INVALID COOKIE » error

115933 Default message recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105
115933 Default dropped message from 195.100.205.114 port 500 due to notification
type INVALID COOKIE

115933 Default SEND Informational [NOTIFY] with INVALID COOKIE error

If you have an « INVALID COOKIE » error, it means that one of the endpoint is using a SA that is no more in use.
Reset the VPN connection on each side.

5.3 «no keystate » error

115315 Default (SA CNXVPN1l-P1l) SEND phase
115317 Default (SA CNXVPN1-P1l) RECV phase Main Mode [SA][VID]

( Main Mode [SA][VID]
(
115317 Default (SA CNXVPN1l-P1l) SEND phase Main Mode [KEY] [NONCE]
(
(

R

115319 Default (SA CNXVPN1l-P1l) RECV phase Main Mode [KEY] [NONCE]
115319 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]
115319 Default ipsec get keystate: no keystate in ISAKMP SA 00B57C50

Check if the preshared key is correct or if the local ID is correct (see « Advanced » button). You should have
more information in the remote endpoint logs.

5.4 «received remote ID other than expected » error

120348 Default (SA CNXVPN1l-P1l) SEND phase
120349 Default (SA CNXVPN1l-P1l) RECV phase
120349 Default (SA CNXVPN1l-P1l) SEND phase Main Mode [KEY] [NONCE]

( Main Mode [SA] [VID]
(
(
120351 Default (SA CNXVPN1l-P1l) RECV phase Main Mode [KEY] [NONCE]
(
(

Main Mode [SA] [VID]

el

120351 Default (SA CNXVPN1-P1l) SEND phase Main Mode [ID] [HASH] [NOTIFY]
120351 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]
120351 Default ike phase 1 recv ID: received remote ID other than expected

support@thegreenbow. fr

The « Remote ID » value (see « Advanced » Button) does not match what the remote endpoint is expected.

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © 2001-2011 12/16
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5.5 « NO PROPOSAL CHOSEN » error

115911 Default (SA CNXVPN1l-P1l) SEND phase
115913 Default (SA CNXVPN1-P1l) RECV phase

( Main Mode [SA] [VID]
(
115913 Default (SA CNXVPN1l-P1l) SEND phase
(
(

Main Mode [SA][VID]

Main Mode [KEY] [NONCE]

115915 Default (SA CNXVPN1-P1l) RECV phase Main Mode [KEY] [NONCE]

115915 Default (SA CNXVPN1l-P1l) SEND phase Main Mode [ID] [HASH] [NOTIFY]

115915 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]

115915 Default phase 1 done: initiator id ¢364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SA] [KEY] [ID] [HASH] [NONCE]

115915 Default RECV Informational [HASH] [NOTIFY] with NO PROPOSAL CHOSEN error
115915 Default RECV Informational [HASH] [DEL]

115915 Default CNXVPN1-Pl deleted

e e

If you have an « NO PROPOSAL CHOSEN » error, check that the « Phase 2 » encryption algorithms are the
same on each side of the VPN Tunnel.

Check « Phase 1 » algorithms if you have this:

115911 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [SA] [VID]
115911 Default RECV Informational [NOTIFY] with NO PROPOSAL CHOSEN error

5.6 «INVALID ID INFORMATION » error

122623 Default (SA CNXVPN1l-P1l) SEND phase
122625 Default (SA CNXVPN1-P1l) RECV phase

( Main Mode [SA] [VID]
(
122625 Default (SA CNXVPN1l-P1l) SEND phase
(
(

Main Mode [SA][VID]

Main Mode [KEY] [NONCE]

122626 Default (SA CNXVPN1-P1l) RECV phase Main Mode [KEY] [NONCE]

122626 Default (SA CNXVPN1l-P1l) SEND phase Main Mode [ID] [HASH] [NOTIFY]

122626 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]

122626 Default phase 1 done: initiator id ¢364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SA] [KEY] [ID] [HASH] [NONCE]

122626 Default RECV Informational [HASH] [NOTIFY] with INVALID ID INFORMATION error

122626 Default RECV Informational [HASH] [DEL]

122626 Default CNXVPN1-Pl deleted

el

If you have an « INVALID ID INFORMATION » error, check if « Phase 2 » ID (local address and network
address) is correct and match what is expected by the remote endpoint.

Check also ID type (“Subnet address” and “Single address”). If network mask is not check, you are using a
IPV4_ADDR type (and not a IPV4_SUBNET type).

5.7 I clicked on “Open tunnel”, but nothing happens.

Read logs of each VPN tunnel endpoint. IKE requests can be dropped by firewalls. An IPSec Client uses UDP
port 500 and protocol ESP (protocol 50).

5.8 The VPN tunnel is up but | can’t ping !

If the VPN tunnel is up, but you still cannot ping the remote LAN, here are a few guidelines:
e Check Phase 2 settings: VPN Client address and Remote LAN address. Usually, VPN Client IP address
should not belong to the remote LAN subnet
e Once VPN tunnel is up, packets are sent with ESP protocol. This protocol can be blocked by firewall.
Check that every device between the client and the VPN server does accept ESP
o Check your VPN server logs. Packets can be dropped by one of its firewall rules.
e  Check your ISP support ESP

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © 2001-2011 13/16
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o If you still cannot ping, follow ICMP traffic on VPN server LAN interface and on LAN computer interface
(with Wireshark for example). You will have an indication that encryption works.

e  Check the “default gateway” value in VPN Server LAN. A target on your remote LAN can receive pings
but does not answer because there is a no “Default gateway” setting.

o You cannot access to the computers in the LAN by their name. You must specify their IP address inside
the LAN.

e We recommend you to install Wireshark (http://www.wireshark.org) on one of your target computer. You
can check that your pings arrive inside the LAN.

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © 2001-2011 14/16
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6 Contacts

News and updates on TheGreenBow web site: http://www.thegreenbow.com

Technical support by email at support@thegreenbow.com

Sales contacts by email at sales@thegreenbow.com
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