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1 Introduction

1.1 Goal of this document

This configuration guide describes how to configure TheGreenBow IPsec VPN Client software with a Dynfi VPN
router to establish VPN connections for remote access to corporate network.

1.2 VPN Network topology

In our VPN network example (diagram hereafter), we will connect TheGreenBow IPsec VPN Client software to
the LAN behind the Dynfi router. The VPN client is connected to the Internet with a DSL connection or through
a LAN. All the addresses in this document are given for example purpose.

IPsec VPN Client
as seen on LAN

mygateway.dyndns.org

192.168.30.1

192.168.30.78

IPsec VPN Client
(Remote)
192.168.1.154

192.168.30.3

1.3 Dynfi Restrictions

No known restrictions

1.4 Dynfi VPN Gateway

Our tests and VPN configuration have been conducted with Dynfi 20.0.

1.5 Dynfi VPN Gateway product info

It is critical that users find all necessary information about Dynfi Gateway. All product info, User Guide and
knowledge base for the Dynfi Gateway <can be found on the Dynfi website:
https://dynfi.com/documentation/

Dynfi Product page https://dynfi.com/ \
Dynfi User Guide https://dynfi.com/documentation/ \
Dynfi FAQ https://dynfi.com/faq \
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2 Dynfi VPN configuration

This section describes how to build an IPsec VPN configuration with your Dynfi router.

Once connected to your Dynfi gateway, if it is not already done, you need to import or create the Certification
Authorities (CA). To do so, click on the “System > Trust > Authorities” menu then on the “Add” button.

Authorities

- The Certificate Authority "CATGBDynFi" will be used to certify the configuration certificates
erohcates
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Now click on the “System > Trust > Authorities” menu to create or import the certificates. For our example, we
will create / import 2 certificates :

- The gateway certificate: 192.168.1.154.

- The user certificate: qa.

DynFi

o

Certificates

The "qa® certificate s a user certificate, It will be imported in the TheGreenBow VPN Client

4 N\
(<}

- J

- ~
(o]

\ J

The "192.168 1.154" carnficate Is a gateway certihoate

It will be used in the gateway configuration "Phase 1 proposal (Authentication)
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You need to click on the “VPN > Tunnel Settings” menu and conflgure the gateway as follow:

@ DVI'IFI

Tumnel Settings
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Select the gateway

My IP address certificate previously
created / imported.

192.168.1.154 -

CATGBDynFi

Select the certificate
authority previously
created / imported

o

00D

e 28800

-
-
S
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OT

0l

O Marginti

Validate the configuration by clicking on the “Save” button.
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Then click on the “Mobile Clients” menu

& DynFi

(i)
Mobile Clients

@ Virtual /

10.70.70.0

O Networl

Validate the configuration by clicking on the “Save” button.
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3 TheGreenBow IPsec VPN Client configuration

This section describes the required configuration to connect to a Dynfi router via VPN connections.
To download the Ilatest release of TheGreenBow IPsec VPN Client software, please go to

http://www.thegreenbow.com/vpn_products.html

3.1 VPN Client - IKE Auth Configuration

& TheGreenBow VPN Enterprise

Configuration Tools ?

THEGREENBOL

Secure Connections

Ikev2Gateway: IKE Auth
Authentication  Protocol Gateway Certificate

The remote VPN

[Z] VPN Configuration Gateway IP address is

=7 IKE V1 either an explicit IP
@ IE]E 1K2E V1 Parameters i & " address or a DNS Name
B KE V. emote Gatew
i 8.3 Ikev2Gateway
" Ikev2Tunnel Interface  Any

E] SSL
Remote Gateway = mygateway.dyndns.org

Authentication
O Preshared Key
Confirm

® Certificate

O EAP EAP popup
Login

Password Multiple AUTH support

Cryptography
Encryption  AES CBC 256
Authentication SHA2 384

Key Group DH14 (MODP 2048) -

@ VPN Client ready
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& TheGreenBow VPN Enterprise S a X

Configuration Tools ?

THEGREENBOW  Secure Connections

Ikev2Gateway: IKE Auth

[Z] VPN Configuration Authentication  Protocol Gateway Certificate
=7 IKE V1
-[E] IKE V1 Parameters
=7 IKEV2 )
= Ikev2Gateway Identity
‘-0 Ikev2Tunnel
-7 ssL Local ID DER ASN1 DN . | C=FR,ST=IDF,L=PARIS, O = 0U
Remote ID  IPV4 Address . | 192.168.1.154
Advanced features
Fragmentation [
IKE Port | 500 ‘ Enable NATT offset
NAT Port | 4500
Childless []

@ VPN Client ready
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& TheGreenBow VPN Enterprise S a X

Configuration Tools ?

THEGREENBOW  Secure Connections

Ikev2Gateway: IKE Auth

[Z] VPN Configuration Authentication ~ Protocol Gateway Certificate
=7 IKE V1
-[E] IKE V1 Parameters
=7 IKE V2 Choose a Certificate in the list below, or select a new Certificate by clicking on the button 'Import
e =l Ikev2Gateway Certificate...’.
‘-0 Ikev2Tunnel
-7 ssL Certificate Common Name Delivered by Expires
[=] VPN Configuration File
@ ga ca-tgb-dynfi 03-05-2023

[# Axalto Cryptofiex .NET

Import in the TheGreenBow VPN
Client the user certificate
previously created / imported

View Certificate... Import Certificate... CA Management...

( J | More PKI Options...

@ VPN Client ready
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3.2 VPN Client Phase 2 (Child SA) Configuration

& TheGreenBow VPN Enterprise e a X

Configuration Tools ?

THEGREENBOW  Secure Connections

Ikev2Tunnel: Child SA

W Child SA  Advanced Automation Remote Sharing IPV4
=% IKE V1
- [E] IKE V1 Parameters
=-[= IKE V2 Traffic selectors
- D lke_vZGateway VPN Client address [ IO JS i R
£3 ssL *. —— . Virtual IP address and
Remote LAN

Addresstype  Subnet address address/subnet will be

sent by Gateway
through Mode CP

Remote LAN address GG OO

Subnet mask e , O . B .0

¥ Request configuration from the gateway
Cryptography

Encryption ' AES CBC 256 v

Integrity SHA2 384 v

<

Diffie-Hellman | DH14 (MODP 2048)

Extended Sequence Number  Auto v

Child SA Lifetme = 1800 sec.

@ VPN Client ready

The configuration of the other tabs is left by default
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3.3 Open IPsec VPN tunnels

Once both Dynfi router and TheGreenBow IPsec VPN Client software have been configured accordingly, you
are ready to open VPN tunnels. First make sure you enable your firewall with IPsec traffic.

Select menu "Configuration" and "Save" to take into account all modifications we've made on your VPN
Client configuration.

Double Click on your Child SA tunnel name or Click "Open" button in Connection panel to open tunnel.

Select menu "Tools" and "Console" if you want to access to the IPsec VPN logs. The following example
shows a successful connection between TheGreenBow IPsec VPN Client and a Dynfi router.

& VPN Comole ACTHE - o X

|

20200205 14 32-59:722 TIEV2_Diev2Ganeway SEHD DE_SA_INIT [HORJ [SA] INOMCEPWNAT _DETECTION_SOURCE P} INOWAT_DETECTION_DESTINATION F)1(FE)

| 20200805 14: 3299: 737 THEV2_fkev2Gatensy RECV DE_SA_DET [FOR]ININALID_CE_PAYLGADY

130200805 14:32 56:737 TXEV2_[kev2Gateway SEND IXE_SA_INGT [HORS[SA]INONCE]INQWAT_DETECTION_SOURCE [PJINQNAT_DETECTION, DESTINATION_F)]0E)

| 20200805 14:32:99:209 TIEV2_[hmy Matemay RECY I_SA_DET [MOR)[SAJ K] INONCE] ININAT_DETZCTION SOURCE_JP])(NINAT_DETECTION_DESTINATION_IPH IN(NTTP_CIRT_LOOKP_SUPPOR TED]][CER TREQ](VID VD) [viDd
| 20200805 14:32 59:353 THEY2_Dirv2Gatemay XE SA 157 92307 126 15196843 R-SPL G FEFADSATE A

| 2020080 14:32: 9353 TXEVZ_[hev2Gatemay SEND DE_AUTH [HOR] (20 [AUTH (] [SATTSA TS FNINITLAL_CONTACTIFIN(ESP_TPC_PADCING_MOT_SUPPORTIDN

120200805 £4:32-50-972 TIEV2Patv JGatemay RECY IXE AUTH (HOR [0 [{AITH) [P [SA] (TS0 TS N(ESP_TFC_PADCING_NOT _SLPPORTED)S NN FIRST_FRAGMENTS ALSDY
| 20200805 1412 59:504 TIEV2_[hev 2Gateway Oubound 51 CATSS472 162, 300, 2.9/23%, 255,285,255 = 152,168, 1,0/28%.235.255,0

120200305 $4: 32-50:384 TIEV2_Diev 2oateway Inhaund SPT FO252040 192, 163 1.0/255.255.256.0 = > 192, 368.2.9/255.265.255.255

120200805 14: 3300005 THEVI_fhev2Gatemay KE CHED renewal 11 1366 seconds {14:5%:06)

[ 20300805 +4:33:00:008 TXEC2 Dharv2Gatemay 3 AT renewal 1 1792 secsos (15:01:22)

| 20200805 1% 3300:005 TXEV2_Thev2Getemay (VrtusTtf] Vrtusl interface propery configured for mstance | and Itfindex 13

Sample log
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4 Tools in case of trouble

Configuring an IPsec VPN tunnel can be a hard task. One missing parameter can prevent a VPN connection
from being established. Some tools are available to find source of troubles during a VPN establishment.

4.1 A good network analyser: Wireshark

Wireshark is a free software that can be used for packet and traffic analysis. It shows IP or TCP packets
received on a network card. This tool is available on website www.wireshark.org. It can be used to follow
protocol exchange between two devices. For installation and use details, read its specific documentation
(www.wireshark.org/docs/).

| N |sstmp 1] ~| Bxpresson,.  + Acobcuer ce fitre | Acpkouer ce fitre
= Tine Source Destnaton Frotocol Length o
| 18 -12.903581 192,163.200.8 £5.152.180.74 ISHMP 1278 IKE_SA_INIT MID=08 Initistor Request
| 17 -14.9328%4 88,162,188, 74 192.168.200.8 1Sanie 1315 IKE_SA INLY MI0=08 Responder Response
19 ~14.5@1354 192.168.200.8 85.152.188.74 1Sap 187 IKE_AUTH MID=@l Initiator Wegquest
21 -14.042711 88.162,182.74 192,168,200, 8 15009 202 IKE_MITH MID=01 Responder Response
227 -7.345752 152.168.290.8 £8.152.188.74 ISP 142 INFORSATIONAL MID-82 Initiator Reguest
228 -7.940042  192.168.200.0 84.162,100.24 180009 142 INFORMATIONAL MID=83 Initistor Reguest
235 -7.854043 B8.162.188.74 i192.16@.208.8 1A% 142 INFORMATIONAL MID-@2 Respander Response
237 -7.0894042 08.162.188.74 192,168.200.8 15a0e 132 INFORMATIONAL MID=83 Responder Sesponse
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5 VPN IPsec Troubleshooting

5.1 “NO_PROPOSAL_CHOSEN” error (wrong IKE Auth)

20XX0913 16:08:53:387 TIKEV2 Tunnel SEND IKE SA INIT
[HDR] [SA] [NONCE] [N (NAT DETECTION SOURCE IP)] [N(NAT DETECTION DESTINATION IP)] [KE] [VID] [N (FR
AGMENTATION SUPPORTED) ]

20XX0913 16:08:53:419 TIKEV2 Tunnel RECV IKE SA INIT [HDR] [N(NO PROPOSAIL CHOSEN) ]

If you have an “NO_PROPOSAL_CHOSEN” error you might have a wrong Phase 1 [IKE Auth], check if the
encryption algorithms are the same on each side of the VPN tunnel.

5.2 “AUTHENTICATION_FAILED” error

20XX0913 16:15:22:032 TIKEVZ Tunnel RECV IKE AUTH [HDR] [N(AUTHENTICATION FAILED) ]
20XX0913 16:15:22:032 TIKEVZ Tunnel Remote endpoint sends error AUTHENTICATION FAILED

If you have an “AUTHENTICATION_FAILED” error, it means that the certificate or the Pre-shared key is not
matching. Check the Gateway if the user certificate or Pre-shared key is valid.

5.3 “No user certificate available for the connection” error

20XX0913 16:18:07:491 TIKEV2 Tunnel RECV IKE SA INIT
[HDR] [SA] [KE] [NONCE] [N (NAT DETECTION SOURCE IP)][N(NAT DETECTION DESTINATION IP)][CERTREQ] [
N (FRAGMENTATION SUPPORTED) ] [N (MULTIPLE AUTH SUPPORTED) ]

20XX0913 16:18:07:491 TIKEV2 Tunnel IKE SA I-SPI 8D4467C52C91C316 R-SPI 9DFOFOE4A91F8867
20XX0913 16:18:07:491 TIKEV2 Tunnel No user certificate available for the connexion

20XX0913 16:18:07:491 TIKEVZ Tunnel Connection aborted.

Check if the certificate is selected or the Token (smartcard) is available on the computer.
5.4 “Remote ID rejected” error
20180913 16:24:32:087 TIKEVZ Tunnel ID types do not match. Expecting ID RFC822 ADDR.

Receiving ID DER ASN1 DN
20180913 16:24:32:087 TIKEV2 Tunnel Remote IDr rejected

The “Remote ID” value (see “Protocol” tab) does not match what the remote endpoint is expected.
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5.5 “NO_PROPOSAL_CHOSEN” error (wrong CHILD SA)

20XX0913 16:25:14:933 TIKEV2 Tunnel SEND IKE SA INIT
[HDR] [SA] [NONCE] [N (NAT DETECTION SOURCE IP)] [N (NAT DETECTION DESTINATION IP)][KE] [N (FRAGMEN
TATION SUPPORTED) ]

20XX0913 16:25:15:118 TIKEV2 Tunnel RECV IKE SA INIT
[HDR] [SA] [KE] [NONCE] [N (NAT DETECTION SOURCE IP)] [N(NAT DETECTION DESTINATION IP)] [CERTREQ] [
N (MULTIPLE AUTH SUPPORTED) ]

20xX0913 16:25:15:118 TIKEV2 Tunnel IKE SA I-SPI E389FC49EE7078F1 R-SPI 00F37D557ED307FC

20XX0913 16:25:15:118 TIKEV2 Tunnel SEND IKE AUTH
[HDR] [IDi] [CERT] [CERTREQ] [AUTH] [CP] [SA] [TSi] [TSr] [N (INITIAL CONTACT)] [N(ESP_TFC PADDING NOT
_ SUPPORTED) ]

20XX0913 16:25:15:165 TIKEV2 Tunnel RECV IKE AUTH

[HDR] [IDr] [CERT] [AUTH] [CP] [N (AUTH LIFETIME) ] [N (NO PROPOSAL CHOSEN) ]

20XX0913 16:25:15:165 TIKEVZ Tunnel IKE AUTH renewal in 1654 seconds (16:52:49)

20XX0913 16:25:15:165 TIKEV27Tunnel SEND CHILD SA
[HDR] [SA] [NONCE] [KE] [TSi] [TSr] [N(ESP_TFC PADDING NOT SUPPORTED) ]

20XX0913 16:25:15:202 TIKEV27Tunnel RECV CHILD SA [HDR] [N (NO PROPOSAL CHOSEN) ]

20XX0913 16:25:15:202 TIKEVZ Tunnel Remote endpoint sends error NO PROPOSAL CHOSEN

20XX0913 16:25:15:202 TIKEV2 Tunnel SEND INFORMATIONAL [HDR] [DELETE]

If you have an “NO_PROPOSAL_CHOSEN" error, check that the “Child SA” encryption algorithms are the same
on each side of the VPN Tunnel.

5.6 “FAILED_CP_REQUIRED” error

20XX0913 16:29:46:780 TIKEV2 Tunnel RECV IKE AUTH
[HDR] [IDr] [CERT] [AUTH] [N (AUTH LIFETIME) ] [N(FAILED CP REQUIRED) ] [N(TS UNACCEPTABLE) ]

20180913 16:29:46:780 TIKEV2 Tunnel Remote endpoint sends error FAILED CP REQUIRED

20XX0913 16:29:46:780 TIKEV2Z Tunnel Remote endpoint is expecting a configuration request
from the client

If you have an “FAILED _CP_REQUIRED” error, then the Gateway is configured to use Mode CP. Go to Traffic

selectors and enable "Request configuration from the gateway".

5.7 |Iclicked on “Open tunnel”, but nothing happens.

20XX1003 11:08:34:031 [VPNCONF] TGBIKE STARTED received

20XX1003 11:21:34:379 TIKEVZ2 VvRHEL75 SEND IKE SA INIT
[HDR] [SA] [NONCE] [N (NAT DETECTION SOURCE IP)] [N (NAT DETECTION DESTINATION IP)] [KE]
20XX1003 11:21:39:397 TIKEVZ2 vRHEL75 SEND IKE SA INIT
[HDR] [SA] [NONCE] [N (NAT DETECTION SOURCE IP)] [N(NAT DETECTION DESTINATION IP)] [KE]
20XX1003 11:21:44:409 TIKEVZ2 VvRHEL75 SEND IKE SA INIT

[HDR] [SA] [NONCE] [N (NAT DETECTION SOURCE IP)] [N (NAT DETECTION DESTINATION IP)] [KE]
20XX1003 11:21:49:423 TIKEVZ VvRHEL75 3 attempts with no response. Aborting connection.

Read logs of each VPN tunnel endpoint. IKE requests can be dropped by firewalls. An IPsec Client uses UDP

port 500.
Check if the remote server is online.
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5.8 The VPN tunnel is up but | can’t ping!

If the VPN tunnel is up, but you still cannot ping the remote LAN, here are a few guidelines:

Check Child SA settings: VPN Client address and Remote LAN address. Usually, VPN Client IP address
should not belong to the remote LAN subnet

Once VPN tunnel is up, packets are sent with ESP protocol. This protocol can be blocked by firewall. Check
that every device between the client and the VPN server does accept ESP

Check your VPN server logs. Packets can be dropped by one of its firewall rules.
Check your ISP support ESP and if the protocol 50 is allowed to pass traffic in your firewalls.

If you still cannot ping, follow ICMP traffic on VPN server LAN interface and on LAN computer interface
(with Wireshark for example). You will have an indication that encryption works.

Check the “default gateway” value in VPN Server LAN. A target on your remote LAN can receive pings but
does not answer because there is a no “Default gateway” setting.

You cannot access to the computers in the LAN by their name. You must specify their IP address inside the
LAN.

We recommend you to install Wireshark (www.wireshark.org) on one of your target computers. You can
check that your pings arrive inside the LAN.
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6 Contacts

News and updates on TheGreenBow web site: www.thegreenbow.com
Technical support by email at: support@thegreenbow.com

Sales contacts by email at: sales@thegreenbow.com
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