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1 Introduction

1.1 Goal of this document

This configuration guide describes how to configure TheGreenBow IPSec VPN Client with a Linux StrongS/Wan,

FreeS/Wan or OpenS/Wan VPN router.
Llnuxf\
T

2 . 4 ._,‘_,-4-,
For more information about various version of Linux IPSec please refer to those websites:

?  Linux StrongSwan Version V2.1.3 (http://www.strongswan.org/)

?  Linux FreeSWan Version V1.9.9 oder VV2.0.6 (http://www.freeswan.org/)

?  Linux OpenSWan Version V2.1.2 (http://www.openswan.org/)

?  Patches for X.509-Certifikate (http://mww.strongsec.com/), AES-Patches, NAT Traversal, Notify-Delete

This document has been written by CapLaser s.a. (www.caplaser.fr).

1.2 VPN Network topology

In our VPN network example (diagram hereafter), we will connect TheGreenBow IPSec VPN Client to the LAN
behind the Linux gateway. The VPN client is connected to the Internet with a DSL connection or through a LAN.
All the addresses in this document are given for example purpose.

IPSec VPN Client mygateway.dyndns.org 192.168.1.3

(Remote) 0r213190.70.35 19216811 l
l 0,

Linux

VPN Client Virtual IP addr
(192.168.100.155)

Jp

192.168.1.78

]
—

IPSec VPN Client

(as seen on the LAN)

1.3 Linux VPN Gateway

Our tests and VPN configuration have been conducted with Linux Redhat 8. Linux Redhat 8 must be installed and
updated with GRUB as a boot loader.

The RPMS of Linux StrongS/wan can be downloaded from http :/iwww.lamerzklan.de/~eldoc/strongswan.

You'll need a RPM pack from the kernel compatible with your hardware. In this document, we've been using the
RPM kernel-2.4.26-4.ipsec.i386.rpm and StrongS/wan commands: strongswan-userland-2.0.2-rh8.i386.rpm.
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2 Linux system installation

Installation starts with the new kernel compiled with IPSec VPN using the following command « rpm —ivh kernel-
2.4.26-4.ipsec.i386.rpm ».

Check that this kernel is the default kernel within the grub.conf file, which is not always the case. Modify grub.conf
if necessary. To do so, replace the correct value in the field « default=x ».

Then, install the pack strongswan-userland-2.0.2-rh8.i386.rpm using the following command « rpm —ivh
strongswan-userland-2.0.2-rh8.i386.rpm ».

Using command « ntsysv », check that IPSec daemon is selected to start when the machine boots. Then reboot
the machine.
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3 Linux VPN configuration

This section describes how to build an IPSec VPN configuration with your Linux VPN gateway. Documentation
from NAT CARLSON website (http ://www.natecarlson.com/linux/ipsec-x509.php) has been used to configure
Certificates on the Linux VPN Gateway.

Linux StrongSwan being a fork project of FreeSwan and similar to OpenSwan project from upon this
documentation is based.

3.1 Installation of your Certificate Authority
1) Open the file /usr/share/ssl/openssl.cnf. This contains default values for OpenSSL Certificate generation.
You'll need to change following options:

‘default_days ": This is the duration, in days, during which your certificates will be valid, and the default value is
365 days, that is to say 1 year. A value of ' 3650 ' will give 10 years of validity to our certificates. Remember it can
be revoked anytime.

'[ req_distinguished_name ] ": You don't really need to change the options below the req_distinguished_name;
they are only default values (such as the place, the name of company, etc.) for the generation of certificates. It is
easier to type them here than to change them for each certificate creation.

2) Create a file to store your CA. You can use something like /var/ssica; you may chose the name you want.
Change the permissions of the folder into 700, so that people cannot reach the private keys, which they are not
supposed to reach.

3) Publish script /usr/share/ssl/misc/CA, and set the line which indicates ' DAYS="days 365" ' with a very high
number (this indicates how long the certificate of the authority of certificate is valid.) Make sure that this number is
higher than the value of the step 1; or Windows can not accept your Certificates. Note that if this number is too
high, it can cause problems.

4) Launch command 'CA -newca ": answer questions using examples below with settings of your network.

I nputs are Redandconments are Bl ue.

Never use non non-alphanumeric characters (e.g. -,+, /,...)

nat e@xanpl e: ~/ ssl ca$/usr/share/ ssl/ m sc/ CA-newca
CA certificate filenane (or enter to create)
(enter)

Maki ng CA certificate ...

Usi ng configuration from/usr/lib/ssl/openssl.cnf
Generating a 1024 bit RSA private key

+++
........................................ +++

writing new private key to './denoCA/ private/./cakey. peni

Enter PEM pass phrase: (enter password) That's the password you'll to

create other certificates.
Verifying password- Enter PEM pass phrase(repeat password)
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You are about to be asked to enter information that will be incorporated
into your certificate request.

VWhat you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can | eave sonme bl ank

For sone fields there will be adefault val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US(enter) Enter country code, FR for
France

State or Province Nanme (full nanme) [SomeState]: State(enter) Enter your
state/ province, for exanple M diPyrenees

Locality Nane (eg, city) []City(enter) Enter City nanme

Organi zation Nanme (eg, conpany) [Internet Wdgits Pty Ltd]:

Exanmpl eCo(enter) Enter conpany name (or leave it blanc)

Organi zational Unit Name (eg, section) [](enter) can be left blanc

Common Nare (eg, YOUR nane) []CA(enter) Enter the name of your Certificate
Aut hority

Emai | Address []:ca@xanpl e.comenter)

nat e@xanpl e: ~/ ssl ca$

Also let's create a crl file, which you will need on your gateway:

nat e@xanpl e: ~/ ssl ca$openssl ca -gencrl -out crl.pem

You will have to update this CRL file each time you revoke a certificate.

It is done; you now have your own Certificate Authority, which you can use to produce the Certificates. Now, you
will have to produce of a certificate for each machine that will establish an IPSec connection. This includes the
gateway, and each one of your VPN Client machine.

3.2 Generate a Certificate for the Gateway
The following section details how to create a certificate, and to convert it into the right format for Windows.

Once more, we'll use the CA script but this time it will be used to sign Certificates instead of creating a new
"Certificate Authority".

nat e@xanpl e: ~/ ssl ca$/ usr/share/ ssl/ m sc/ CA- new eq
Usi ng configuration from/usr/lib/ssl/openssl.cnf
Generating a 1024 bit RSA private key
................................... +++
............................... +++
writing new private key to 'new eq. pem

Enter PEM pass phrase: (enter password) Password to encrypt the new private
key of the certificate.

Verifying password- Enter PEM pass phrase(repeat password)

You are about to be asked to enter information that will be incorporated
into your certificate request.

VWhat you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields bt you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AUUS(enter)

State or Province Name (full nane) [SoneState]:State(enter)

Locality Name (eg, city) []:City(enter)

Organi zation Nanme (eg, conpany) [Internet Wdgits Pty LtdExanpl eCo(enter)
Organi zational Unit Name (eg, section) [](tenter)

Common Nane (eg, YOUR nane) []host.exanple.com(enter) This can be a

host nane, a real nane, an emil address, orpretty nuch anything.
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Emai | Address []:user @xanpl e.con(enter) (optional)

Pl ease enter the following '"extra' attributes
to be sent with your certificate request

A chal | enge password []:(enter)

An optional conmpany nanme []{enter)

Request (and private key)is in new eq. pem

You've just generated a certificate request. This is equivalent to sending a request to Thawte or Verisign to get a
Certificate you'd use in SSL. For you own need, you'll sign it with your own CA:

nat e@xanpl e: ~/ ssl ca$/usr/share/ ssl/msc/ CA -sign

Usi ng configuration from/usr/lib/ssl/openssl.cnf

Ent er PEM pass phrase: (password you' ve entered while creating the CA)
Check that the request matches the signature

Si gnature ok

The Subj ects Distinguished Nane is as foll ows

countryNanme : PRI NTALE: ' US'

st at eOr Provi nceNanme : PRI NTABLE: ' St at e’

| ocal ityNane : PRI NTABLE: ' City'

organi zati onNane : PRI NTABLE: ' Exanpl eCo'

commonNane : PRI NTABLE: ' host . exanpl e. conl

emai | Address : |1 A5SSTRI NG ' user @xanpl e. com

Certificate is to be certified until Feb 13 16:28:4@012 GVI' (3650 days)
Sign the certificate? [y/n]y(enter)

1 out of 1 certificate requests certified, conmt? [y/n)enter)
Wite out database with 1 new entries

Dat a Base Updat ed

Signed certificate is in newcert.pem

Then, just rename created files for easier use in future.
nat e@xanpl e: ~/ ssl ca$ mv newcert. pem host. exanpl e. com pem
nat e@xanpl e: ~/ ssl ca$ nv new eq. pem host. exanpl e. com key

That all you need to do for the OpenSwan gateway - You will need these two files as well as the ‘cacert.pem'’ file
created in the file ' demoCA', and the ' crl.pem' file generated earlier, as explained further in upcoming sections.

3.3 Certificate creation for TheGreenbow VPN Client

The creation of the certificate of the VPN Client is made exactly same manner as for the gateway. However, use
winhost.example.com, instead of host.example.com in the procedure in order to distinguish the certificates.

It is then necessary to convert this certificate with the P12 format recognized by Windows.

$ openssl pkcsl2-export -in wi nhost.exampl e. com pem-i nkey
wi nhost . exanpl e. com key -certfil e denoCA/ cacert. pem out
wi nhost . exanpl e. com pl12
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3.4 Installation des certificats

Install the files at their appropriate location (create the files of destination if the RPM did not do that for you):

cp /var/sslcal host.exanpl e.comkey /etc/ipsec.d/private

cp /var/sslcal/ host.exanple.compem/etc/ipsec.d/certs

cp /var/sslcal/w nhost.exanple.comkey /etc/ipsec.d/private
cp /var/ssl ca/w nhost.exanple.compem/etc/ipsec.d/certs
cp /var/sslcal denoCA/ cacertpem /etc/ipsec. d/ cacerts

cp /var/sslcal/crl.pem/etc/ipsec.d/crls/crl.pem

A AR HPR

Once the P12 Certificate for VPN Client is created, save it on a USB Stick memory (removable disk).

3.5 Configuration of OpenSwan on the gateway

For information, the machine used for tests is called fw2.caplaser.net and the certificates were created with this
name. Adapt the following lines to your case.

3.5.1 Configuration of ipsec.secrets file
Add the following line to the /etc/ipsec.secrets file:
RSA host . exanpl e. com key "password"”
The password indicated here is the password used at the time of the creation of SSL Certificate.

Here the ipsec.secrets file resulting from the tests where the contents of the root certificate has been removed
because it's too big.

RSA{
# RSA 2192 bits fw2.capl aser. net Fri Sep 24 13:26 :26 2004
# for signatures only, UNSAFE FOR ENCRYPTI ON
# Quite sone stuff already in there that nust not be renopved to
pl ease the “ipsec verify” conmand that mght not like it
}
# do not change the indenting of tha «} »
# Added line
RSA fw2. capl aser. net. key "password"”

3.5.2 Configuration of ipsec.conf file
Here the ipsec.conf file:

# letclipsec.conf — strongSwan IPSec configuration file
# RCSID $Id: ipsec.conf.in,v 1.2 2004/03/15 21:03 : 06 as Exp $

# This file: [usr/share/doc/freeswan/ipsec.confsanple
#

# Manual i psec.conf.5

#

# Help :

# http://ww. strongsec. conl freeswan/install.htm

ver sion 2.0 # confornms to second version of ipsec.conf
specification
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# basic configuration
config setup

i nterfaces=%lefaul troute

nat _traversal =yes

virtual _private=%4:10.0.0.0/8, %4:172.16.0.0/12, %v4:192. 168. 0.
0/ 16

# Debug-1ogging controls: « none » for (al nost) none, «all »
for |ots.

Kl i psdebug=none

pl ut odebug=none

# crl checkinterval =600

# strictcrl policy=yes

conn %ef aul t
keyingtries=1
conpr ess=yes
di sabl earri val check=no
aut hby=rsasig
| eftrsasi gkey=%ert
ri ghtrsasi gkey=%ert

# OE policy groups are disabled by default
conn bl ock
aut o=i gnore

conn cl ear
aut o=i gnore

conn private
aut o=i gnore

conn private or-clear
aut o=i gnore

conn cl ear-or-private
aut o=i gnore

conn packet defaul t
aut o=i gnore

# Add connecti ons here.

Conn roadwarri or- net
| ef t subnet =192. 168. 1. 0/ 24
al so=r oadwarri or

conn roadwarri or
| ef t =%ef aul troute
| eftcert=fw2. capl aser. net. pem
ri ght =%any
ri ght subnet =vhost : %o, %priv
aut o=add
pf s=yes
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3.5.3 Start IPSec service
Once configured, IPSec service can be started with the following command:
/etc/init.d/ipsec restart

You can use "restart" instead of "start", because the RPM activates the IPSec service and the machine has
been rebooted already. Therefore the IPSec service is already under operation with the default configuration.

The Linux StrongSwan logs can indicate configuration problems and are locatedin/ var /| og/ secur e

The field "net.ipv4.ip_forward" in the file "/etc/sysctl.conf" must be set to 1, then launch command:
/etc/init.d/ network restart

Check that MASQUERADE is active for the outgoing traffic to the Internet. In case it is not active, then launch
command:

i ptabl es -t nat —A POSTROUTI NG-0 et h0O -j MASQUERADE
i pt abl es-save > /etc/sysconfig/iptables

You must replace "interface eth0" with your machine interface to the Internet (e.g. pppO for DSL). Look at
documentation on routing and firewall for more information.

Other useful command lines:

mount /mt/fl oppy
copy non_certificat.pl2 /mt/fl oppy
unmount /mt/fl oppy
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4  TheGreenBow IPSec VPN Client configuration

Create the necessary certificates from the P12 file copied previously from the server and copy them in the folder
of your choice (also look at http://www.thegreenbow.fr/doc/greenbow-x509.pdf ).

Launch TheGreenBow IPSec VPN Client with the icon on your Windows desktop and VPN client

application icon should appear on the task bar @ﬁﬂ&" boss

4.1 VPN Client Phase 1 (IKE) Configuration

You must create a new Phase 1 and modifying "Remote Gateway Address" with the Internet fixed IP address of
your Linux gateway (i.e. 213.190.70.35).

oo Pl e

Eichier Configuration ¥PN  Cutils 2

-EGF . Sy S R
€88 Paramétras Mar |Crsvprl
€2 Connexions Interface i " :I

TR Farmrme Adresse routeur distant [213.190.70 35

=1 b Cniant;
& Crocvpnit  CiéPatagée |
ﬁ?u:mﬁ?rﬂar I
@ Cerfficat Impat des Certificats |
~IKE - ]
Chiffierent  |3DES = _"‘h""f‘.”_fe_'_l"
Authertification | MD5 - |
Groupe declé: |DH1'D24 “'I

Sauver et Appliquer

| \WPH Tunnel ouvert Turnel: @

Phase 1 configuration
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Select "Certificate” and import the certificates that you have just created with the "Certificate” tool as indicated in
its documentation. Click on "Advanced .. " button and make a copy/paste of the value "DER ASN1 DN' created
by the "Certificate" tool.

[[ﬁ TheGreenBow VPN € lient E]@

EEEI:Fu:huH F'_+'|r|.r'|_|;|ural:||:|r| YEN. Ditls 7

- 12 -

|
u— T
VPN Client

Valeur: |/C=FR/ST=MidiPyrene

Tope: [DERASNION  +|

S Ethate [T

| E
ok ]_
Groupedecle [DH1024 ~] |
VPN Tunnel vt s ]
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4.2 VPN Client Phase 2 (IPSec) Configuration
You must create a Phase 2 (Configuration IPSec) as following:
T

& TheGreenBow VPN Ctient (]
Eichier Configuration ¥PH  Qutils 7
THI BOWw .

i v o SRR

@ Consols
€88 Paramétras Mam- |Crsépr]
q}% Connexions Adresze du Cl_ient’\;-'fF'N I 192 . 168 . 100 . 155
= @ Zanfiguration Type d'adiesse |.¢.dresse Subnet ;‘
2 gx%%ﬁ;ﬁ Sdiesse réseaudistant [ 192 168 . 1 . O

Masque Gseau | 255 256 , 285 . D

“ESP-

. ™ Duvrir automatiquement
Chiffremerit !ED'ES 3 au démanrage du Clisnt
Authenrtificaton !MDE -ri e g
I™ Ouwtir automatiquement

MD_HL_"E{ ITunneI -ri L ir_J'SEi[ﬁEin LISE
W PFS Gioupe |DH1024 ~| Duvii lotunnel |

Sauver et Appliquer |

| PN Tunnel auvert | Turnel: @

Phase 2 Configuration

4.3 Open IPSec VPN tunnels

Once both Linux router and TheGreenBow IPSec VPN Client have been configured accordingly, you are ready to
open VPN tunnels. First make sure you enable your firewall with IPSec traffic.

1. Click on "Save & Apply" to take into account all modifications we've made on your VPN Client configuration

2. Click on "Open Tunnel", or generate traffic that will automatically open a secure IPSec VPN Tunnel (e.g. ping,
IE browser)

3. Select "Connections" to see opened VPN Tunnels

4. Select "Console" if you want to access to the IPSec VPN logs and adjust filters to display less IPSec
messaging. The following example shows a successful connection between TheGreenBow IPSec VPN Client and
a Microsoft Windows 2000 Server.
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T AT DTSy T :.:.pl
|N0.. |Time Source Destination |F'r0tucn| |Inf0 |
1 ] E] ] ] 1.7 P Identity Protection (Main Mode)
2 0.153567 192.168.1.2 152.168.1.3 ISAKMP  Identity Protection (Main Mode)
3 0.205363 192.168.1.3 152.168.1.2 IsakmP  Identity Protection (Main mode)
4 0,257505  192.168.1.2 1592.168.1.3 IsakMP  Identity Protection (Main mMode)
5 0.300882 192.168.1.3 192.168.1.2 ISAKMP  Identity Protection (Main Mode)
6 0.310186 192.168.1.2 152.168.1.3 IsakmP  Identity Protection (Main mode)
7 0.313742 192.168.1.3 192.168,1.2 ISAaKMP ouick mMode
8 0.321913 192.1a68.1.2 192.168,1.3 ISAKMP  Quick Mode
G 0.323741  1%2.168.1.3 1592.168.1.2 ISAkKMP  Quick Mode
10 00334980 192.168.1.2 152.168.1.3 IsakMP  Quick mMode
11 0.651160 192.168.1.3 1592.168,1.2 ESP ESP (SPI=0x91%hfabc)
12 1.652568 192.168.1.3 152.168.1.2 EsSP ESP (SPI=0x91%hfabc)
13 1.653164 1%92.168.1.2 15%2.168.1.3 ESP ESP (SPI=0x53a5925e)
14 2.6593600 192.168.1.3 192.168,1.2 ESP ESP (SPI=0x919bfabc)
15 2.6594026 192.168.1.2 1592.168.1.3 ESP ESP (SPI=0x53a5925%e)
EHFrame 1 (142 bytes on wire, 142 bytes captured) A
EHEthernet II, src: 00:50:04:ad:f2:73, Dst: 00:10:h5:07:2F:FF |

IPSec VPN Router Configuration
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5 Tools in case of trouble

Configuring an IPSec VPN tunnel can be a hard task. One missing parameter can prevent a VPN connection
from being established. Some tools are available to find source of troubles during a VPN establishment.

5.1 A good network analyser: ethereal

Ethereal is free software that can be used for packet and traffic analysis. It shows IP or TCP packets received on
a network card. This tools is available on website http://www.ethereal.com/. It can be used to follow protocol
exchange between two devices. For installation and use details, read its specific documentation.

5.2 Netdiag.exe

Netdiag.exe can be found in Microsoft Windows 2000 Server Support Tools. Read Knowledge base article
Q257225 for more details.

In a window CMD.EXE, type “select netdiag /test :ipsec /debug”. Output will be:

E:"-.,'WINNT"-.,5y5ten‘|32"n.,cn1d.eue

IP Security test . . . . . . . . . = Passed

Local IPSec Policy Active: 'TheGreenBow’

IP Security Policy Path: SOFIWARE~Folicies“Microsoft Windows*IPSec Policy Lo
calvipzecPolicy{?375E462-A49A—4B02-BFBE—Y7C1270486C2 >

There ave 2 filters
Pas de nom
Filter Id: {BCAE?FIF-CD8?-4D2D-A%82-B?DYACEADS12>
Policy Id: {D?IAFEBE-4399-44C?-BES5-881ADSB52782>
IPSEC_POLICY Policyld = {DY3AFEBE-4399-44C?-BES5-881ADSBS2782%
Flags:- Bx8
Tunnel Addr: B.8.8.8
PHASE 2 OFFERS Count = 1
Offer H#A:
ESPL DES MD5S HMACI
Rekey: B seconds ~ B hytes.
AUTHENTICATION INFO Count = 1
Method = Preshared key: abcdef
Src Adde 192.168.1.2 Src Mask - 255.255.255.255
Dest Adde 192 .168.1.3 Dest Mask - 255.255.255_255
Tunnel Addr : 192.168.1.3 Syrc Port @ @ Dest Port - @
Protocol - @ TunnelFilter: Yes
Flags = Outhound
Paz de nom
Filter Id: {5BS55D33F-FCC1-4CD7-28B4-A2543B27AFFA>
Policy Id: {21D15F88—4CAD-495E-8656—E?CEF16BA767>
Src Addr : 192.168.1.3 Src Mask - 255.255.255.255
Dest Addr : 192.168.1.2 Dest Mask - 255.255.255_255
Tunnel Addr = 192.168.1.2 Syrc Port - @ Dest Port - O
Protocol - @ TunnelFilter: Yes
Flags = Inbound

The command completed successfully

E:“~Program Files“Support Tools>_
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6 VPN IPSec Troubleshooting
6.1 «PAYLOAD MALFORMED » error (wrong Phase 1 [SA])

114920 Default (SA CNXVPNL - P1) SEND phase 1 Main Mdde [SA][VID

114920 Default (SA CNXVPNL - P1) RECV phase 1 Main Mdde [NOTIFY]

114920 Default exchange_run: exchange_validate failed

114920 Default dropped nessage from 195.100.205.114 port 500 due to notification
type PAYLQAD MALFCRMVED

114920 Default SEND Informational [NOTIFY] with PAYLOAD MALFCRMED err or

If you have an « PAYLOAD MALFORMED » error you might have a wrong Phase 1 [SA], check if the encryption
algorithms are the same on each side of the VPN tunnel.

6.2 «INVALID COOKIE » error

115933 Default nessage_recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105
115933 Default dropped nessage from 195.100.205.114 port 500 due to notification
type INVALID COX | E

115933 Default SEND Informational [NOTIFY] with | NVALI D COXI E error

If you have an « INVALID COOKIE » error, it means that one of the endpoint is using a SA that is no more in use.
Reset the VPN connection on each side.

6.3 «no keystate » error

115315 Default (SA CNXVPNL - P1) SEND phase 1 Main Mode [SAI[VID

115317 Default (SA ONXVPNL -Pl) RECV phase 1 Main Mdde [SA][M D

115317 Default (SA CNXVPNL - P1) SEND phase 1 Main Mdde [KEY] [ NONCE]
115319 Default (SA CNXVPNL - P1) RECV phase 1 Main Mdde [KEY][NONCE ]
115319 Default (SA CNXVPNL - P1) SEND phase 1 Main Mdde [ID][HASH [ NOTI FY]

[
115319 Default ipsec_get_keystate: no keystate in | SAKMP SA 00B57C50

Check if the preshared key is correct or if the local ID is correct (see « Advanced » button). You should have
more information in the remote endpoint logs.

6.4 «received remote ID other than expected » error

120348 Default (SA CNXVPNL - P1) SEND phase 1 Main Mdde [SA][VID

120349 Default (SA ONXVPNL -Pl) RECV phase 1 Main Mdde [SA][M D

120349 Default (SA CNXVPNL - P1) SEND phase 1 Main Mdde [ KEY] [ NONCE]

120351 Default (SA CNXVPNL - P1) RECV phase 1 Main Mde [KEY] [ NONCE]

120351 Default (SA CNXVPNL - P1) SEND phase 1 Main Mdde [ID][HASH [ NOTI FY]

120351 Default (SA CNXVPNL - P1) RECV phase 1 Main Mde [ID][HASH [ NOTI FY]

120351 Default ike_phase 1 recv_ID received renote ID other than expected

suppor t @ hegr eenbow. f r

The « Remote ID » value (see « Advanced » Button) does not match what the remote endpoint is expected.

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © Sistech 2001-2005 16/19



Doc.Ref tgbvpn_ug_Linux_en

Doc.version |2.0 —Feb.2005

VPN version | 2.5x

6.5 «NO PROPOSAL CHOSEN » error

115911 Default (SA ONXVPNL - P1) SEND phase 1 Main Mode [SA[M D]

115913 Default (SA ONXVPNL -Pl) RECV phase 1 Main Mde [SA][M D

115913 Default (SA CNXVPNL - P1) SEND phase 1 Main Mde [

115915 Default (SA CNXVPNL - P1) RECV phase 1 Main Mbde [KEY][

115915 Default (SA CNXVPNL - P1) SEND phase 1 Main Mdde [ID][HASH [ NOTI FY]

115915 Default (SA CNXVPNL - P1) RECV phase 1 Main Mde [ID][HASH [ NOTI FY]

115915 Default phase 1 done: initiator id ¢364cd70: 195.100.205.112, responder id
c364cd72: 195.100. 205. 114, src: 195.100.205. 112 dst: 195.100. 205. 114

115915 Def aul t (SA CNXVPNL - CNXVPNL - P2) SEND phase 2 Qui ck Mode
[ SAl [ KEY] [ I D] [ HASH] [ NONCE]

115915 Default RECV Informational [HASH [NOTIFY] with NO PROPCSAL_CHOSEN error

115915 Default RECV Infornmational [HASH [ DEL]

115915 Default CNXVPNL - P1 del et ed

If you have an « NO PROPOSAL CHOSEN » error, check that the « Phase 2 » encryption algorithms are the
same on each side of the VPN Tunnel.

Check « Phase 1 » algorithms if you have this:

115911 Default (SA ONXVPNL - P1) SEND phase 1 Main Mode [SA[MI D]
115911 Default RECV Informational [NOTIFY] wth NO PROPCSAL_CHOSEN error

6.6 «INVALID ID INFORMATION » error

122623 Default (SA ONXVPNL - P1) SEND phase 1 Main Mode [SA [V D]

122625 Default (SA CONXVPNL-Pl) RECV phase 1 Main Mdde [SA][M D

122625 Default (SA ONXVPNL - P1) SEND phase 1 Main Mode [ KEY] [ NONCE]
122626 Default (SA CNXVPNL - P1) RECV phase 1 Main Mdde [KEY] [ NONCE]
122626 Default (SA CNXVPNL - P1) SEND phase 1 Main Mdde [ID][HASH [ NOTI FY]
122626 Default (SA CNXVPNL - P1) RECV phase 1 Main Mde [ID][HASH [ NOTI FY]

122626 Default phase 1 done: initiator id c¢364cd70: 195.100.205.112, responder id
€c364cd72: 195.100. 205. 114, src: 195.100.205. 112 dst: 195.100. 205. 114

122626 Def aul t (SA CNXVPNL - ONXVPNL - P2) SEND phase 2 Qi ck Mode
[ SA] [ KEY] [ I D] [ HASH| [ NCNCE]

122626 Default RECV Informational [HASH [NOTIFY] with | NVALI D | D | NFORVATI ON error
122626 Default RECV Informational [HASH [ DEL]

122626 Default CNXVPNL - P1 del et ed

If you have an « INVALID ID INFORMATION » error, check if « Phase 2 » ID (local address and network
address) is correct and match what is expected by the remote endpoint.

Check also ID type (“Subnet address™ and “Single address™). If network mask is not check, you are using a
IPV4_ADDR type (and not a IPV4_SUBNET type).

6.7 Iclicked on “Open tunnel”, but nothing happens.

Read logs of each VPN tunnel endpoint. IKE requests can be dropped by firewalls. An IPSec Client uses UDP
port 500 and protocol ESP (protocol 50).

6.8 The VPN tunnel is up but | cant ping !

If the VPN tunnel is up, but you still cannot ping the remote LAN, here are a few guidelines:
?  Check Phase 2 settings: VPN Client address and Remote LAN address. Usually, VPN Client IP address
should not belong to the remote LAN subnet
? Once VPN tunnel is up, packets are sent with ESP protocol. This protocol can be blocked by firewall.
Check that every device between the client and the VPN server does accept ESP
?  Check your VPN server logs. Packets can be dropped by one of its firewall rules.
?  Check your ISP support ESP
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?  If you still cannot ping, follow ICMP traffic on VPN server LAN interface and on LAN computer interface
(with Ethereal for example). You will have an indication that encryption works.

?  Check the “default gateway” value in VPN Server LAN. A target on your remote LAN can receive pings
but does not answer because there is a no “Default gateway” setting.

?  You cannot access to the computers in the LAN by their name. You must specify their IP address inside
the LAN.

?  We recommend you to install ethereal (http://www.ethereal.com) on one of your target computer. You
can check that your pings arrive inside the LAN.
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7 Contacts
News and updates on TheGreenBow web site : http:/mww.thegreenbow.com

Technical support by email at support@thegreenbow.com
Sales contacts at +33 1 43 12 39 37 ou by email at info@thegreenbow.com
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