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1 Introduction

1.1 Goal of this document

This configuration guide describes how to configure TheGreenBow IPSec VPN Client with a Qno VPN router.

1.2 VPN Network topology

In our VPN network example (diagram hereafter), we will connect TheGreenBow IPSec VPN Client to the LAN
behind the Qno router. The VPN client is connected to the Internet with a DSL connection or through a LAN. All
the addresses in this document are given for example purpose.

IPSec VPN Client 192.168.21.3

(Remote) qumtest3.3322.0or  192.168.21.1 l
mRy —. =L
Internet Q ~

QVM660
—=

[0

s
H
H

1B

192.168.21.78

gl

IPSec VPN Client
(as seen on the LAN)

1.3 Qno QVM660 Restrictions

No known restriction.

1.4 Qno QVM660 VPN Gateway
Our tests and VPN configuration have been conducted with Qno QVM660 firmware release 2.0.14.6RC2-Qno.

1.5 Qno QVM660 VPN Gateway product info

It is critical that users find all necessary information about Qno QVM660 VPN Gateway. All product info, User
Guide and knowledge base for the Qno QVM660 VPN Gateway can be found on the Qno website:
www.gno.com.tw/english/

e Qno QVM660 Product page: www.gno.com.tw/english/products.asp
e Qno QVM660 User Guide: http://www.gno.com.tw/english/qum660_specifications.asp
e Qno QVM660 download: http://www.gno.com.tw/english/soft.asp?id=16&Submit=Go
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2 Qno QVM660 VPN configuration

This section describes how to build an IPSec VPN configuration with your Qno QVM660 VPN router. First step
would be to login and go to ‘VPN' menu and then “Summary” to configure your router.

Click on “Add New Tunnel” for a new tunnel or “Edit" for an existing tunnel.

B
VPN => Summary
Advanced Setting PPTP Tunnel Humber : |D Tunnel(s) Used  [100 Tunnelcs) Available
IPSec + QnoKey Tunnel Humber : |1 Tunnel(s) Used 239 Tunnel(s) Available Advanced |
| Tool IPSec VPH Tunnel Humber : |1 Tunnelis) Used  [199 Tunnel(s) Available Detail |
Port Management
_ .Tunnel Status
" " |1 Tunnelrs) Enabied |1 Tunnelis) Defined
Client to Gateway
== __I il; - Jumpto |1 = M Page 3 'Ientries per page
Ho. Account ID Status Lhaces Local Grou Rambte Rermate Tunnol Confi
QﬂOKQI 5 Enc/Auth/Grp L Group Gateway Test 0.
. WpnClien 192168210 test@@user... 7 .
1 i Cormected | DESMDSH  _.-2.”oo N e 1m0 v | Disconnect | it 1
Add New Tunnel
= VPN Group Status
ronnected | Phace? Remnte =l
l_ l_ ’_ & Internct

Then, select the type of VPN tunnel i.e. “Client to Gateway” you need to create.

General Setting
Advanced Setting

a Gateway to Gateway

REMOTE:
VPN Device

Port Management

. INTERNET L

[ Summary LOCAL: Gateway to Gateway
Galeway o Galewa VPN Device
Client to v
PPTP
VPN Pass Through
QnoKey

i

Add

= Client to Gateway

CLIENT
(Mobile Users)

LOCAL: Client to Gateway
VPN Device
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VPN => Client to Gateway

- Gen Satting

Turngl Mo. |1_
, Tunnel Mame: IVanhent—
Interface: Im
Enabledd ¥

Port Management

.anal Group Setup

Local Securtty Gatefiay Type: |Dynamci P+ Damain Name[FUDN] Authentication j

Domaieddgme: |qvmtest3.3322.0rg

Local Security Graup Type; St -

IPdress;W_W.l?l_.IU_

= Remate Client Setup

Remote Security/Client Type: |Dynamic IP + E-mailllJser FODM) Authentication d

E-mal [rest @ |user.com

In ‘Local Group Setup’ section, please select ‘Domain Name (FQDN) Authentication’ and the ‘Domain Name'
you've configured to reach your gateway. On the LAN side, select ‘Subnet’ type.

In ‘Remote Client Group' section, you need to select ‘E-mail (User FQDN) Authentication'.
Those parameters will be required in TheGreenBow IPSec VPN Client software.
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hase? DH Group: IGroup'l vI
Phase2 Encryption; I DES - I

Preshared Key: |123458
Advanced - |

= Agoressive Mode

' Compress (Suppott IP Payload Compression Pratocol(IPComp)
| Keep-Alive

r £H Hash Algorithm | MD5 =]

i MetBIOS Broadcast

i~ MAT Traversal support Keep-Alive

= Dead Peer Detection(DPDY  Interyval |1 1] seconds

[ Apply ])  Cancel ]

your"f{lfure fife

In the ‘IPSec Setup’ section, we need to select parameters for Phasel and Phase2 as well as the Preshared Key
(“123456") and Aggressive Mode.

Those parameters will be required into IKE Parameters (Phase 1) and ESP Parameters (Phase 2) in
TheGreenBow IPSec VPN Client software.

Then click on “Apply”.

Now you've completed the configuration of the Qno QVM660 VPN router.
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3 TheGreenBow IPSec VPN Client configuration

This section describes the required configuration to connect to a QNO QVM660 VPN router.

To download the latest

release of TheGreenBow

http://www.thegreenbow.com/vpn down.html.

3.1 VPN Client Phase 1 (IKE) Configuration

IPSec VPN Client software,

i
File 4PN Configuration ‘iew Tools ?
IPSec VPN Client
Phase 1
@ Consale
&4 Parameters Marme |NOgw
% Connections InterfacelAny ﬂ
A
EI--(E Configuration FRemaote G ateway qumtest3.3322.org
E% CMOgw
""" 20 gno & FreshaedKey ™ <
Canfirm: I ****** <+
™ Cetificate Certificates {mport. |
~IKE
s Im P1 Advanced...
Save & Apply |
= |VPN Tunnel opened | Tunnel: &

Phase 1 configuration

/

please go to

The remote VPN
Gateway IP address is
either an explicit IP
address, or a DNS

Namn

123456
123456

So, here you find the same parameters as in “IPSec Setup” in the router (IKE, preshared key).
The ‘Remote Gateway' shall match the ‘Local Security Gateway Type' in the Qno QVM660 VPN router under the

“Local Group Setup” section.
Then click on ‘P1 Advanced'.

IPSec VPN Router Configuration
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Phasel Advanced i

ll.
Advanced features

[~ Config Mode Fedund. Gw' I

¥ Aggressive Mode NAT-T IAutomatic 'I

X-Auth
[ 5-&uth Popup Lagin I
[~ Huwbrid Mode Pazsword I

Local and Remote 1D

Ch e type of 10 Set the walus far .
Lacal IC (| Email ;I Itesl@usel.com )

Remate 1D I ~| |

Cancel |

Don't forget to set ‘NAT-T' to ‘Automatic’ and to select ‘Aggressive Mode’ as selected it in the Qno QVM660 VPN
router.

The Local ID in the VPN Client shall match the ‘Remote Client Setup’ in the Qno QVM660 VPN router.
Click on “Ok".

Now you've completed configuration of the Phase 1.
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2 (IPSec) Configuration
} =0l x|

& TheGreenBow ¥PN Client

File ¥PM Configuration View Tools 7

Doc.Ref

tgbvpn_ug QNO_QVM660_en

@ Corzole

88 Parameters

% Connections

IPSec VPN Client

EI"@ Configuration
=55 quogw

o]

Fiefote L&M address

iess type I Subnet address 'I

192 0168 . 21 .0

~ESP

Authentication  |MD5 I

Encryption lﬁ

-
-

Mode |Turrel = I

\ ¥ PFS  Group |DH7ES 'I Close Tunnel |
Save & Apply |
= |VPN Tunnel opened |Tunne\: (o]

Phase 2 Configuration

The part ESP shall match the Phase2 group in the Qno QVM660 VPN router.

3.3 Open IPSec VPN tunnels

Once both Qno QVM660 router and TheGreenBow IPSec VPN Client software have been configured accordingly,
you are ready to open VPN tunnels. First make sure you enable your firewall with IPSec traffic.

\/

You may define a static virtual IP
address here.

If you use 0.0.0.0, you will have
error “Local-ID” is missing. It
L does not prevent you from
establishing a tunnel

| Enter the IP address
(and subnet mask)
of the remote LAN.

1. Click on "Save & Apply" to take into account all modifications we've made on your VPN Client configuration

2. Click on "Open Tunnel”, or generate traffic that will automatically open a secure IPSec VPN Tunnel (e.g. ping,

IE browser)

3. Select "Connections" to see opened VPN Tunnels

4. Select "Console" if you want to access to the IPSec VPN logs and adjust filters to display less IPSec
messaging. The following example shows a successful connection between TheGreenBow IPSec VPN Client and

the Qno QVM660 VPN router.

IPSec VPN Router Configuration
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=10/

20080215 162125 Default IKE dasman is remaving SAz...

20080215 162131 Default Reinitializing IKE dasman

20080215 162131 Default IKE dasmon reintialized

20030215 162134 Default [SA ONOgw-F1] SEMD phaze 1 Aggressive Mode [S4] [KEY_EXCH] [NOMCE] [ID] [VID] I¥I1D] [WID] B0 PI0]
20080215 162138 Default (54 OMOgw-F1] RECY phasze 1 Aggrezeive Mode [HASH] [SA] [KEY_EXCH] [MOMCE] [ID] [MAT_D] (NAT_D] [VID)
20080215 162135 Default [SA ONOgw-P1] SEND phase 1 Aggressive Mode [HASH] [MAT_D][MAT_D]

20080215 162135 Default phase 1 done; intiatar id testi@user com, responder id qvmtestd 3322 0mg

20080215 162135 Default [54 OMOgw-qno-F2) SEND phase 2 Quick Mode [HASH] [SA] [KEY_EXCH] [MONCE][ID][ID]

20080215 162135 Default [54 OMOgw-gno-P2) RECY phase 2 Quick Mode [HASH] [S4] [KEY_EXCH] [NOMCE][ID] (1D

20080215 162135 Default [S4 OMNOgw-gno-F2) SEND phaze 2 Quick Mode [HASH)

Current line ; 10 may, lines : 10000
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4 Tools in case of trouble

Configuring an IPSec VPN tunnel can be a hard task. One missing parameter can prevent a VPN connection
from being established. Some tools are available to find source of troubles during a VPN establishment.

4.1 A good network analyser: wireshark

Wireshark is a free software that can be used for packet and traffic analysis. It shows IP or TCP packets received
on a network card. This tool is available on website http://www.wireshark.org/. It can be used to follow protocol
exchange between two devices. For installation and use details, read its specific documentation.
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5 VPN IPSec Troubleshooting
5.1 «PAYLOAD MALFORMED » error (wrong Phase 1 [SA])

114920 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

114920 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [NOTIFY]

114920 Default exchange_run: exchange_validate failed

114920 Default dropped message from 195.100.205.114 port 500 due to notification
type PAYLOAD_MALFORMED

114920 Default SEND Informational [NOTIFY] with PAYLOAD MALFORMED error

If you have an « PAYLOAD MALFORMED » error you might have a wrong Phase 1 [SA], check if the encryption
algorithms are the same on each side of the VPN tunnel.

5.2 «INVALID COOKIE » error

115933 Default message_recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105
115933 Default dropped message from 195.100.205.114 port 500 due to notification
type INVALID_COOKIE

115933 Default SEND Informational [NOTIFY] with INVALID COOKIE error

If you have an « INVALID COOKIE » error, it means that one of the endpoint is using a SA that is no more in use.
Reset the VPN connection on each side.

5.3 «no keystate » error

115315 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

115317 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA]L[VID]

115317 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]
115319 Default ipsec_get keystate: no keystate in ISAKMP SA 00B57C50

Check if the preshared key is correct or if the local ID is correct (see « Advanced » button). You should have
more information in the remote endpoint logs.

54 «received remote ID other than expected » error

120348 Default (SA CNXVPN1-P1) SEND phase
120349 Default (SA CNXVPN1-P1l) RECV phase
120349 Default (SA CNXVPN1-P1) SEND phase
120351 Default (SA CNXVPN1-P1) RECV phase
120351 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default ike_phase 1 recv_ID: received vremote 1ID other than expected
support@thegreenbow.fr

Main Mode [SA][VID]
Main Mode [SA][VID]
Main Mode [KEY][NONCE]
Main Mode [KEY][NONCE]

RPRPRRRR

The « Remote ID » value (See « Advanced » Button) does not match what the remote endpoint is expected.
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5.5 «NO PROPOSAL CHOSEN » error

115911 Default (SA CNXVPN1-P1) SEND phase
115913 Default (SA CNXVPN1-P1) RECV phase
115913 Default (SA CNXVPN1-P1) SEND phase
115915 Default (SA CNXVPN1-P1) RECV phase
115915 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SA]T[KEY][1D][HASH] [NONCE]

115915 Default RECV Informational [HASH][NOTIFY] with NO_PROPOSAL_CHOSEN error
115915 Default RECV Informational [HASH][DEL]

115915 Default CNXVPN1-P1 deleted

Main Mode [SA][VID]
Main Mode [SA][VID]
Main Mode [KEY][NONCE]
Main Mode [KEY][NONCE]

RPRRRRR

If you have an « NO PROPOSAL CHOSEN » error, check that the « Phase 2 » encryption algorithms are the
same on each side of the VPN Tunnel.

Check « Phase 1 » algorithms if you have this:

115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]
115911 Default RECV Informational [NOTIFY] with NO_PROPOSAL_CHOSEN error

5.6 «INVALID ID INFORMATION » error

122623 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA]L[VID]

122625 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [SA]L[VID]

122625 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SA]T[KEY][1D][HASH] [NONCE]

122626 Default RECV Informational [HASH][NOTIFY] with INVALID_ ID_INFORMATION error
122626 Default RECV Informational [HASH][DEL]

122626 Default CNXVPN1-P1 deleted

If you have an « INVALID ID INFORMATION » error, check if « Phase 2 » ID (local address and network
address) is correct and match what is expected by the remote endpoint.

Check also ID type (“Subnet address” and “Single address”). If network mask is not check, you are using a
IPV4_ADDR type (and not a IPV4_SUBNET type).

5.7 Iclicked on “Open tunnel”, but nothing happens.

Read logs of each VPN tunnel endpoint. IKE requests can be dropped by firewalls. An IPSec Client uses UDP
port 500 and protocol ESP (protocol 50).

5.8 The VPN tunnel is up but | can’t ping !

If the VPN tunnel is up, but you still cannot ping the remote LAN, here are a few guidelines:
e Check Phase 2 settings: VPN Client address and Remote LAN address. Usually, VPN Client IP address
should not belong to the remote LAN subnet
e Once VPN tunnel is up, packets are sent with ESP protocol. This protocol can be blocked by firewall.
Check that every device between the client and the VPN server does accept ESP
e  Check your VPN server logs. Packets can be dropped by one of its firewall rules.
o Check your ISP support ESP
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e |f you still cannot ping, follow ICMP traffic on VPN server LAN interface and on LAN computer interface
(with Wireshark for example). You will have an indication that encryption works.

e  Check the “default gateway” value in VPN Server LAN. A target on your remote LAN can receive pings
but does not answer because there is a no “Default gateway” setting.

e You cannot access to the computers in the LAN by their name. You must specify their IP address inside
the LAN.

e We recommend you to install wireshark (http://www.wireshark.org) on one of your target computer. You
can check that your pings arrive inside the LAN.
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6 Contacts

News and updates on TheGreenBow web site: http://www.thegreenbow.com

Technical support by email at support@thegreenbow.com

Sales contacts by email at sales@thegreenbow.com
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