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1 Introduction

1.1 Goal of this document

This configuration guide describes how to configure TheGreenBow IPSec VPN Client with a SmoothWall
Corporate Server VPN gateway.

This VPN Configuration Guide has been written with the kind contribution of www.k4dot.com and SmoothWall
Limited.

1.2 VPN Network topology

In our VPN network example (diagram hereafter), we will connect TheGreenBow IPSec VPN Client to the LAN
behind the SmoothWall Corporate Server gateway. The VPN client is connected to the Internet with a DSL
connection or through a LAN. All the addresses in this document are given for example purpose.

A Road Warrior connection also needs to be configured. The following example makes use of these values:

e External IP of the SmoothTunnel: 192.168.72.236
e [P Subnet behind the SmoothTunnel: 192.168.230.0/255.255.255.0
e |P of the Road Warrior when connected: 192.168.230.3
IPSec VPN Client 192.168.230.9
(Remote) mygateway.dyndns.org 192.168.230.1 .
j l SmoothWall l j
Internet .

(—B Corp.Server

(]

I

1B

a

192.168.230.78

IPSec VPN Client
(as seen on the LAN)

1.3 SmoothWall Corporate Server

Our tests and VPN configurations have been conducted using SmoothWall Corporate Server 3 with the
SmoothTunnel 3.1 module installed.

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © Sistech 2001-2005 3/13


http://www.k4dot.com/

Doc.Ref tghvpn_ug_SmoothWall_en

Doc.version |2.0 — Feb.2005

VPN version | 2.5x

2 SmoothWall Corporate Server VPN configuration

This section describes how to build an IPSec VPN configuration with your SmoothWall Corporate Server VPN
Gateway.

2.1 SmoothWall Preparing Certificates

TheGreenbow IPSec VPN Client will need both the CA certificate and a certificate made especially for
TheGreenbow VPN Client.

o ID type+value for the SmoothTunnel certificate: ~ DNS: greenbow.test
o |D type+value for TheGreenBow certificate: EMAIL:  greenbow@test

2.2 SmoothWall Configuring SmoothTunnel IPSec Road Warrior connection

A certificate for TheGreenBow VPN Client will have to be created. Once this is done, a VPN configuration for
TheGreenBow VPN connection needs to be made.

Below is a screenshot of a configuration made with the values cited above.

Ceeate new tunmel:

Hame; |Greenhm Enabled: [+
Lacal mebsark: |j_'-jZ. 168.230.04/255. 255,25 Client |P: !192.153.23{13
Local D ype: |Def:1u|[ Iocal cert subject alt, name j Local 1D vakue: ]
Remate D type: | User specifled Emall address | Remoe I value; }greenhm@tesi
Authenticate by |l:c:r|i1||: ale provided by peer j
Use cormpressian: I
Comment |
Laocal cernificate; | Defaul: |
Perfact Fonward Secrecy: F Authertication bpe: m
Phase 1 erypangraphic alge: EEE_B- Phase 1 hash algo: rr:{.ﬁ?nﬂ
Phase 2 cryptographic algo: 3DES x| Phase 2 hash algo: m
Key Lifo (mins): |-ﬁ|::| ﬁ:z Trys (0 rseans never give |.;;
Add

This VPN configuration is the standard way of configuring an IPSec Road warrior. This VPN configuration can be
used for SSH Sentinel, Safenet Softremote and TheGreenBow VPN Clients.

Note the Local and Remote ID type and value. The remote ID type and value is entered fully here — whereas the
local ID type and value only has the type selected and nothing is entered in the Local ID value field. The value will
be retrieved automatically from the certificate selected on the “global” page, so there is no need to enter the local
ID value here.
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3 TheGreenBow IPSec VPN Client configuration

After installing TheGreenBow VPN client, the CA and the Certificate created for TheGreenBow VPN Client, will
need to be retrieved from the SmoothTunnel. This is done in the normal way.

3.1 VPN Client Preparing Certificates

First, Export the CA as a PEM file and export TheGreenBow Certificate as a PKCS#12 file. In order for
TheGreenBow VPN Client to be able to use the PKCS#12 Certificate, it needs to be converted into PEM format
first. On TheGreenBow web site there is a program freely available that does just that -
http://www.thegreenbow.com/vpn_tool.html. Download the utility and unpack it to a folder on your desktop. Once
that is done, move the CA file called “cacert.pem” and the PKCS#12 file called “computercert.p12” to the same
folder.

The contents of this folder should look somewhat like this:

& certificate N A@xiimportam fles here are

; ; _ _ te.exe”,  “computercert.pl2”
Back - = - |F|Ie Edit Wiew Favorites Tools  Help |

cert.pem”
Address |3 certificate j @ao
= el = (g
I'I = Cllicense
K w3 cerkificate.exe
certificate EXcomputercert,p12:

Select an item bo view its description,

Double click the “certificate.exe” and you should see this:

x| Click the “Select a new p12 certificate”

and choose the “computercert.pl2” file
_ we exported from the SmoothTunnel.
Enter the password for the P12 file when
| Select a new g2 cerfkate D\A asked. A successful messages should

appear. Then click the "Close" button.

@l 2 to pen

Cloze

After the Certificate converting tool has been run, the contents of the folder should now look like this:

& certificate i Imgifg';sl now a new folder called
g rcert”.

= Back = = - | File Edit ‘“iew Favorites Tools  Help
Address |3 certificate j o
5 s o C1Bin
I'I | [ license
3 w3 certificate exe
certificate @mmputercert.pm
% cacert.pem
computercert compukercert
Cil- EAldAe h
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Open the “computercert” folder and you will see this:

& computercert ] - 10| x|
sBack ~ =k - [1] | File Edit “iew Favorites Tools  Help |
Address | computercert j G0
f‘ [ = | E lientCert,Pem!
Ha, -
[*E Incal.kﬂy
computercert roOtCA, pem

Select an item ko view its description.

S alzne

The two files you will need from this folder are the “clientCert.pem” and the “local.key” files. The “rootCA.pem”
is not used. Use the “cacert.pem” exported from the SmoothTunnel.

A good idea would be to rename these files using relevant names like “GreenbowAtTest.pem”,
“GreenbowAtTest.key” and “GreenbowAtTestCA.pem”

3.2 VPN Client Phase 1 (IKE) Configuration

Now lets start configuring the TheGreenbow IPSec VPN Client. Open up the TheGreenbow VPN Client and right
click on the “configuration” to add a phase 1 configuration screen:

£ TheGreenBow YPN Client il i ] 4
File WPM Configuration Tools 7
THEGREENBOW : :

@ Consale Conﬁgura‘tion

rﬂ Parameters

— Configuring a %P tunnel:

=5 Connections
|i| Right click on Configuration, and select "Mew Phass 1"

W orfigurakion

Phase 1 specifies the IKE Fey negaotiation

|Z| Right click on the selected Phase 1 and zelect “Add Phaze 2"

FPhaze 2 defines the IPsec security parameters for a
zingle IFzec Tunnel

Ay Phaze 1 Configuration may contain several
Phase 2 Canfigurations.

@ Click on "Sawe and Apply" to apply the changes you made.

b | | » Save & Apply

I_ |VPN 1eady Tunnel: &
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Once the new phase 1 configuration screen has been added, it has been renamed to “SmoothTunnel”. Here is

the configured screen:

48 TheGreenBow ¥PN Clienk 1 o ] [

File %WPM Configuration  Tools 7

EEMBOW . . . | . . VS ; :
THEGREEMBOLW: - /- ,
. s Phase 1 (Authentication)

€25 Parameters MName ISmoothTunneI

% Connections Interface I“ j

E"Q Eorraon | Femaote Gateway |192.1EB.?2.23E

" SmoothTunnel

Mon active " Preshared Kep I
All active Canfi
Active only S I

i+ Certificate Certificates mpart... |

Remaove

—IKE
Encryption |3DES ,I Advanced... |

Authentication IMDE 'I
Key Group IDH1EI24 "I

1| | » Save & Apply

| |‘\-fF'N ready |Tunnel: lo]

Phase 1 configuration
This is a fairly easy screen to configure. The only real configuration lies in the certificate import:
e Enter the SmoothTunnel external IP address or host name in the “Remote Gateway” field.

e Select the “Certificate” radio button.

e Select the appropriate IKE encryption settings. This should match the phase 1 settings on the

SmoothTunnel. Select the highest available keygroup.

e Before creating and configuring the Phase 2 screen, lets look at importing the certificates. Clicking the

“Certificates Import” button, will give you this simple window:

Certificates Import E x|

Foat Certificate Browsze...

Uzer Certificate Browsze. ..

b3

Llger Private Fey Browse...

4]

The root certificate is the “cacert.pem” or “GreenbowAtTestCA.pem” file.
The User certificate is the “clientCert.pem” or “GreenbowAtTest.pem” file.
The User Private Key is the “local.key” or “GreenbowAtTest.key” file.
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Next, click the "advanced" button to set ID type and values:
l

—Local ID

Walue Igreenbow@test
MAT Port I
i Type: | Email - [

HAUTH —Remote 1D
Lagin : I Walue : Igreenbow.test
Pazsword : I Type: |DMS o

™ Aogressive Mode

Ok I Cancel |

Local ID is filled in using the ID allocated to the GreenbowAtTest certificate. In this case, it was a type of email

and the value of greenbow@test

Remote ID is filled using the corresponding values for the certificate used by the SmoothTunnel. In this case a

DNS name, greenbow.test

3.3 VPN Client Phase 2 (IPSec) Configuration

Now lets add a Phase 2 to the SmoothTunnel connection. Right click on the SmoothTunnel entry in

TheGreenbow VPN client and select “Add Phase 2"

Then select the "new phase 2" screen. The values that needs to be changed and entered are displayed here:

4&* TheGreenBow YPN Client i — o] x|

File  %PM Configuration Tnu:uls P

I

£ corsle Phase 2 (IPSec Configuration)

§8F  Parameters Mame IPhaseE
% Connections YPM Client address I 192 . 168 . 230 . 3
= @- Configuration Address type ISubnet address j

E‘Smmtm”me' Remote LAN address | 192 . 168 . 230 . 0

subnetMask | oe5 265 256 . O

—ESP
Encrplion |3DES I | .éi.igtog:;;unnel hen

Authentication I I
[ Auto open tunnel when
Mode ITunneI I USE stick plugged in

¥ PFS  Growp [DHIO24 =] Open Turrel |

4 | | 3 Save & Apply |

| |\-"F'N ready |Tunne|: o

Phase 2 Configuration
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Enter the IP address the VPN client is allocated when it connects to the SmoothTunnel in the "VPN Client
address" field.

The next section is filled with the Remote network subnet information.

In the ESP section, select values that correspond to the Phase 2 settings in the SmoothTunnel configuration.
PFS is “Perfect Forward Secrecy” and should be selected both here and on the SmoothTunnel.

3.4 Open IPSec VPN tunnels

Once both SmoothWall router and TheGreenBow IPSec VPN Client have been configured accordingly, you are
ready to open VPN tunnels. First make sure you enable your firewall with IPSec traffic.

1. Click on "Save & Apply" to take into account all modifications we've made on your VPN Client configuration

2. Click on "Open Tunnel", or generate traffic that will automatically open a secure IPSec VPN Tunnel (e.g. ping,
IE browser)

3. Select "Connections" to see opened VPN Tunnels

4. Select "Console" if you want to access to the IPSec VPN logs and adjust filters to display less IPSec
messaging. Successful IPSec tunnel opening should look like this:

SI=
186824 Default IKE daemon is removing SAs... ;I

155830 Default Beinitializing IKE daemon

155830 Default IE daemon reinitialized

158842 Default [S4 SmoothTunnel-P1) SEMD phaze 1 Main Mode [S4] [AD] WD) BAD]

186842 Default [SA SmoothTunnel-P1) RECY phaze 1 Main Mode [SA] [V1D]

155842 Default [S4 SmoothTunnelF1] SEND phagze 1 Main Mode [KEY_EXCH] [NONCE] [NAT_D] [NAT_D]

155842 Default [S4 SmoothTunnelP1] BECY phasze 1 Main Mode [KEY_EXCH] [NOMCE][CERT_REQ] [NAT_D] [NAT_D]
155842 Default [S4 SmoothTunnelF1] SEND phase 1 Main Mode [ID][CERT][SIG] [MOTIFY]

186842 Default [SA SmoothTunnel-P1) RECY phaze 1 Main Mode [ID] [CERT] [SIG]

155842 Default phase 1 done: initiator id greenbove@test, responder id greenbow. test

155842 Default [SA SmoathT unnel-Phase2-P2) SEMD phase 2 Quick Mode [HASH] [SA] [KEY_EXCH] [MOMCE] [ID][ID] [NAT_0A]
155842 Default [SA SmoothT unnelPhase2-P2) RECY phase 2 Quick Mode [HASH] [SA] [KEY_EXCH] [NOMCE][ID][ID]
186842 Default [34 SmoothT unnel-Phaze2-P2) SEMD phasze 2 Quick Mode [HASH]
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4 VPN IPSec Troubleshooting
4.1 «PAYLOAD MALFORMED » error

114920 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA]1L[VID]

114920 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [NOTIFY]

114920 Default exchange_run: exchange_validate failed

114920 Default dropped message from 195.100.205.114 port 500 due to notification
type PAYLOAD_MALFORMED

114920 Default SEND Informational [NOTIFY] with PAYLOAD MALFORMED error

If you have an « PAYLOAD MALFORMED » error you might have a wrong Phase 1 [SA], check if the encryption
algorithms are the same on each side of the VPN tunnel.

4.2 «INVALID COOKIE » error

115933 Default message_recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105
115933 Default dropped message from 195.100.205.114 port 500 due to notification
type INVALID_COOKIE

115933 Default SEND Informational [NOTIFY] with INVALID COOKIE error

If you have an « INVALID COOKIE » error, it means that one of the endpoint is using a SA that is no more in use.
Reset the VPN connection on each side.

4.3 «no keystate » error

115315 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

115317 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA]L[VID]

115317 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]
115319 Default ipsec_get keystate: no keystate in ISAKMP SA 00B57C50

Check if the preshared key is correct or if the local ID is correct (see « Advanced » button). You should have
more information in the remote endpoint logs.

4.4  «received remote ID other than expected » error

120348 Default (SA CNXVPN1-P1) SEND phase
120349 Default (SA CNXVPN1-P1l) RECV phase
120349 Default (SA CNXVPN1-P1) SEND phase
120351 Default (SA CNXVPN1-P1l) RECV phase
120351 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default ike _phase 1 recv_ID: received remote ID other than expected
support@thegreenbow.fr

Main Mode [SA][VID]
Main Mode [SA][VID]
Main Mode [KEY][NONCE]
Main Mode [KEY][NONCE]

RPRRPRRRR

The « Remote ID » value (See « Advanced » Button) does not match what the remote endpoint is expected.
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45 «NO PROPOSAL CHOSEN » error

115911 Default (SA CNXVPN1-P1) SEND phase
115913 Default (SA CNXVPN1-P1) RECV phase
115913 Default (SA CNXVPN1-P1) SEND phase
115915 Default (SA CNXVPN1-P1) RECV phase
115915 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SA]T[KEY][1D][HASH] [NONCE]

115915 Default RECV Informational [HASH][NOTIFY] with NO_PROPOSAL_CHOSEN error
115915 Default RECV Informational [HASH][DEL]

115915 Default CNXVPN1-P1 deleted

Main Mode [SA][VID]
Main Mode [SA][VID]
Main Mode [KEY][NONCE]
Main Mode [KEY][NONCE]

RPRRRRR

If you have an « NO PROPOSAL CHOSEN » error, check that the « Phase 2 » encryption algorithms are the
same on each side of the VPN Tunnel.

Check « Phase 1 » algorithms if you have this:

115911 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA][VID]
115911 Default RECV Informational [NOTIFY] with NO_PROPOSAL_CHOSEN error

46 «INVALID ID INFORMATION » error

122623 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

122625 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA]1L[VID]

122625 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SATLKEY][I1D] [HASH] [NONCE]

122626 Default RECV Informational [HASH][NOTIFY] with INVALID_ID_INFORMATION error
122626 Default RECV Informational [HASH][DEL]

122626 Default CNXVPN1-P1 deleted

If you have an « INVALID ID INFORMATION » error, check if « Phase 2» ID (local address and network
address) is correct and match what is expected by the remote endpoint.

Check also ID type (“Subnet address” and “Single address”). If network mask is not check, you are using a
IPV4_ADDR type (and not a IPV4_SUBNET type).

4.7 | clicked on “Open tunnel”, but nothing happens.

Read logs of each VPN tunnel endpoint. IKE requests can be dropped by firewalls. An IPSec Client uses UDP
port 500 and protocol ESP (protocol 50).

4.8 The VPN tunnel is up but | can’t ping !

If the VPN tunnel is up, but you still cannot ping the remote LAN, here are a few guidelines:
e Check Phase 2 settings: VPN Client address and Remote LAN address. Usually, VPN Client IP address
should not belong to the remote LAN subnet
e Once VPN tunnel is up, packets are sent with ESP protocol. This protocol can be blocked by firewall.
Check that every device between the client and the VPN server does accept ESP
e Check your VPN server logs. Packets can be dropped by one of its firewall rules.
o Check your ISP support ESP
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e |f you still cannot ping, follow ICMP traffic on VPN server LAN interface and on LAN computer interface
(with Ethereal for example). You will have an indication that encryption works.

e Check the “default gateway” value in VPN Server LAN. A target on your remote LAN can receive pings
but does not answer because there is a no “Default gateway” setting.

e You cannot access to the computers in the LAN by their name. You must specify their IP address inside
the LAN.

e We recommend you to install ethereal (http://www.ethereal.com) on one of your target computer. You
can check that your pings arrive inside the LAN.
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5 Contacts

News and updates on TheGreenBow web site : http://www.thegreenbow.com

Technical support by email at support@thegreenbow.com
Sales contacts at +33 1 43 12 39 37 ou by email at info@thegreenbow.com
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