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1 Introduction

1.1 Goal of this document

This configuration guide describes how to configure TheGreenBow IPSec VPN Client with a SonicWall TZ170
firewall.

1.2 VPN Network topology

In our VPN network example (diagram hereafter), we will connect TheGreenBow IPSec VPN Client to the LAN
behind the SonicWall TZ170 firewall. The VPN client is connected to the Internet with a DSL connection or
through a LAN. All the addresses in this document are given for example purpose.

IPSec VPN Client 192.168.0.3

(Remote) mygateway.dyndns.org  192.168.0.1 l
S

SonicWall l

TZ170

Jp

192.168.0.78

]
—

IPSec VPN Client

(as seen on the LAN)

1.3 SonicWall TZ170 VPN Gateway

The tests and VPN configuration have been conducted with a SonicWall TZ170. firmware SonicOS Standard
3.1.0.7-77s.
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2 SonicWall TZ170 VPN configuration

This section describes how to build an IPSec VPN configuration with your SonicWall TZ170 VPN firewall.
Once connected to your VPN gateway, you must select “Users”tab then “Local User” tabs. Click on “Add” for

registering a new user. You can fill the following screen with your values :
Llser Mame: ThelGreenBow
Password:
Confirm Password:

Allowy Internet access ftwhen access is restricted)
[ ] Bypass filters
[ ] Access tovPNs
Access from VPN client with HALITH
(] Access fram LZTP YPH client

[ ] Lirnited management capahilities

Ready

ke Cancel

When the user will connect to the gateway, he will be asked for these login and password.
Click on “Ok’™ once every thing done. The new user should appear in “Local Users”.

SOHICWA”. > COMPREHENSIVE INTERNET SECURITY
System
Metwork Users > Local Users E
Firgswall
Ml Local Users lterns |1 101 fof1y Gl <] D[

Bypass Access ¥YPN L2TP Limited

Filters to YPN Client cClient Management Configure

1 TheGregnBow Mo Mo hCH Mo Mo 8} @

Add... Delete All

Security Services

Log
Wizards

Help

Logout

Status: Ready
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In the next steps, you will create an VPN tunnel with which the VPN client will be able to get connected to the
SonicWall TZ170.

Now, click on “VPN” then on “Settings”.
“Enable VPN must be checked.

SONICWALL >

Syslmm
s veN > setings [“awey_|[_caneer |[7

Firaiwall
WPMN Global Settings

|| Enahble vPH

LInique Finsrall Idermimar:

WPM Policies lems ! i1 or1y BT <] B [

Gatevay Destinations  Crypto Suite Enable Configure
[ET— EaFADES HMAC SHal OKE F e 0 @

A, Delete Adl

1 Policies Oedined, 1 Policies Enzbled, 2 Maximum Folivas &llowad

e e 00 Gy B1 41 > [
ma 0 L
Security Sarvices currently Active WERN Tunnels

|.I:l; L Mame Local R rmnte Gabeway

Weads Mo Entrias
2 [ —
Lot
Sratus: Ready

In “VPN Policies”, click on “Add” for adding a new VPN tunnel.
General

Security Policy

IPSec Keving Mode: [WE using Preshared Secret

Mame: GroupPh

Shared Secret: PresharedSecret

“o< | ool B bop |

In our example, the value of the preshared key is “PresharedSecret”. It must be set also on the client.
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The proposals are the algorithms that will be used during Phase 1 and Phase 2. They will also be used in the
client settings.

Proposals

IKE (Phase 1) Proposal

OH Group:
Encryption:
Authentication:

Life Time (seconds):

Ipsec {Phase 2) Proposal

Frotocol:
Encryption:
Authentication:

[] Enahle Perfect Forward SeCrecy
DH Group:

Life Time {seconds):

o< | corcol B ten |
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General Froposals Advanced

Advanced Settings

[] Enable Windovwes Metworking (MetBI0S) Broadoast

o Apply MAT and Fireswall Rules

[ ] Farward packets to remote YEMs
Default LAN Gatewsay: (0.0.0.0

YWPM Terminated at:
) Lap O 0OPT () LARMPT

Client Authentication

Reguire Authentication of VPR Clients via XALUTH

General FProposals Advanced

User Mame and Password Caching

Cache ¥AUTH User Marme and Passward on Client: | Mever

Client Connections

Virtual Adapter settings: Mone

Allow Cannections to: All Secured Gateways

[ ] set Default Route as this Gateway

[ | Require Global Security Client for this Connection

Client Initial Provisioning

[ ] Use Default key for Simple Client Provisioning
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3 TheGreenBow IPSec VPN Client configuration

3.1 VPN Client Phase 1 (IKE) Configuration

> TheGreenBow VPN Client Z||:|[z|

fi

Eile %P Configuration  Tools

}%ﬁs Corsole
88  Parameters

€% Cornections

= @- Configuration
- Crizhpnl

# Crxvpnl

= “PM ready

IPSec VPN Client

Phase 1 (Auth

Mame | Crispni

Interface | * j

FRemaote Gateway |_I,u:|ursunicwall.yuurdnmain.u:u:um

HENERRHENERRERS

i+ Preshared Key

HEXXHXHRXAHRRHRX

Canfirm

i Certificate

[KE

Encryption | 2DES - P1 Advanced...

Authentication | SHA -
[DH1024 ~ |

FeyGroup  |DH1024 -

Save & Apply

Turnel . &

Phase 1 configuration

In “Preshared Key’?s value textbox, you must fill the same value that was set in TZ170 configuration.
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In phase 1 advanced settings (“P1 Advanced”), you must set “Aggressive mode™ and check “X-Auth popup”.
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In our example, the value of the “Local ID” is an IP address.

Phasel Advanced

Advanced features
[ Config Mode

v Aggressive Mode

=-Auth

v -dth Popup

Local and Remote 1D

Chooze the twpe of 1D: Set the walue for the 1D:

3

)2

|KE Puart

Redund G4/ |

Login |

Paszward |

Laocal [D | IP &ddress

ﬂ |aaa. bbb.coc.ddd

Remate D |

[=] |

| Ok | Cancel
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3.2 VPN Client Phase 2 (IPSec) Configuration

r

8> TheGreenBow YPHN Client

File WPM Configuration Tools 7

IPSec VPN Client
Phase 2 (IP
}%ﬁs Conzole
88  Parameters Mame |Critvprl
% Connections YPM Clignt address | 192 . 163 . 100 . 1
= @- Configuration Address ype |Subnet addrezs j
=1 JE
%'j”” Remote LN addiess | 192 . 168 . 0 . 1
Ix___l _MxEyan

subretMask | 285 2R 285 O

ESP

Encivption | 3DES - P2 Advanced...
Authentication m
tode Im

[ PFS  Group Open Tunnel |

Save & Apply |

= VPN ready Turnel . &

Phase 2 Configuration
In“VPN Client address”, you may define a static virtual IP address.

If you use 0.0.0.0, you will have error “Local-ID” is missing. It does not prevent you from establishing a tunnel

3.3 Open IPSec VPN tunnels

Once both SonicWall TZ170 firewall and TheGreenBow IPSec VPN Client have been configured accordingly, you
are ready to open VPN tunnels. First make sure you enable your firewall with IPSec traffic.

1. Click on "Save & Apply" to take into account all modifications we have made on your VPN Client configuration

2. Click on "Open Tunnel", or generate traffic that will automatically open a secure IPSec VPN Tunnel (e.g. ping,
IE browser)

3. Select "Connections" to see opened VPN Tunnels

4. Select "Console" if you want to access to the IPSec VPN logs and adjust filters to display less IPSec
messaging.
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4 Tools in case of trouble

Configuring an IPSec VPN tunnel can be a hard task. One missing parameter can prevent a VPN connection
from being established. Some tools are available to find source of troubles during a VPN establishment.

4.1 A good network analyser: ethereal

Ethereal is a free software that can be used for packet and traffic analysis. It shows IP or TCP packets received
on a network card. This tool is available on website http://www.ethereal.com/. It can be used to follow protocol
exchange between two devices. For installation and use details, read its specific documentation.
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5 VPN IPSec Troubleshooting

5.1 «PAYLOAD MALFORMED » error (wrong Phase 1 [SA])

114920 Default (SA CNXVPNIL-P1) SEND phase 1 Main Mde
114920 Default (SA CNXVPNL-P1) RECV phase 1 Main Mde
114920 Default exchange_run: exchange_validate failed
114920 Default dropped nessage from 195.100.205.114 port
type PAYLOAD MALFORMED

114920 Default SEND I nfornati onal

[SAI[VI D]
[ NOTI FY]

500 due to notification

[ NOTI FY] with PAYIOAD MALFORMED error

If you have an « PAYLOAD MALFORMED » error you might have a wrong Phase 1 [SA], check if the encryption
algorithms are the same on each side of the VPN tunnel.

5.2 «INVALID COOKIE » error

115933 Default message_recv: invalid cookie(s) 59Bca0c2634288f 7364e3e486e49105
115933 Default dropped nessage from 195.100.205.114 port 500 due to notification
type | NVALI D_COXKI E

115933 Default SEND I nfornational

[NOTI FY] with | NVALI D_COOKIE error

If you have an « INVALID COOKIE » error, it means that one of the endpoint is using a SA that is no more in use.
Reset the VPN connection on each side.

5.3 «no keystate » error

115315 Default (SA CNXVPNI- P1) SEND phase 1 Main Mbde [SA][VID|

115317 Default (SA CNXVPNIL-P1l) RECV phase 1 Main Mode [SAJ[VID

115317 Default (SA CNXVPNI-P1) SEND phase 1 Main Mbde [ KEY] [ NONCE]
115319 Default (SA CNXVPNI-P1) RECV phase 1 Main Mbde [ KEY] [ NONCE]
115319 Default (SA CNXVPNI-P1) SEND phase 1 Main Mbde [I D] [HASH] [ NOTI FY]
115319 Default ipsec_get_keystate: no keystate in ISAKMP SA 00B57C50

Check if the preshared key is correct or if the local ID is correct (see « Advanced » button). You should have
more information in the remote endpoint logs.

5.4 «received remote ID other than expected » error

120348 Default (SA CNXVPNI-P1) SEND phase 1 Main Mode [SAJ[VID|

120349 Default (SA CNXVPNI-P1) RECV phase 1 Main Mode [SA][VID|

120349 Default (SA CNXVPNI-P1) SEND phase 1 Main Mbde [ KEY] [ NONCE]

120351 Default (SA CNXVPNI-P1) RECV phase 1 Main Mbde [ KEY] [ NONCE]

120351 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [|D][HASH [ NOTI FY]

120351 Default (SA CNXVPNI-P1) RECV phase 1 Main Mvde [I D] [HASH] [ NOTI FY]

120351 Default ike_phase_ 1 recv_ID received renote ID other than expected

support @hegr eenbow. fr

The « Remote ID » value (see « Advanced » Button) does not match what the remote endpoint is expected.
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55 «NO PROPOSAL CHOSEN » error
115911 Default (SA CNXVPNI-P1l) SEND phase 1 Main Mbde [SA][VID
115913 Default (SA CNXVPNIL-P1) RECV phase 1 Main Mbde [SA][VID
115913 Default (SA CNXVPNI-P1) SEND phase 1 Main Mbde [ KEY][ NONCE]
115915 Default (SA CNXVPNI-P1) RECV phase 1 Main Mbde [KEY][ NONCE]
115915 Default (SA CNXVPNIL-P1) SEND phase 1 Main Mode [ID][HASH [ NOTI FY]
115915 Default (SA CNXWPNL-P1l) RECV phase 1 Main Mdde [ID][HASH [ NOTI FY]
115915 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205. 114, src: 195.100.205.112 dst: 195.100.205.114
115915 Def aul t (SA CNXVPN1- CNXVPNL- P2) SEND phase 2 Qui ck Mode
[ SA] [ KEY] [ 1 D] [ HASH]| [ NONCE]
115915 Default RECV Informational [HASH [ NOTIFY] with NO PROPOSAL_CHOSEN error

115915 Default RECV | nfornational
115915 Def ault CNXVPNI-P1 del et ed

[ HASH] [ DEL]

If you have an « NO PROPOSAL CHOSEN » error, check that the « Phase 2 » encryption algorithms are the
same on each side of the VPN Tunnel.

Check « Phase 1 » algorithms if you have this:

115911 Default (SA CNXVPNI-P1l) SEND phase 1
115911 Default RECV Informational [ NOTIFY]

Mai n Mode [ SA][VID]
wi t h NO_PROPOSAL CHOSEN er r or

5.6 «INVALID ID INFORMATION » error

122623 Default (SA CNXVPNIL-P1) SEND phase 1 Main Mbde [SA][VID

122625 Default (SA CNXVPNI-P1) RECV phase 1 Main Mbde [SA][VID

122625 Default (SA CNXVPNI-P1) SEND phase 1 Main Mbde [ KEY][ NONCE]

122626 Default (SA CNXVPNL-P1) RECV phase 1 Main Mbde [ KEY][ NONCE]

122626 Default (SA CNXVPNL-P1) SEND phase 1 Main Mode [ID][HASH [ NOTI FY]

122626 Default (SA CNXVPNL-P1) RECV phase 1 Main Mdde [ID][HASH [ NOTI FY]

122626 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id
€c364cd72: 195.100. 205. 114, src: 195.100.205.112 dst: 195.100.205. 114

122626 Def aul t (SA CNXVPN1- CNXVPNL- P2) SEND phase 2 Qui ck Mode
[ SA] [ KEY] [ 1 D] [ HASH] [ NONCE]

122626 Default RECV Informational [HASH [ NOTIFY] with | NVALI D_I DI NFORVATI ON error

122626 Default RECV | nfornational
122626 Def ault CNXVPNI-P1 del et ed

[ HASH] [ DEL]

If you have an « INVALID ID INFORMATION » error, check if « Phase 2 » ID (local address and network
address) is correct and match what is expected by the remote endpoint.

Check also ID type (“Subnet address™ and “Single address™). If network mask is not check, you are using a
IPV4_ADDR type (and not a IPV4_SUBNET type).

5.7 Iclicked on “Open tunnel”, but nothing happens.

Read logs of each VPN tunnel endpoint. IKE requests can be dropped by firewalls. An IPSec Client uses UDP
port 500 and protocol ESP (protocol 50).

5.8 The VPN tunnel is up but | cant ping!

If the VPN tunnel is up, but you still cannot ping the remote LAN, here are a few guidelines:
?  Check Phase 2 settings: VPN Client address and Remote LAN address. Usually, VPN Client IP address
should not belong to the remote LAN subnet
? Once VPN tunnel is up, packets are sent with ESP protocol. This protocol can be blocked by firewall.
Check that every device between the client and the VPN server does accept ESP
?  Check your VPN server logs. Packets can be dropped by one of its firewall rules.
?  Check your ISP supports ESP
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?  If you still cannot ping, follow ICMP traffic on VPN server LAN interface and on LAN computer interface
(with Ethereal for example). You will have an indication that encryption works.

?  Check the “default gateway” value in VPN Server LAN. A target on your remote LAN can receive pings
but does not answer because there is a no “Default gateway” setting.

?  You cannot access to the computers in the LAN by their name. You must specify their IP address inside
the LAN except if you set “DNS server” and “WINS server” in “P2 Advanced” windows from the client
interface.

?  We recommend you to install ethereal (http://iwww.ethereal.com) on one of your target computer. You
can check that your pings arrive inside the LAN.
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6 Contacts

News and updates on TheGreenBow web site : http://www.thegreenbow.com
Technical support by email at support@thegreenbow.com
Sales contacts at +33 1 43 12 39 37 ou by email at info@thegreenbow.com
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