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1. Introduction

1.1 Goal of this document

This configuration guide describes how to configure TheGreenBow IPSec VPN Client with a Planet VRT-311S
firmware v1.0 release 10.

1.2 VPN Network topology

In our VPN network example (diagram hereafter), we will connect TheGreenBow IPSec VPN Client to the LAN
behind the VRT-311S. The VPN client is connected to the Internet with a DSL connection or through a LAN. All
the addresses in this document are given for example purpose.

A Road Warrior connection also needs to be configured. The following example makes use of these values:

e External IP of the VRT-311S: yourgateway.dyndns.org (or public IP address)
e [P Subnet behind the VRT-3118S: 192.168.0.0/255.255.255.0
IPSec VPN Client  yourgateway.dyndns.org 192.168.0.9
(Remote) 192.168.0.1
ﬂ l VRT-311S l j
Internet s

R ...v----"quz.m&o.m
IPSec VPN Client
(as seen on the LAN)
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2 VRT-311S VPN configuration

On the router menu, go to VPN policies, and configure a new policy definition :

VPN Policy Definition

Name: asm Enable Policy

Allow NetBIOS fraffic

Remote VPN endpoint & Dynamic IP

O Fixed IP:
© Domain Name:

Local IP addresses

Type: | Subnetaddress ¥ | |P address: [192[[168/[0 [[o0 |~|

Subnet Mask:|255/|255/ /2550

Remote IP addresses

Type: Paddress: [0 [[0 ][0 o |~
Subnet Mask:
Authentication & Encryption
[JAH Authentication MD5 |
[¥]ESP Encryption AES v |Key Size 128Bits ¥ | (AES only)

MESP Authentication  [SHA-T v
Manual Key Exchange
@ IKE (Internet Key Exchange)

Direction
Local Identity Type | Fully Qualified Domain Name
Local Identity Data |yt -
Remote Identity Type| Fully Qualified Domain Name +|
Remote Identity Data igp )
Authentication <i} RSA Signature (requires certificate)
® Pre-shared Key
123456
Authentication Algorithm: | SHA-1 ¥
Encryption: AES v Key Size:|128Bits ¥ | (AES
only)
Exchange Mode
IKE SA Life Time:  |3600 (secs)
[] IKE Keep Alive  PingIP Address: [0 [[0 [0 |[o
IPSec SA Life Time: [3600 (secs)

DH Group Group 2 (1024 Bif) v
IKE PFS Disabled v
IPSec PFS MNaone v

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © Sistech 2001-2006
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AES algorithm is more efficient than DES or 3DES (faster to cipher data and more secured), but any other
algorithm can be used.

Aggressive mode is selected automatically on the router for a roadwarrior access. PFS must not be used with
aggressive mode on this router. We chose DNS as local and remote ID type, but any type can be selected.

We used preshared key authentication as the VRT-311S doesn't include a build in Certification Authority. If you
wish to use certificates, a third party CA is needed and IDs type have to be set to DER_ASN1_DN.
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3 TheGreenBow IPSec VPN Client configuration

3.1 VPN Client Phase 1 Configuration

Right click on Configuration in TheGreenbow VPN client and select “Add Phase 1”.

Then select the "new phase 1" screen. The values that need to be changed and entered are displayed here:

The preshared key used in this example is intentionally short. Don’t use this key length in a production

environment, it must be complex enough for maximum security.

Phase 1 Configuration

% TheGreenBow VPN Client

File WPM Configuration  Wiew Tools 2

IPSec VPN Client

= (g. Zonfiguration

JB  Console Phase 1 M
28 Paramsters M ame 1VHT31 15
% Connections Interface 1,&,n_|,| ‘ﬂ

Femote 5 ateway 1ynurgateway. dyndns.org

== yRT3115
= WRT3115 e Frechiaed Key | xxxxxx
Confirr; J ““““““
" Cerlificate
—IKE

Encryption  |AES 128 -

Authentication | SHA -

KeyGroup  |DH1024 v]

. E .‘-.-’F'r.wl T.unne.l DDEHEd.

P1 Advanced...

Save & Apply

[ Turnel [ 5

Click on “P1 advanced” to select aggressive mode and enter ID types and values.

IPSec VPN Router Configuration
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Phase1 Advanced

Advanced features -

[ Config Mode Redund G |
[v Aogressive Mode MAT-T I.-'l'-.utclmatin:: Lj
X-Auth
[ ¥-tuth Popup Login |
Fassword ]

Local and Remaote 1D

Chooze the type of [D; Set the value for the 1D
Local ID 1DNS :__J ]tElt'

Femate |0 iDNS __v_] 1~.frt

Cancel

3.2 VPN Client Phase 2 Configuration
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4 TheGreenBow VPN Client

File 4PN Configuration  Wiew Tools 2

}%}s Conzaole
28 Parameters

=

=% [LConnections

= (g. Configuration
=-5% wRT3115
(OF/RT3115

~ESP-

E ncryption
Authentication
bode

[~ FFs Group

E \-’F‘N .T.L;nnell n:npened.

WPM Cliertaddiess | O . 0 . 0 . O

Address twpe ]Sul:unet address
Remate LAMN address | 192 . 168 . 0 . O
Subnet Mazk ] 2ER . JER

IPSec VPN Client

Mame [VRT3115

=

285 00

AES 128 - P2 Advanced... ‘

SHeY v Scripts |
1 Tunnel ']
QrE . | Cloze Tunnel |
Save & Apply J
: Tunnel: © .

0.0.0.0 in "VPN client address” means the ip used for the vpn client is the current one on the pc’'s network

adapter.

Phase2 advanced is used to enter alternate dns and/or wins servers addresses .If configured, these addresses
will overwrite the current dns and/or wins configuration on the ip stack, once the tunnel is up. The ip stack return

to its original state at tunnel normal closure.

IPSec VPN Router Configuration
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4 VPN IPSec Troubleshooting
41 « PAYLOAD MALFORMED » error

114920 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]

114920 Default (SA CNXVPN1l-Pl) RECV phase 1 Main Mode [NOTIFY]

114920 Default exchange_run: exchange_validate failed

114920 Default dropped message from 195.100.205.114 port 500 due to notification
type PAYLOAD_MALFORMED

114920 Default SEND Informational [NOTIFY] with PAYLOAD_MALFORMED error

If you have an « PAYLOAD MALFORMED » error you might have a wrong Phase 1 [SA], check if the encryption
algorithms are the same on each side of the VPN tunnel.

4.2 «INVALID COOKIE » error

115933 Default message_recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105
115933 Default dropped message from 195.100.205.114 port 500 due to notification
type INVALID_COOKIE

115933 Default SEND Informational [NOTIFY] with INVALID_COOKIE error

If you have an « INVALID COOKIE » error, it means that one of the endpoint is using a SA that is no more in use.
Reset the VPN connection on each side.

4.3 «no keystate » error

115315 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [SA] [VID]

115317 Default (SA CNXVPN1l-P1l) RECV phase 1 Main Mode [SA] [VID]

115317 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [KEY] [NONCE]

115319 Default (SA CNXVPN1l-P1l) RECV phase 1 Main Mode [KEY] [NONCE]
(

115319 Default (SA CNXVPN1-Pl) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]
115319 Default ipsec_get_keystate: no keystate in ISAKMP SA 00B57C50

Check if the preshared key is correct or if the local ID is correct (see « Advanced » button). You should have
more information in the remote endpoint logs.

4.4 «received remote ID other than expected » error

120348 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [SA] [VID]

120349 Default (SA CNXVPN1l-Pl) RECV phase 1 Main Mode [SA] [VID]

120349 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [KEY] [NONCE]

120351 Default (SA CNXVPN1l-P1l) RECV phase 1 Main Mode [KEY] [NONCE]

120351 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]
(

120351 Default (SA CNXVPN1l-Pl) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]
120351 Default ike_phase_1_recv_ID: received remote ID other than expected

The « Remote ID » value (see « Advanced » Button) does not match what the remote endpoint is expected.
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4.5 «NO PROPOSAL CHOSEN » error

115911 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [SA] [VID]

115913 Default (SA CNXVPN1l-Pl) RECV phase 1 Main Mode [SA] [VID]

115913 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [KEY] [NONCE]

115915 Default (SA CNXVPN1l-Pl) RECV phase 1 Main Mode [KEY] [NONCE]

115915 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]
)

115915 Default (SA CNXVPN1l-P1l) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]

115915 Default phase 1 done: initiator id ¢364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SA] [KEY] [ID] [HASH] [NONCE]

115915 Default RECV Informational [HASH] [NOTIFY] with NO_PROPOSAL_CHOSEN error
115915 Default RECV Informational [HASH] [DEL]

115915 Default CNXVPN1-P1l deleted

If you have an « NO PROPOSAL CHOSEN » error, check that the « Phase 2 » encryption algorithms are the
same on each side of the VPN Tunnel.

Check « Phase 1 » algorithms if you have this:

115911 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [SA] [VID]
115911 Default RECV Informational [NOTIFY] with NO_PROPOSAL_CHOSEN error

4.6 «INVALID ID INFORMATION » error

122623 Default (SA CNXVPN1l-P1l) SEND phase
122625 Default (SA CNXVPN1-P1l) RECV phase

( ) Main Mode [SA][VID]
( )
122625 Default (SA CNXVPN1l-P1l) SEND phase
( )
( )
)

Main Mode [SA][VID]

Main Mode [KEY] [NONCE]

122626 Default (SA CNXVPN1-P1l) RECV phase Main Mode [KEY] [NONCE]

122626 Default (SA CNXVPN1l-P1l) SEND phase Main Mode [ID] [HASH] [NOTIFY]

122626 Default (SA CNXVPN1-Pl) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]

122626 Default phase 1 done: initiator id ¢364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode
[SA] [KEY] [ID] [HASH] [NONCE]

122626 Default RECV Informational [HASH] [NOTIFY] with INVALID_ID_INFORMATION error
122626 Default RECV Informational [HASH] [DEL]

122626 Default CNXVPN1-P1l deleted

e e

If you have an « INVALID ID INFORMATION » error, check if « Phase 2 » ID (local address and network
address) is correct and match what is expected by the remote endpoint.

Check also ID type (“Subnet address” and “Single address”). If network mask is not check, you are using a
IPV4_ADDR type (and not a IPV4_SUBNET type).

4.7 |clicked on “Open tunnel”, but nothing happens.

Read logs of each VPN tunnel endpoint. IKE requests can be dropped by firewalls. An IPSec Client uses UDP
port 500, UDP port 4500 and protocol ESP (protocol 50).

4.8 The VPN tunnel is up but | can’t ping !

If the VPN tunnel is up, but you still cannot ping the remote LAN, here are a few guidelines:
e Check Phase 2 settings: VPN Client address and Remote LAN address. Usually, VPN Client IP address
should not belong to the remote LAN subnet
e Once VPN tunnel is up, packets are sent with ESP protocol. This protocol can be blocked by firewall.
Check that every device between the client and the VPN server does accept ESP
e Check your VPN server logs. Packets can be dropped by one of its firewall rules.
e Check your ISP support ESP
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e If you still cannot ping, follow ICMP traffic on VPN server LAN interface and on LAN computer interface
(with Ethereal for example). You will have an indication that encryption works.

e Check the “default gateway” value in VPN Server LAN. A target on your remote LAN can receive pings
but does not answer because there is a no “Default gateway” setting.

e You cannot access to the computers in the LAN by their name. You must specify their IP address inside
the LAN.

e We recommend you to install ethereal (http://www.ethereal.com) on one of your target computer. You
can check that your pings arrive inside the LAN.
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5 Contacts

News and updates on TheGreenBow web site : http://www.thegreenbow.com
Technical support by email at support@thegreenbow.com

Sales contacts at +33 1 43 12 39 37 ou by email at info@thegreenbow.com
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