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od ] 1
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152.168.1.3 152,168
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192.168.1.3 192,168
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192.188.1.3 192,168

1.2

e s e Y
LN I LN I L Ry Ly o L N0 PN LN N I N Ay (R P [

IZAKMP
ISARKMP
ISAKMP
ISARKMP
IZAKMP
ISARKMP
ISAKMP
ISARKMP
IZAKMP
ESP
ESP
ESP
EZP
ESP

Ioentity Protection
Identity Protection
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Identity Protection
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ESP
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Main
(Main
(main
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®H Ethernet II,

Src: 00:50:04:ad:F2:73,

Dst:

HFrame 1 (142 bytes on wire, 142 bytes captured)

00:10:h5: 07 2F:FF
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5 IPSec VPN[EE %47

51 « BERHE » iR (MR 1 BIER)

114920 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

114920 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [NOTIFY]

114920 Default exchange_run: exchange_validate failed

114920 Default dropped message from 195.100.205.114 port 500 due to notification type
PAYLOAD_MALFORMED

114920 Default SEND Informational [NOTIFY] with PAYLOAD_ MALFORMED error

MRBE « BERA » Bix , BURELRBATERNE—MESA, RE—T2E% VPN [Z
mEBR A T HHRNMERE .

5.2 « T COOKIE » §&ig

115933 Default message_recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105
115933 Default dropped message from 195.100.205.114 port 500 due to notification type INVALID_COOKIE
115933 Default SEND Informational [NOTIFY] with INVALID _COOKIE error

MRIBE « TH COOKIE » 48iR , EXRR VPN IHR (B HHEA ) WEA—IKIEFES SA T
REBHER, EMEMMANiK S VPN EE,

5.3 « no keystate » iR

115315 Default (SA CNXVPN1-P1
115317 Default (SA CNXVPN1-P1

SEND phase 1 Main Mode [SA][VID]

RECV phase 1 Main Mode [SA][VID]

115317 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]
115319 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]
115319 Default ipsec_get keystate: no keystate in ISAKMP SA 00B57C50

~— — — ~—

WEMHERARESEBRRNERE it ID"REER , IREZEBMNZTHE VPN k<8 BE
LIRBMEZHEEL,

54 « EWANZRIDSHHARF » &

120348 Default (SA CNXVPN1-P1
120349 Default (SA CNXVPN1-P1
120349 Default (SA CNXVPN1-P1
120351 Default (SA CNXVPN1-P1

SEND phase 1 Main Mode [SA][VID]

RECV phase 1 Main Mode [SA][VID]

SEND phase 1 Main Mode [KEY][NONCE]

RECV phase 1 Main Mode [KEY][NONCE]

120351 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH]INOTIFY]

120351 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

120351 Default ike_phase_1_recv_ID: received remote ID other than expected support@thegreenbow.fr

~— — — — ~— ~—

M iIwmAY ZiE ID" T PUEL,
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5.5 « no proposal chosen » &i%

115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

115913 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

115913 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

115915 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

115915 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id c364cd72: 195.100.205.114,
src: 195.100.205.112 dst: 195.100.205.114

115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode [SA][KEY][ID][HASH][NONCE]
115915 Default RECV Informational [HASH][NOTIFY] with NO_PROPOSAL_CHOSEN error

115915 Default RECV Informational [HASH][DEL]

115915 Default CNXVPN1-P1 deleted

I « no proposal chosen » fHiRET , WEMEWM R 2 MFEAXNHBBEEHEE.

MEME , BRENER 1 AESRAEEMEE,

115911 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]
115911 Default RECV Informational [NOTIFY] with NO_PROPOSAL_CHOSEN error

5.6 « THH IDEE » &8

122623 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [SA][VID]

122625 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [SA][VID]

122625 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [KEY][NONCE]

122626 Default (SA CNXVPN1-P1) SEND phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default (SA CNXVPN1-P1) RECV phase 1 Main Mode [ID][HASH][NOTIFY]

122626 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder id c364cd72: 195.100.205.114,
src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode [SA]KEY][ID][HASH][NONCE]
122626 Default RECV Informational [HASH][NOTIFY] with INVALID_ID_INFORMATION error

122626 Default RECV Informational [HASH][DEL]

122626 Default CNXVPN1-P1 deleted

HI « TME IDER » iR, REMER 28 ID (i IP it MWK ibat) 275 E§#H BH
TN R, B, RERE IDEE (“FWERH HUEE" ) .

5.7 “BR  TFFERE ", BRAFRLA "

EF VPN BiRi B | IKE BRI 8E4RPh A IBREEE T . FREM IPSec EF wfEMA UDP 500
Wik O , ESP Wi

5.8 “ VPNREEHIBUE T , ER&Ping F&

MR VPN BREELHBUET , BRMRMA ping TENAHIMX , iFE THRJLREIW
¢ REMK2/IRE : VPN EF it Mzs LAN ik, B% , VPN B/ IP it
Bz iZ Mz vw AR E o
¢ R VPN BEHEET , BIEIEMLLU ESP LR KL, ESP AJRELHKH Xi&MH
Mg, REHBINE VPN B R RS 2R 2 AR IRZ E T ESP hiUET.
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¢ KEVPNRFHLEMWABE , VPN BETE TR TP AR NIPEEIET

o HINEM ISP X ESP,

¢  WMREER ping T& , ME VPN RFEFF LAN K ping SR BN BIHNHES
( BIEN{EFA Ethereal ) , BEEX LHEAI —LER

¢ HZE VPN RS 28 LAN R BRIAMX" | i LAN FIE — B it ENL AT EEREI T B X
H# ping HXR , BRI EFIREE N,

¢ BREBILITENBHREIZE LAN BitEN , BLMIEEENE LAN AH 1P i
ko

o  BMNBNEEBERITEN LR EWireshark (http://www.wireshark.org) , UK &

pingIm B RBIIE T XA ITEN.
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