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1 Introduction

1.1 Goal of this document
This configuration guide describes how to configure TheGreenBow IPSec VPN Client with a Phion VPN gateway.

1.2 VPN Network topology

In our VPN network example (diagram hereafter), we will connect TheGreenBow IPSec VPN Client to the LAN
behind the Phion VPN gateway. The VPN client is connected to the Internet with a DSL connection or through a
LAN. All the addresses in this document are given for example purpose.

IPSec VPN Client 192.168.0.3
(Remote) mygateway.dyndns.org 192.168.0.1 . l
] l Internet l Phion netfence l D

192.168.0.78

IPSec VPN Client
(as seen on the LAN)

1.3 Phion Netfence Restrictions
Depending on the Release version, Phion may not support NAT-T.

Furthermore Phion does not support Encryption Mode Transport for Phase 2, Aggressive Mode and Hybrid Mode
for Phase 1 in any Release version.

It is mandatory to set explicitly IKE Config Mode for the Greenbow IPSec VPN Client, otherwise Phion Netfence
won't assign Personal Network Information.

1.4 Phion VPN Gateway

VPN configuration and Testing have been conducted with Phion Netfence Release version 3.6.0
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2 Phion Netfence VPN configuration

This section describes how to build an IPSec VPN configuration with your Phion VPN gateway.
Once connected to your Phion VPN gateway, you must select “VPN Settings first”.

Preconditions:
- Root Certificate
- Server Certificate
- Client Certificate

1) Import a root Certificate that has been issued by a Certificate Authority (CA) before (for example Phion PKI or
any other CA).

#- phiona - [Box root::nf240-Rack 10.0.6.45 - Configuration]

“ @ Fle Edt Box Wiew window 7 1= x|
| #= & FLsetings | & cut Bm copy W Paste | &Y | %
nf240-Rack 1.__[EE G D Transactions. Locks. [Vl Discornect | [5
ConfigTree S8 ¥PN Settings - vpr (vond | = Client to Site - vpn (vpr) | - 10.0.6.45
B nfZ40Rack
VPN Settings - vipn (vpn) Box root::nf240-...

Serd Chanoe: | FReload |[Unlock Close | Show Main Wwindow |

B8 Personal Networks | Server Key/Settings oot Centficates | Server Centiicates |

<[ Lt

v

pH

[ ¢ [S5L Secure d [AES128-5HA]  [Certificate: <MOT LOADED> [Timezane: GT+01:00

2) Import a server certificate in PEM or PKCS12 format that is signed by the root certificate.
NOTE: When importing is done in PEM format you also have to import the private key.
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a - [Box root::nf240-Rack 1
” @ Fle Fdt Box View Window ? _l= x|
|J S B ¢l osstings | 3 oot Copy W paste | B | B

nf240-Rack 1.._[EE G Transactions. Locks. BE Disconnect

CorfigTree 58 WPMN Settings -wpn (+pn) | S Client 12 Site - von fvanl |

i 10.0.6.45
nf240-Rack
VPN Settings - vpn (vpn) B ox 100t::nf240-...

SerdChenoes | Reload [ Unlock | Close | Show Main Window |

B8 Personal Networks | Server Key/Settings | Fioot Certificates  Server Cerhh:ales'

Cetmame Status | Private Ke Bits |

Show X509 Certificate. ..

Import Certificate Key from PKCS12 File.
Import Certificats from CRT File. .
Import Certificatefrom Clipboard

Import Certificate from File. ..

Impork Private Key from Clipboard

Remove Certificate Private Key
Remove Private Key

Export Certificate to Clipboard
Export Certificate to File. .,
Export Private Key to Clipboard
Export Private Key ta File...

Tools 3

Connected @ 55L Secued (AES128-5HA)  Certificate: <NOT LOADED> Timezone: GMT+01.00

#start| | @ @ £ | [E fwga - wordpad | 8] ypn-deadpeerdstec... | 8] tgbvpn_cg_templat... |[ @ phiona - [Box root:...

3) Define a Personal Network that should be assigned to your local workstation when the IPSec Tunnel is up and
running.

a - [Box root::nf240-Rack 1

|| == & $L setings | 5 cur Copy W% Paste | B | @

nf240-Rack 1. EETE a Transactions. Locks. o Disconnect

Corfig Tree S8 VPN Settings - vpn (vprl | E Client to Site - vpn von) |

10.0.6.45
B rf240Rack
%D VPN Seattings - vpn (vpn) Box root::nf240-. .
Send Changes Fcload Close | Shew Main Ywindow
BE Personal Networks | Sarver Key/Sattings | Root Certl (TR AL LA L] |
F <<

Change Personal Network N A

Metwork

I~ Advertise via 0SPF
Mame Z]

Metwork Address [192.1.1.0

Metwork Mask |8 9 = 255.255.265.0
Gateway 132712

Tupe routed [ Static Route | >

Quarantine Regular Personal Netwark -1
ok I Cancel |

Connected & SSL Secured (AES128.GHA)  [Certificate: <NOT LOADED> [Tirnezone: GMT+01:00
#stan| [ [@ @ 8 7 | [E) fwga - WordPad | B vpN-deadpeerdstec... | B tgbvpn_cg_templat... |[@ phiona - [Box reot:...

For proceeding select “Client to Site” settings and define your External CA.
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1) Define your IPSec settings that are going to be used during key exchange with the IPSec VPN Client.

NOTE: The settings for Phase 1 and Phase 2 must match exactly those defined within IPSec VPN Client
otherwise connection establishment won't be performed (see VPN IPSec Troubleshooting).

#- phiona - [Box root::nf240-Rack 10.0.6.45 - Configuration]

|| 5= @ $L sotings | 5 cur Copy W8 Pae | R | @

nf240-Rack 1. JEECaC | D Disconnes =i
Unds |

Config Tres | 58 VPN Settings - vpn (vpnl 8 Client to Site - vpn [vpn]l ’
<z
Y ciert te Site - ven b
E{:‘: Send Cheraes | Reload | Orock | Clese | S|
Eﬂ Phion PN G4 Estemal C4 | Massages | Pictuies | & Registry | By vPN P | B Offiine P |
Fules | Policy | Common | Phion  1PSec |

v

Y]
Eis

Eonnec ted @& [S5L Securs d [AES128-5HA]  [Certificate: <MOT LOADED> [Timezone: GMT+01:00

Astart| | [@ @8 £ 7 | [E) fwga - WordPad | @) vPh-deadpesrdetsc. .. | B tgbvpn_cg_templat... |[@ phiona - [Box root:...

2) Enter the common section (IKE Config Mode) and define a Personal Network and a Remote LAN to which your
workstation gets access to. Assuming that the IPSec VPN Client reaches the VPN gateway with IP 214.1.2.50
you have to state explicitly that this IP address is allowed to receive Network Information from the VPN gateway.
To do so define an Access Control List.

2 phiona - [Box root::nf240-Rack 10.0.6.45 - Configuration]

H@Fne Edit Box Wew Window 7 =1=x
|J FA @ Pl setings | % cut Copy W8 Paste | B | ¥

nf240-Rack 1. | D Transactions... | Locks IM Disconnect | (&7

Unde | Hé Sync.. | Sessions.. |
Config Tree | 58 VPN Settings - vpn [vpn] 81 Clientto Site - vpr [vpr) | : 10.0.6.45
T = H nfz40Rack
Client to Site - vpn (vpn) 2 Box root::nf240-__.
Send Charges | Reload | Unleck | Close |  Change Common Settings Show Main Window |
Phion YPN G Edtomal A | Messages | Picwres | gl | =™™"
Mame commont =
Rules | Policy  Commen | Phion | IPSec | Statistic Name
Statistic Name Network ACL
USENE | Assigned Netwark | workstation2remi 192.1.1.0 -
DNS
WINS
~ Metwork Foutes
Addr/Mask
[15z168.0008 192.188.0.0/%
Add | _Delete
- AocessContelListfoCl)
Addr/Mask
[rarzen [ 2141250
Delete
oK | Cancel
Connected [ & S50 Secured [AES128:5HA]  [Certificate: <NDT LOADED> [Timezone: GMT +01:00

@istart| | [ @ £ > | [£) fwga - wordpad | ] ypu-deadpeerdetec. . | ] tabvpn_cg_ternplat. .. | @ phiona - [Box root:. .. [ & F
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3) Link your common and IPSec settings to a new policy

% phi 240-Rack 10.0.6.45 - Configuration]
” @8 File  Edt Box view window 7 _l=| x|

|| 54 @ L settngs | 4 cut Copy W raste | B |

nt2a0-Fack 1. |IEERERE| T tocks. | B
Undo — Hé& Sync. Sessions.

Corfig Tree | 58 PN Settings - wpn (vpr] 8 E'\Enllngwte—vpn[vpn]l

10.0.6.45
B rni240-Rack
Box root::nf240-___

Client ta Site - vpn (vpn) bbb £l

Send Changes Fieload Unlock |  Clos: Change Group VPN Policy Show Main Window |

Phion PN C& Estemal G4 | Messages | Pictures

Mame  |policy I Disabled
FAules  Policy | Common | Phion | 1PSec |
Disabl_| Name - Comman Comman (camman] | Phion ) 1PS=c [areenbow] |
Link to greenbow -1 Edit New.
Mame greenbow
Disabled Mo
Encryption AESZ56
Hash Meth D5
DH-Group : None
Lifetime
Time 3800
Minimum 301
Maximum 28800

(a3 I Cancel

Connectsd @& [SSL Secured [AES128-5HA)  [Certificate: <NOT LOADED> [Timezone: GhT+01:00
@start| | [@ & 8 > | [E) fwga - wWordPad | ) vPN-deadpeerdstec. .. | B tebvpn_cg_templat... |[@ phiona - [Box reot:. ..

4) Define your Group VPN Settings and link to your previously defined Server and Root Certificate. For the Server
Protocol Key choose “From Server Cert”

”@Fne Edt Box View Window
|J Sa @ ¢l osstings | 3 oo Copy W paste | B | B

nf240-Rack 1. Transactions. Locks. BE Disconnect

Undo HA Synec. Sessions
Confio Tree| B VPN Settings - von (von) B Client 1o Site - vpn fvpr] | . 10.0.6.45
[Z#] connig B ri240-Aack
@ Client to Site - vpn (vpn) Box root:-nf240-
Cend Changes | Reload | Unlock | Close | Show bain Window |
Phion VPN CA  Extemnal T |Messar,,| oo ) ke ) BB e | BRC oo m ]

Group YPH Settings [ x|

Change Group YPN Settings

Rules | Palicy | Common | Phion

Click here for options. .. (]
= %503 Cliert Securi
Mandatory Client Credentials ¥ %509 Certificate I~ Extemnal Authentication
Certificate Login Matching I Login must match AltN ame in Certifisate
 Server

Authentication 5cheme -

I Ras Login permission required

S Dariicats -
Server Protocal Key From-Server-Cert- b
Used Root Certificates bl -

ok I Cancel |

Connected & 550 Secured AES128-5HA) [Certificate: <MOT LOADED> [Timezane: GMT+01:00

#istart| | [B & £ 7 | [Z) fwga - wordpad | 8 ven-deadpeerdstec... | #] tgbvpr_cg_templat... || phiona - [Box roots... |G| [«
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5) Create a new Rule your Policy applies to where Certificate Conditions from the IPSec VPN Client can be
entered. Again the workstation IP must be entered here in order to belong to this defined group. Furthermore peer
condition must be set to IPSec Client.

% phiona - [Box root::nf240-Rack 10.0.6.45 - Configuration]

“@File Edt Box Wiew Window 7
|J s @ flosetings | 5 oo Copy W Paste | B | F

Transactions. Locks. .. BE

nfz40-Rack 1.

Dieerees

Undo He Sync. Sessions.
Canfig Tree | B8 PN Setings -vpn fvpn) %8 Clisnt o Site - vpn [vpn] | . 10.0.6 45
= B rf2d0Rack
Client to Site - vpn (v n Box root:-nf240-___
%D pn (vp Group Palicy Condition [ x|
SendChenge: | Feload | Unlock | o Show Main Window |
Assil d VPN G Paoli licyl vI
PhionWPN C&  Extemal CA IMessagesI Pict A i (=l
[~ %509 Certiticate Conditions
Rules | Poliey | Common | Phion | IPSec |
Subject Edit/Show...
Click here for options B
Certifizate Policy (0ID: 2.5.29.32)
Group Polic Client =503 5.
Generic +3 01D =
Cantent
Extemal Graup Candition [from extemal authentication]
’7 Group Pattem ‘

[~ Peer Condition

T Phion Client
¥ IPSec Client
Peet Addiess/Network [ aadMask
214.1.250
#dd | Delete

0K Cancel

W
#start| | B & £

@ 55L Secured [(AES128-5HA]  Certificate: <NOT LOADED> Timezone: GMT+01.00

| B ypu-deadpesrdetec., .. | tgbvpn_cg_templat. .. | @& phiona - [Box root:. ..

> | [£) fwga - wordpad

JE|
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3 TheGreenBow IPSec VPN Client configuration
3.1 VPN Client Phase 1 (IKE) Configuration
B sl 7
Fis VPN Configuration Wiew Took 7 — i
|PSec VPH Client
P The remote VPN
- " — Gateway IP address is
S oL either an explicit IP
ol S o -] address, or a DNS
S ctortn | PRiemotn Gateway [10 0672 < Name
= ) tobtes :
) bektant " Freshaedkey |
@.3_-.. ,;r,l-,:,.,| Condur I
(o
e Import a PKS12 or PEM
e P P1 Advanced. Client Certificate here issued
Butherficston  [SHA - by a CA.
keyGiowp [oH758 7] NOTE: Authentication does
' not work with preshared keys
Sarve b dply
(=R Turrel: @
Phase 1 configuration
Select IKE Config Mode in
i order to get the information
automatically from the VI?N
O4)/=| __— gateway. The Client won't
request any network
information in this mode.
¥ Config Mods Fiedund. GW I
™ Aggressive Mode MNAT-T IAutomatiC 'I
H-Auth
™ ®-&uth Popup Login li
I~ Hybrid Mode Password | It is mandatory o set a
Local and Remote 1D RemOte |D because the
Choose the bype of ;. Setthe value.lor the 1D |PSeC C||ent expects that
Local ID IDNS j Igleenbow.phlfn.com from the VPN gateway durlng
Senee ot clentetioncom_| identification establishment in
— ] Phase 1.
-Elk Cancel
e | NOTE: This must match

Phase 1 Advanced

exactly the SubjectAltName
set in the VPN gateway
server certificate.

You can also define a local
ID set in the Client Certificate

IPSec VPN Router Configuration
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3.2 VPN Client Phase 2 (IPSec) Configuration

£ TheGreenBow ¥PN Client ) 101 =l
File ¥PM Configuration View Tools 7
IPSec VPN Client Do not define a Virtual VPN
= i
Client Address and a remote

@ Console : i LAN netWOI’k.

885 Parameters Marne ICnx\u"pn‘I / REMEMBER We Use |KE

% Cornections WPM Client address I 7 3 3 Conflg Mode and get th|S info

E--@ Configuration Address type ISubnet address j from the VPN gateWay
E| tghtest

T @ tbtest Remate LAM address I

Crivpnl Subnet Mask I

() Cnx¥pnl
Encryption IAES 265 ,l P2 Advanced... |

Authentication I MD5 - l Scripts |
Maode m

[ FF8  Group INone vl Open Tunnel |
Save & Apply |

’é | ‘whaiting for WPH... | Turnel: @

—ESP

Phase 2 Configuration

You may notice that we have selected SHA as authentication algorithm despite that fact MD5 algorithm is used
for phase 2 in Phion IPSec settings. The real authentication algorithm used is defined in main configuration page
of the Phion IPSec settings.

3.3 Open IPSec VPN tunnels

Once both Phion VPN gateway and TheGreenBow IPSec VPN Client have been configured accordingly, you are
ready to open VPN tunnels. First make sure you enable your firewall with IPSec traffic.

1. Click on "Save & Apply" to take into account all modifications we've made on your VPN Client configuration

2. Click on "Open Tunnel", or generate traffic that will automatically open a secure IPSec VPN Tunnel (e.g. ping,
IE browser)

3. Select "Connections” to see opened VPN Tunnels

4. Select "Console" if you want to access to the IPSec VPN logs and adjust filters to display less IPSec
messaging. The following example shows a successful connection between TheGreenBow IPSec VPN Client and
a Microsoft Windows 2000 Server.

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © Sistech 2001-2005 10/16
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T

==y

TRTOTE TSy

O

]

(o v N N T R DU U |

el el
Bwrn P o
MR RODODODD D DD D D OO

[y
n

L153567
L 2053463
L 257505
. 300882
. 310184

313742
3219132
323741
334080
601160

LGB02568
L693164
LBO3600
L604024

Source

192.168.
1%2.168.
192.168.
192.168.
192.168.
1%2.168.
192.168.
192.168.
192.168.
1%2.168.
192.168.
192.168.
192.168.
1%2.168.

R el el e el e = e ey

Fd Ll T L) Ll B Lad B Ll P L T Ll B

192.
192,
192.
192.
192.
192,
192.
192.
192.
192,
192.
192.
192.
192,

Destination

168.
168.
168,
168.
168.
168.
168,
168.
168.
168.
168,
168.
168.
168.

e el e s RN S RS ey
[ S R SR R PN S PN NI W SN PR (N FA )

ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ESF
ESF
ESP
ESF
ESF

|
Identity Protection
Identity Protection
Identity Protection
Identity Protection
Identity Protection
quick mode
quick mMode
quick mMode
quick mMode
EsP (sPI=0xG10bTahc)
ESP (SPI=0x919bfahc)
ESP (SPI=0x53a5925&)
ESP (sPI=0x910bfahc)
ESP (SPI=0x53a550252)

| ]
{Main model)
(mMain model
(Main mModel)
{Main mModel
{Main model)

Ethernet II,

Sro: 00:50:04:ad:F2:73,

DSt

B Frame 1 (142 bytes on wire, 142 bytes captured)

00:10:h5:07:2f:ff

IPSec VPN Router Configuration
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4 Tools in case of trouble

Configuring an IPSec VPN tunnel can be a hard task. One missing parameter can prevent a VPN connection
from being established. Some tools are available to find source of troubles during a VPN establishment.

41 A good network analyser: ethereal

Ethereal is a free software that can be used for packet and traffic analysis. It shows IP or TCP packets received
on a network card. This tool is available on website http://www.ethereal.com/. It can be used to follow protocol
exchange between two devices. For installation and use details, read its specific documentation.

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © Sistech 2001-2005 12/16
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5 VPN IPSec Troubleshooting
5.1 « PAYLOAD MALFORMED » error (wrong Phase 1 [SA])

114920 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]

114920 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [NOTIFY]

114920 Default exchange_run: exchange_validate failed

114920 Default dropped message from 195.100.205.114 port 500 due to notification
type PAYLOAD_MALFORMED

114920 Default SEND Informational [NOTIFY] with PAYLOAD_MALFORMED error

If you have an « PAYLOAD MALFORMED » error you might have a wrong Phase 1 [SA], check if the encryption
algorithms are the same on each side of the VPN tunnel.

5.2 «INVALID COOKIE » error

115933 Default message_recv: invalid cookie(s) 5918ca0c2634288f 7364e3e486e49105
115933 Default dropped message from 195.100.205.114 port 500 due to notification
type INVALID_COOKIE

115933 Default SEND Informational [NOTIFY] with INVALID_COOKIE error

If you have an « INVALID COOKIE » error, it means that one of the endpoint is using a SA that is no more in use.
Reset the VPN connection on each side.

5.3 «no keystate » error

115315 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]

115317 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [SA] [VID]

115317 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [KEY] [NONCE]

115319 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [KEY] [NONCE]
( [

115319 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]
115319 Default ipsec_get_keystate: no keystate in ISAKMP SA 00B57C50

Check if the preshared key is correct or if the local ID is correct (see « Advanced » button). You should have
more information in the remote endpoint logs.

5.4 «received remote ID other than expected » error

120348 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]

120349 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [SA] [VID]

120349 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [KEY] [NONCE]

120351 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [KEY] [NONCE]

120351 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]

120351 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]

120351 Default ike_phase_1_recv_ID: received remote ID other than expected

support@thegreenbow. fr

The « Remote ID » value (see « Advanced » Button) does not match what the remote endpoint is expected.

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © Sistech 2001-2005 13/16
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5.5 « NO PROPOSAL CHOSEN » error
115911 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]
115913 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [SA] [VID]
115913 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [KEY] [NONCE]
115915 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [KEY] [NONCE]
115915 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]
115915 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]
115915 Default phase 1 done: initiator id ¢364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114
115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode

[SA] [KEY] [ID] [HASH] [NONCE]

115915 Default RECV Informational
115915 Default RECV Informational
115915 Default CNXVPN1-P1 deleted

[HASH] [NOTIFY]
[HASH] [DEL]

with NO_PROPOSAL_CHOSEN error

If you have an « NO PROPOSAL CHOSEN » error, check that the « Phase 2 » encryption algorithms are the
same on each side of the VPN Tunnel.

Check « Phase 1 » algorithms if you have this:

Main
with

115911 Default (SA CNXVPN1-P1)
115911 Default RECV Informational

SEND phase 1
[NOTIFY]

Mode [SA][VID]
NO_PROPOSAL_CHOSEN error

5.6 «INVALID ID INFORMATION » error

122623 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]

122625 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [SA] [VID]

122625 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [KEY] [NONCE]

122626 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [KEY] [NONCE]

122626 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]

122626 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]

122626 Default phase 1 done: initiator id c¢364cd70: 195.100.205.112, responder id
c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode

[SA] [KEY] [ID] [HASH] [NONCE]

122626 Default RECV Informational
122626 Default RECV Informational
122626 Default CNXVPN1-P1 deleted

[HASH] [NOTIFY]
[HASH] [DEL]

with INVALID_ID_INFORMATION error

If you have an « INVALID ID INFORMATION » error, check if « Phase 2 » ID (local address and network
address) is correct and match what is expected by the remote endpoint.

Check also ID type (“Subnet address” and “Single address”). If network mask is not check, you are using a
IPV4_ADDR type (and not a IPV4_SUBNET type).

5.7 Iclicked on “Open tunnel”, but nothing happens.

Read logs of each VPN tunnel endpoint. IKE requests can be dropped by firewalls. An IPSec Client uses UDP
port 500 and protocol ESP (protocol 50).

5.8 The VPN tunnel is up but | can’t ping !

If the VPN tunnel is up, but you still cannot ping the remote LAN, here are a few guidelines:
e Check Phase 2 settings: VPN Client address and Remote LAN address. Usually, VPN Client IP address
should not belong to the remote LAN subnet
e Once VPN tunnel is up, packets are sent with ESP protocol. This protocol can be blocked by firewall.
Check that every device between the client and the VPN server does accept ESP
e Check your VPN server logs. Packets can be dropped by one of its firewall rules.
e Check your ISP support ESP
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e If you still cannot ping, follow ICMP traffic on VPN server LAN interface and on LAN computer interface
(with Ethereal for example). You will have an indication that encryption works.

e Check the “default gateway” value in VPN Server LAN. A target on your remote LAN can receive pings
but does not answer because there is a no “Default gateway” setting.

e You cannot access to the computers in the LAN by their name. You must specify their IP address inside
the LAN.

e We recommend you to install ethereal (http://www.ethereal.com) on one of your target computer. You
can check that your pings arrive inside the LAN.

IPSec VPN Router Configuration Property of TheGreenBow Sistech SA - © Sistech 2001-2005 15/16



THEGREEMNBOLW:: Do o T o
VPN version |3.6.0

6 Contacts

News and updates on TheGreenBow web site : http://www.thegreenbow.com

Technical support by email at support@thegreenbow.com

Sales contacts at +33 1 43 12 39 37 ou by email at info@thegreenbow.com
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