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1 Introduction

1.1 Purpose of document

This configuration guide describes how to configure TheGreenBow Windows
VPN Client software with a FortiGate Next Generation Firewall to establish
VPN connections for remote access to a corporate network.

1.2 VPN network topology

In our VPN network example (see diagram below), we will connect
TheGreenBow Windows VPN Client software to the LAN behind the
FortiGate Next Generation Firewall. The VPN client is connected to the
internet over a DSL connection or through a LAN. All addresses in this
document merely serve as examples.

Windows VPN Client
as seen on LAN

mygateway.dyndns.org g

192.168.20.159

192168.10.1
g -

Windows VPN Client | Internet | ="

[RVU ot

192.168.10.78

192.168.10.3

1.3 FortiGate Next Generation Firewall

Our tests and VPN configuration have been conducted with Fortinet VM
firmware version 6.2.4.

Ref. no.: 20211201_CG_Fortinet_EN_1.0 1
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1.4 FortiGate Next Generation Firewall product info

It is essential for users to find all the required information regarding the
FortiGate Next Generation Firewall. All product information for the FortiGate
Next Generation Firewall can be found on the Fortinet website at:
https://www.fortinet.com/.

Fortinet Product page https://docs.fortinet.com/

FortiGate/FortiOS 6.2.4 Cookbook https://docs.fortinet.com/document/fortigat
e/6.2.4/cookbook/954635/getting-started

FortiGate Knowledge Base https://community.fortinet.com/t5/FortiGat
e/tkb-p/TKB20
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2 Configuring VPN on Fortinet firewall

This section describes how to build a VPN configuration for your FortiGate
Next Generation Firewall.

Once you have logged into your FortiGate Next Generation Firewall, proceed
as follows in the user interface:

1. In the left menu, choose VPN, and then IPsec Tunnels.
2. Click + Create New, and then select IPsec Tunnel to create a new VPN
IPsec tunnel.

== FortiGate VM64 FortiGate VM

® @& Dashboard > & Create New~ | #' Edit @ Delete Search
MK Security Fabric > |{IPsec Tunnel
Tunnel

[ FortiView > IPsec Aggregate

+] L Custom @
+ Network > L] d
L System >
& Policy & Objects >
& Security Profiles >

v

QOverlay Controller VPN

IPsec Tunnels 5

IPsec Wizard

3. Inthe IPsec Wizard, enter a name for the VPN connection that you
wish to create.

Choose the Custom template type.

Click Next >.

4.
5.

amm - i i
= o FortiGate VMé4  FortiGate-VM

B Policy & Objects

@ Dashboard » VPN Creation Wizard
s 2 :
X Security Fabric N @ PN setup
I FortiView > -
Name [ kebguide
+ Network > . .
Template type  SitetoSite Hub-and-Spoke Remote Access m_]
£ System >
>
>

& Security Profiles
|2 ven -
Owverlay Controller VPN

IPsec Tunnels

IPsec Wizard

Ref. no.: 20211201_CG_Fortinet_EN_1.0 3
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You will then see the following screen:

Network

IP Version IPv4 RIS

Remote Gateway ‘ Dialup User v ‘
Interface ‘ ® portl - ‘
Local Gateway ® J

Mode Config

Use system DNS in mode config )

Assign IP From O ‘ Range v ‘
IPv4 mode config

Client Address Range ‘ 10.10.11.1-10.10.11.20 ‘
Subnet Mask ‘ 255.255.255.255 ‘
DNS Server | 00.00 |
Enable IPv4 Split Tunnel O

IPvé mode config

Client Address Range ‘ e ‘
Prefix Length 128 |
DNS Server ‘ :: ‘
Enable IPv6 Split Tunnel U

NAT Traversal m Disable = Forced

Dead Peer Detection

Disable m On Demand

Forward Error Correction Egress [ ] Ingress []

3 Advanced...

6. Click on Advanced... to make the Authentication section appear and
select an existing certificate.

4 Ref. no.: 20211201 _CG_Fortinet_EN_1.0
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Authentication

Method Signature -
e ) FortiGuide-Serve: s«
IKE

Version 1

Peer Options

Accept Types ‘ Any peer ID -

A Specifying a Peer Certificate or Peer Group is recommended.

You may need to create a new certificate. In this case, follow the instructions

provided on the following page:

1 https://docs.fortinet.com/document/fortigate/6.4.1/administration-
guide/825073/purchase-and-import-a-signed-ssl-certificate.

7. Fillin the Phase 1 Proposal section according to your needs (please
refer to the technical characteristics described TheGreenBow VPN
Client’s documentation to find out which Diffie-Hellman groups are
available for your version of the product).

Phase 1 Proposal = © Add

Encryption ‘AES256 v‘ Authentication ‘SHA256 v‘

(132 ()31 ()30 (J29 (J28 (] 27

Diffie-Hellman Group (J21(J20 J19 J18 (J17 (J 16
OB M4 05 OJ2 O1

Key Lifetime (seconds) ‘ 86400 ‘

Local ID | |

Ref. no.: 20211201_CG_Fortinet_EN_1.0 5
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8. Fill in the Phase 2 Selectors section as shown below.

Phase 2 Selectors
Name

tgbguide

New Phase 2

Name

Comments

Local Address
Subnet v

Remote Address

Subnet A

B Advanced...

Phase 2 Proposal @ Add

0.0.0.0/0.00.0

192.168.10.15/24

Encryption | AES256

Local Address Remote Address
192.168.10.15/24 0.0.0.0/0.0.0.0 4
® O
tgbguide
Comments y
v‘ Authentication | SHA256 v

Enable Replay Detection

Enable Perfect Forward Secrecy (PFS)

Diffie-Hellman Group

Local Port

Remote Port
Protocol

Autokey Keep Alive
Key Lifetime

Seconds

(132 ()31 ()30 ([])29 ()28 [ 27
(J121([]20 (J19 ()18 ()17 (] 16
O15®@1405 2 g1

All ¥4

All ¥

All 4

O

Seconds v

43200
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9. Select the Policy menu item to create a new policy according to the
following screenshot:

Name @ Fortitgh

Incoming Interface | ) tgbguide v

Outgoing Interface | M port3 v

Source = all b
+

Destination = all X
+

Schedule fe always v

Service ) ALL %

+
Action Vg eeul @ DENY
Inspection Mode REGEESGN Proxy-based

- The Incoming Interface should be the name of the VPN connection that you
just created, and Outgoing Interface should be the LAN port.
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10. Fill in the second half of Configuration window, as shown below:

Inspection Mode WELIEES6M Proxy-based

Firewall / Network Options

NAT O

IP Pool Configuration Use Qutgoing Interface Address SSIRYaEIni{sl{l=el]]

Preserve Source Port (B

Protocol Options ‘ I8 default v ‘ &

Security Profiles

AntiVirus

Web Filter

DNS Filter
Application Control
IPS

CNCN N N®

SSL Inspection | no-inspection v ‘ &

Logging Options

Log Allowed Traffic O BEOVAREN SN All Sessions
Generate Logs when Session Starts (B

Capture Packets »

8 Ref. no.: 20211201 _CG_Fortinet_EN_1.0
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31

Configuring the VPN Client

This section describes the required configuration for TheGreenBow's
Windows VPN Client to connect to a FortiGate Next Generation Firewall.

Configuring the VPN Client for a Phase 1 (IKE Auth)

To configure your TheGreenBow VPN Client for a Phase 1 (IKE Auth),
proceed as shown in the following screenshot:

& TheGreenBow VPN Client

Configuration Tools 7

[E] VPN Configuration

B KE VL

- IKE ¥1 Parameters

- Ikev1Gateway

- Tkev1Tunnel
£ tgbtestIPV4

o tobtestlPv4

[0 tgbtestIPVE

@ tobtestPVe

B IKE V2

E||:| Tkev2Gateway

e ThevZTunnel

Cryptography
configuration

Secure Connections

Ikev2Gateway: IKE Auth

Authentication Protocol Gateway Certificate

Remote Gateway

Interface |Any

VPN CLIENT

The IP address of the remote

VPN gateway/firewall is
either an explicit IP address

or a DNS Name

Remote Gateway | 192,168.20.159

Authentication

() Preshared Key

Choose certificate

(®) Certificate

(JEAP
Login

Password

EAF popup

Multiple AUTH support

Cryptography

Encryption
Authentication

Key Group

AES CBC 256 b
DH14 (MCODP 2048) ~

The above screenshot depicts TheGreenBow’s Windows Standard VPN
Client, but you may use any edition, as long as you use compliant settings.

Ref. no.: 20211201_CG_Fortinet_EN_1.0
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On the Certificate tab, click Import Certificate..., choose P12 Format, and
then click Next > to add a certificate.

€ TheGreenBow VPN Client — O et

Configuration Tools 7

Secure Connections

Ikev2Gateway: IKE Auth VPN CLIENT

Authentication Protocol Gateway Certificate

E-F IKE V1
! IKE V1 Parameters
3 TkeviGateway TheGreenBow VPN Client
i & Tkey TTunnel
- tgbtestlPV4 :
o tobtestipyd . Import a new Certificate
=3 tgbtestlPVe
b tgbtestlPVE
B KE V2
= Dﬁm Choose below the new certificate format:

-] 880

O PEM Format

=
View Certificate. .. liIrl'pan:CErliﬁEltE... ]| CA Management. .. |

10 Ref. no.: 20211201_CG_Fortinet_EN_1.0
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3.2 Configuring the VPN Client for a Phase 2 (Child SA)

To configure your TheGreenBow VPN Client for a Phase 2 Child SA), proceed
as shown in the following screenshot:

e(reenbBow 1ent —
TheG Bow VPN Cli O *

Configuration Tools 7

REENBOW Secure Connections

Ikev2Tunnel: Child SA VPN CLIENT

E| VPN Configuration Child 5A  Advanced Automation  Remote Sharing IFV4

IKE V1 Parameters
—-3 Tkev1Gatewa)
~o IkeviTun =  Config mode, the network ddre55| D .0 .0 . o |

£ tbtestlPV4 | parameters will be provided
i beo tobtestlP

L. S T

£ tgbtestPV by the Fortinet firewall L type (B .
e tobtestiPVe
o= IKEV2 L AN address | a a a o |

-2 Ikev2Gatewa
- ) e\ EELELETE

[ [#] Request configuration from the gateway ]

Cryptography

Cryptography Encypton |AESCBC2%6 v

configuration Integrity |SHAZ 256 ~

DiffieHellman | DH14 (MODP 2048) ~

Lifetime

Child 54 Lifetime sec.

@ VPN Client ready [ Trace Mode is OM {Ctrl +AIt+T)

1. Click Save & Apply to account for all the changes you've made to your
VPN Client configuration.
2. Click Open Tunnel.

3.3 Opening the VPN connection

Once both the FortiGate Next Generation Firewall and your TheGreenBow
Windows VPN Client have been configured as described above, you are ready
to open VPN connections.

Ref. no.: 20211201_CG_Fortinet_EN_1.0 11
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The following screenshot shows a successful connection between
TheGreenBow Windows VPN Client and a FortiGate Next Generation
Firewall:

&# TheGreenBow VPM Client

Configuration Tools 7

REENBOW Secure Connections

Ikev2Tunnel: Child SA VPN CLIENT
Child 54  Advanced Automation Remote Sharing IPV4

[E wnconfiguraton |
B KE VL
i-[2] IKE v1Parameters
: lect,
1 TkeviGateway Traffic
I;I---t(;)bhleket\[tg;ll':r1r'IE| VPN Client address |
5

o tgbtestIPv4

503 tobtestiPVs Address type  [Subnet address -
Lo tgbtestPVE
== KE V2 Hemote LAN address | 192 . 168 . 10 . O |

Subnet mask | 255 . 255 . 255 . O |

Cryptography
enarypten
Diffie-Hellman | DH14 (MODP 2048) -~
Lifetime
Child 54 Lifetime sec.,

12 Ref. no.: 20211201_CG_Fortinet_EN_1.0
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4.1

4.2

4.2.1

114920
114920
114920
114920

Troubleshooting

If the VPN connection cannot be established, start by checking that no
parameters are missing. Also check the Console log in TheGreenBow VPN
Client for any relevant information.

If you are still stuck, there are a few troubleshooting tools available that will
help you find the source of issues when establishing a VPN connection. For
instance, you can try using Wireshark (see next section).

A good network analyzer: Wireshark

Wireshark is free software that you can use for packet and traffic analysis. It
shows IP or TCP packets received on and sent from a network card. This tool
is available on www.wireshark.org. It can be used to follow protocol
exchanges between two devices. For installation and use details, refer to the
Wireshark documentation (www.wireshark.org/docs/).

The following screenshot shows an example of IPsec packets received by the
network card and displayed in Wireshark:

[. ||sakmp [X] '] Expression.. =+ Appliquer ce filtre | Appliquer ce filtre
No, Time Source Destination Protocol Length Info
1@ -18.963591 192.163.200.8 88.162.1868.74 ISAKMP 127@ IKE_SA INIT MID=0@ Initiator Request
[ 17 -14.932894 88.162.180.74 192.168.2680.8 ISAKMP 1315 IKE_SA INIT MID=8@ Responder Response
19 -14.9@1354 192.168.280.8 88.162.1868.74 ISAKMP 182 IKE_AUTH MID=B1 Initiator Request
21 -14.842711 88.162.1808.74 192.168.2680.8 ISAKMP 162 IKE_AUTH MID=B1 Responder Response
227 -7.946751 192.168.200.8 88.162.188.74 ISAKMP 142 INFORMATIONAL MID=82 Initiator Request
228 -7.946642 192.168.200.8 88.162.1868.74 ISAKMP 142 INFORMATIONAL MID=83 Initiator Request
236 -7.894843 88.162.180.74 192.168.2680.8 ISAKMP 142 INFORMATIONAL MID=82 Responder Response
237 -7.894842 88.162.188.74 192.168.2680.8 ISAKMP 142 INFORMATIONAL MID=B3 Responder Response

Troubleshooting TheGreenBow VPN Client

“PAYLOAD_MALFORMED?” error (wrong Phase 1 [SA])

If you encounter a “PAYLOAD_MALFORMED” error, you might have a wrong
Phase 1 [SA]. Check whether the encryption algorithms are the same on both
ends of the VPN tunnel.

Default (SA CNXVPN1-Pl) SEND phase 1 Main Mode [SA] [VID]
Default (SA CNXVPN1-Pl) RECV phase 1 Main Mode [NOTIFY]
Default exchange run: exchange validate failed

Default dropped message from 195.100.205.114 port 500 due to

notification type PAYLOAD MALFORMED
114920 Default SEND Informational [NOTIFY] with PAYLOAD MALFORMED error

Ref. no.: 20211201_CG_Fortinet_EN_1.0 13
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4.2.2 “INVALID_COOKIE" error

If you encounter an “INVALID_COOKIE” error, this means that one of the
endpoints is using an SA that is no longer in use. Reset the VPN connection at
both ends.

115933 Default message recv: invalid cookie(s) 5918ca0c2634288f
7364e3e486e49105

115933 Default dropped message from 195.100.205.114 port 500 due to
notification type INVALID COOKIE
115933 Default SEND Informational

[NOTIFY] with INVALID COOKIE error

4.2.3 “no keystate” error
Make sure the preshared key is correct or that the local ID is correct. There
should be more information in the remote endpoint logs.
115315 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]
115317 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [SA] [VID]
115317 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [KEY] [NONCE]
115319 Default (SA CNXVPN1l-P1l) RECV phase 1 Main Mode [KEY] [NONCE]
115319 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]
115319 Default IPsec get keystate: no keystate in ISAKMP SA 00B57C50
4.2.4 “received remote ID other than expected” error
The “Remote ID” value does not match what the remote endpoint is
expecting.
120348 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]
120349 Default (SA CNXVPN1-Pl) RECV phase 1 Main Mode [SA][VID]
120349 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [KEY] [NONCE]
120351 Default (SA CNXVPN1-Pl) RECV phase 1 Main Mode [KEY] [NONCE]
120351 Default ( A CNXVPN1-P1) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]
120351 Default ( CNXVPN1-P1) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]
120351 Default 1ke _phase 1 recv_ ID: received remote ID other than expected

support@thegreenbow. fr

4.2.5 “NO_PROPOSAL_CHOSEN" error
If you encounter a “NO_PROPOSAL_CHOSEN" error, make sure the
“Phase 2” encryption algorithms are the same at both ends of the VPN
connection.

14 Ref. no.: 20211201_CG_Fortinet_EN_1.0
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115911 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]

115913 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [SA] [VID]

115913 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [KEY] [NONCE]
115915 Default (SA CNXVPN1l-P1l) RECV phase 1 Main Mode [KEY] [NONCE]
115915 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]
115915 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]

115915 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder
id c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

115915 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode

[SA] [KEY] [ID] [HASH] [NONCE ]

115915 Default RECV Informational [HASH] [NOTIFY] with NO PROPOSAL CHOSEN
error

115915 Default RECV Informational [HASH] [DEL]

115915 Default CNXVPN1-Pl deleted

Check “Phase 1" algorithms if you encounter the following:

115911 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]
115911 Default RECV Informational [NOTIFY] with NO PROPOSAL CHOSEN error

4.2.6 “INVALID_ID_INFORMATION" error

If you encounter an “INVALID_ID_INFORMATION” error, check whether the
“Phase 2" ID (local address and network address) is correct and matches what
the remote endpoint expects.

Also check the ID type (“Subnet address” and “Single address”). If network
mask is not checked, you are using an IPV4_ADDR type (and not an
IPV4_SUBNET type).

122623 Default (SA CNXVPN1-P1l) SEND phase 1 Main Mode [SA] [VID]

122625 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [SA] [VID]

122625 Default (SA CNXVPN1-Pl) SEND phase 1 Main Mode [KEY] [NONCE]
122626 Default (SA CNXVPN1l-P1l) RECV phase 1 Main Mode [KEY] [NONCE]
122626 Default (SA CNXVPN1l-P1l) SEND phase 1 Main Mode [ID] [HASH] [NOTIFY]
122626 Default (SA CNXVPN1-P1l) RECV phase 1 Main Mode [ID] [HASH] [NOTIFY]

122626 Default phase 1 done: initiator id c364cd70: 195.100.205.112, responder
id c364cd72: 195.100.205.114, src: 195.100.205.112 dst: 195.100.205.114

122626 Default (SA CNXVPN1-CNXVPN1-P2) SEND phase 2 Quick Mode

[SA] [KEY] [ID] [HASH] [NONCE ]

122626 Default RECV Informational [HASH] [NOTIFY] with INVALID ID INFORMATION
error

122626 Default RECV Informational [HASH] [DEL]

122626 Default CNXVPN1-Pl deleted

4.3 | clicked on “Open tunnel”, but nothing happens

Read the logs of each VPN tunnel endpoint. Some firewalls drop IKE requests.
An IPsec Client uses UDP port 500 and protocol ESP.

Ref. no.: 20211201_CG_Fortinet_EN_1.0 15
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4.4

The VPN tunnel is up but | can’t ping!

If the VPN tunnel is up, but you still cannot ping the remote LAN, you can try
applying the following guidelines:

In the VPN Client, check Phase 2 settings: VPN Client address and
Remote LAN address. Usually, the VPN Client’s IP address should not
belong to the remote LAN subnet.

Once the VPN tunnel is up, packets are sent using the ESP protocol. A
firewall between the VPN Client and the remote server may block this
protocol. Make sure that every device between the client and the VPN
server accepts ESP.

Check your logs on the firewall. One of its rules may drop packets.
Check whether your ISP supports ESP.

If you still cannot ping, follow ICMP traffic on the firewall's LAN
interface and on the computer’s LAN interface (e.g. using Wireshark).
You will have an indication of whether encryption is working.

Check the “default gateway” value on the firewall's LAN. A computer
on your remote LAN may receive pings but no answer, because no
“Default gateway” setting is enabled.

You cannot access the computers in the LAN using their name. You
must specify their IP address inside the LAN.

We recommend that you install Wireshark (www.wireshark.org) on
one of your target computers. You will thus be able to check whether
your pings reach inside the LAN.

16
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51

5.2

53

Contact

Information

All the information on TheGreenBow products is available on our website:
https://thegreenbow.com/.

Sales
Phone: +33.1.43.12.39.30

E-mail: sales@thegreenbow.com

Support
There are several pages related to the software’s technical support on our

website:

Online help

https://www.thegreenbow.com/en/support/online-support/

FAQ

https://www.thegreenbow.com/en/frequently-asked-questions/

Contact form

Technical support can be reached using the form on our website at the
following address: https://www.thegreenbow.com/en/support/online-
support/technical-support/.

Ref. no.: 20211201_CG_Fortinet_EN_1.0 17
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