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1 Overview

1.1 Introduction

Thank you for downloading our Android VPN Client 6.4 software. Once it is
installed on your mobile device, the app is named TheGreenBow VPN.

The Android VPN Client secures data exchanges to and from smartphones

and tablets. While it is particularly suitable for managing industrial systems

(maintenance, diagnostics, logistics, etc.), it also meets the requirements for
protecting critical communications of public and private security services.

It does not require the existing key management infrastructure (PKI) to be
reconsidered and it is designed to be transparently integrated into the IKEv2
gateways that have been set up.

The Android VPN Client is marketed on the basis of an annual subscription.
The subscription includes customer-specific support and software
maintenance.

This guide is intended for users of the Android VPN Client.

It contains all the information required to implement and configure the
software so that secure VPN tunnels can be opened.

1.2 Security

The Android VPN Client has been developed according to recommendations
from NIST and ANSSI. The protocols in the current version meet the ANSSI’s
IPsec DR profile for restricted communications. The software is thus
compatible with gateways available on the market that implement this profile
(e.g. Stormshield SNS, Thales Mistral, and Atos Trustway).

The many protocols and algorithms implemented in the software make it a
universal client allowing your users to connect to any OpenVPN or IPsec VPN
firewall/gateway on the market, regardless of whether it is software or
hardware-based.

1.3 Ergonomic

Installation on any terminal running Android 10 or higher is entirely
transparent for users. The software supports a variety of protocols, settings,
and options that enable interoperability with your gateway/firewall and your
PKI.

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0 1
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1.4 Simple

The Android VPN Client makes it easy to use a VPN, owing to its user-friendly
interface that helps your users establish secure connections to your
information system. Users get a direct view of the status of their VPN
connections to ensure that their communications are properly protected.

1.5 Features

Interoperable with all IKEv2 and OpenVPN compatible
firewalls/gateways

Cryptography: AES CBC/CTR/GCM (128/192/256 bits)
Hashing: SHA-2 (256/384/512 bits)

DH groups: 14-21, 28

X.509 certificate management: PFX, PKCS #121
Authentication: preshared key, certificates, EAP, two-factor
authentication (certificate + EAP)

1.6 What's new in release 6

Use certificates stored in the mobile device’s certificate store, including
elliptic curve certificates

Keep VPN always on, even when the application is not running
Biometric authentication

Activate licenses using TAS (manually or within a tunnel)

Check gateway CAs

End of support for the IKEv1 protocol

Improved logs

Receive notifications about application events

Enhanced graphics

1.7 Cryptography and authentication

1.7.1 Cryptography

Support for Diffie-Hellman key group DH 28 (BrainpoolP256r1)
[RFC 5639]

1 Configuration to be performed using the Windows Enterprise VPN Client.

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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1.7.2

1.7.3

174

IKEv1 and vulnerable algorithms have been deprecated

The security of our software has been enhanced with the end of support for
the following:

e Vulnerable IPsec/IKEv1 protocol, which has been deprecated by the
IETF in September 2019

e Vulnerable algorithms DES, 3DES, SHA-1, DH 1, DH 2, DH 5 in
IPsec/IKEv2 (even in “auto” mode)

SSL/OpenVPN

e OpenSSL has been updated to version 1.1.1s for enhanced security

e End of support for vulnerable algorithms in SSL/OpenVPN: MD5,
SHA-1, BF-CBC, TLS 1.1, LOW security suite for TLS V1.2

e Compression is no longer enabled by default

Certificate authentication and revocation

Due to increased security requirements, deprecation of certain algorithms,
and stricter rules for using certificates, version 6 of the Android VPN Client
comes with certain restrictions on certificates.

e Support for the following certificate authentication methods:

o Method 1: RSA Digital Signature with SHA-2 [RFC 7296]
o Method 9: ECDSA on the secp256r1 curve with SHA-2 (256 bits]

[RFC 4754]

o Method 10: ECDSA on the secp384r1 curve with SHA-2 (384 bits]
[RFC 4754]

o Method 11: ECDSA on the secp521r1 curve with SHA-2 (512 bits]
[RFC 4754]

o Method 14: Digital Signature Authentication RSASSA-PSS with
SHA-2 (256/384/512 bits) [RFC 7427]

o Method 214: ECDSA “BrainpoolP256r1” with SHA-2 (256 bits)
(only available for gateways that support this method)

e Certificate authentication method 14, which is based on the RSASSA-
PSS signature algorithm, is used by default for all RSA certificates

e UDP encapsulation mode is forced for the IKEv2 protocol

e End of support for Method 1: RSA Digital Signature with SHA-1
[RFC 7296]

e RSA certificates with less than 2048-bit key length are rejected

e ECDSA certificates with less than 256-bit key length are rejected

e Key Usage and Extended Key Usage of certificates is verified

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0 3
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1.8 Current limitations

e The software does not currently support certificates with validity dates
set too far in the future (only on ARMv7 phones).

e The Android VPN Client’s license cannot be renewed when the
application is in Always-on mode. To update the license, you must
return to the interactive VPN mode, renew the subscription, and then
enable Always-on again.

4 Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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21

Installing the app

Installation procedure

To install the Android VPN Client, proceed as follows:

1. Download the Android package TheGreenBow VPN Android.apk
from our online store at store.thegreenbow.com.

2. If you downloaded the Android package from a workstation, transfer it
to the target device.

3. Run the APK from the file explorer on the device and follow the
on-screen instructions.

If you have never installed an APK from a file on your mobile
device, a message is displayed requesting you to allow installation
of unknown apps from this source. Tap Settings, and then then
toggle the Allow from this source option to authorize installation
of apps from the file explorer.

4. The first time you run the app, a certain number of dialog boxes will be
shown prompting you to authorize the use of a feature in the app or in
the mobile device’s operating system.

The order in which these authorization prompts are displayed may
vary according to your interaction with the device.

5. The first message shown asks you to unlock the app. Enter the same
PIN code you use to unlock the mobile device or use facial recognition
or your fingerprint, if this feature is available and enabled on your
device.

6. Tap Continue.

7. If this is the first time that you are installing a VPN application, a dialog
box will be shown asking for your permission to configure a VPN
connection.

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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L G

2.2

r 3

Connection request

TheGreenBow VPN is requesting
permission to set up a VPN connection
that will allow it to monitor network
traffic. Only allow this if you trust the
source.

An icon will be shown at the top of your
screen while the VPN is in use. Allow?

Cancel OK

h 4

8. Tap OK.

9. When the system prompts you to access photos and media on your
device, we recommend that you authorize this so that you will be able
to import and export configuration files, log files, and manual activation
files.

r 3
B

Allow TheGreenBow VPN to access photos
and media on your device?

Allow

Deny

A 4

The TheGreenBow VPN app is installed, and you can start using it.

To add a test VPN connection, refer to chapter 5 Testing the VPN Client.

To learn how to use the application, refer to chapter 6 Getting started with
the app.

For more information on activating the app, refer to chapter 3 Activating the
app.

Minimum requirements

Minimum Android version: 10

Available internal storage space: 40 MB

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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2.3 Trial period

Once it is installed, the application can be used for free for a 30-day trial
period. During this trial period, the Android VPN Client is fully operational,
and all functions are unlocked.

To display the activation screen, tap the menu at the top right of the main
screen (three vertical dots), select Activation, and then Enter license number.

This screen shows the number of days remaining in the trial period.

1718 M T & » e all 76%m

@ THEGREENBOW

Enter your license number

License Information:

Product in trial mode until 06/23/2023.

[J Manual activation

I @ <

Cq"‘ For more information on activating the app, refer to chapter 3 Activating the
app.

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0 7
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2.4 Update procedure

To update the Android VPN Client on your mobile device, simply install the
new version of the app over the current one, by following the steps described
in section 2.1 Installation procedure.

If you are performing an update from version 5.11 or earlier, you must
& uninstall the software before installing the new version.

Any existing VPN configuration and activation files will be kept and
automatically reused.

This allows you to continue using the Android VPN Client as before, while
benefiting from the new features and fixes.

Due to a signature change, which prevents the conversion of old
configuration files to the new . tgb, file format, configuration files from

& versions 5.11 and earlier are not compatible with version 6.0 or higher.
You must re-export the configuration from a Windows VPN Client version
6.87 or higher.

8 Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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3 Activating the app

3.1 Introduction

The Android VPN Client can be activated in several different ways:

Online, directly from the app (see section 3.2 Online activation)
Offline, from another workstation connected to the internet (see
section 3.3 Offline manual activation)

Using TheGreenBow activation server (TAS)

o Within a tunnel connected to a TAS server (see section
3.4.2 Activating within a tunnel connected to a TAS server)

o On the local network where the TAS server is located (see section
3.4.3 Activating on the local network where the TAS server is
located)

The corresponding procedures are described in the subsections below.

Cq"‘ For more information on TAS, refer to the following page on our website:
https://www.thegreenbow.com/en/products/secure-connection-
management/.

3.2 Online activation

To purchase a license for the Android VPN Client and activate it directly from
the mobile device, proceed as follows:

1.
2.

From the Activation menu, select Enter license number.
On the screen that appears, tap Buy.

TheGreenBow online store opens in a browser window.

Select the Android VPN Client, then the Delivery Method, the length
of Engagement and the Number of licenses.
Add the product to the cart, then complete your purchase.

You will receive the license in an activation e-mail.

Return to TheGreenBow VPN app and enter the license number in the
corresponding field, then tap Activate.

i You can also access the online store from a workstation and then
1 enter the license number delivered in the activation e-mail.

Cq"‘ To find out what the activation error codes mean, refer to section
3.6 Activation errors.

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0 9
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C? To find out how to renew a license that has been activated online, refer to
section 3.5 Renewing the license.

3.3 Offline manual activation

In some cases, access to the internet may be restricted on a mobile device for
security reasons. You then need to activate the license offline from another
workstation that is connected to the internet.

To manually activate the license from another workstation that is connected
to the internet, follow the steps below:

1. Open the menu at the top right of the main screen (three vertical dots),
select Activation, and then Enter license number.

2. Enter the license number that you received in the activation e-mail in

the corresponding field.

Check the Manual Activation box.

Tap Activate. The share sheet is displayed:

Hw

1234567890‘1 2345678901 234
5WtuZfBB9U31CgHB1nl46g==...

Copy Nearby Share

Share instantly with people nearby. On the
other person's device, make sure that Quick

Quick Share Share is turned on in the quick panel. Tips

The technical information corresponding to the contents of the
prodact .dat activation file is copied to the clipboard. You can send

it via e-mail or save it to a text file named prodact.dat directly on
the mobile device.

5. Transfer the prodact.dat file to a workstation that is connected to
the internet or create it on the workstation using the data shared from

10 Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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the mobile device. The prodact .dat file must be a text file in UTF-8
format.

6. Open a browser and access TheGreenBow activation server available
at https://www.thegreenbow.com/en/support/license-
management/manual-license-activation/.

E THEGREENBOW

Manual license activation

This page enables to Offline Activate TheGreenBow Software whenever you experience online activation problems (such as
activation server unreachable, problem of internet connexion, etc..).

Step 1 - Sending the prodact.dat file

To proceed to a Manual Software Activation, you will need the activation file ‘prodact.dat.

'Zﬁ] Where is the file “prodact.dat” on my computer?

Attachment prodact.dat Send

The files must be in .DAT format and must be less than 5MB in size.

Step 2 - Analysis

Step 3 - Activation

7. Click Add a file and select the prodact . dat file created for the
terminal that you want to activate.

8. Click Send. The activation server will check the validity of the
information contained in the prodact.dat file.

9. Click Submit. The activation server will provide a link to download a file
containing the activation code for the mobile device to be activated.

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0 11
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E THEGREENBOW

Manual license activation

This page enables to Offline Activate TheGreenBow Software whenever you experience online activation problems (such as
activation server unreachable, problem of internet connexion, etc..).

Step 1 - Sending the prodact.dat file
Step 2 - Analysis

Step 3 - Activation
o Your activation code is correctly generated.

To activate your software :
+ Download your activation file below via a right-click and then “Save link target as...”

+ Copy it to the ‘Documents’ folder where the file ‘prodact.dat’ is located

+ Quit and restart your software

Download the .dat file

The file name has the following format:
tgbcode [date] [code].dat (e.g.
tgbcode 20230415 1029.dat).

10. Transfer the tgbcode [date] [code] .dat file to the mobile
device you want to activate.

11. In the TheGreenBow VPN app on the mobile device, open the menu at
the top right of the main screen (three vertical dots), select Activation,
and then Import activation code.

The file manager opens, allowing you to select the file to import.

12 Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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12. An information message is displayed to confirm that the file has been
imported correctly and that the manual activation was successful:

1552 M@ o el 67%5

6’ THEGREENBOW

Getting started is easy!

Add or import VPN configuration using the menu.

The VPN Client has been

successfully activated using
manual activation.

] O <

When activation is successful, the license number and validity period of the
license are displayed on the activation screen.

The message displayed on screen after importing a file does not specify
& whether the import was successful. When you import any file or if you

cancel the import, the same message confirming that manual activation has
been performed is still displayed.

C’g‘“’ To find out what the activation error codes mean, refer to section
3.6 Activation errors.

C’g‘“’ To find out how to renew a license that has been activated manually, refer to
section 3.5 Renewing the license.

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0 13
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34

3.4.1

Advantages of using TAS

If you use a TAS server to manage your licenses, you can import an activation
file containing the license number and the address of the TAS with which the
Android VPN Client must communicate to perform the activation.

You can also activate the license on the local network if your TAS is located
on this network or open a tunnel and connect to the TAS within a tunnel to
activate the license.

To perform an activation using the TAS server, you must first create a
vpnsetup. json activation file, refer to section 3.4.1 Format and content of
the vpnsetup.json file to find out how.

To perform an activation within a tunnel connected to a TAS server, refer to
section 3.4.2 Activating within a tunnel connected to a TAS server.

To perform an activation on the local network on which the TAS server is

located, refer to section 3.4.3 Activating on the local network where the TAS
server is located.

For more information on how to use TheGreenBow Activation Server (TAS),

refer to the corresponding documentation on our website:
https://www.thegreenbow.com/en/support/product-documentation/.

Format and content of the vpnsetup.json file

When you perform the activation using a TAS server, regardless of whether
you do so within a tunnel or on the local network, the data used to activate
the Android VPN Client must be entered into a text file named

vpnsetup. json in ASCIl format.

You can choose any name for the file, but the . json extension is required.

14

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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3.4.2

To do this, enter the license number you have received and the user’s email
address, as well as the OSA parameters for the TAS server, in an Activation
section as follows:

"license" : "123456789012345678901234",

"email" : "username@company.com"

"osaurl" : "192.168.217.102/osace activation.php"
"osaport" : "80"

"osacert" : "MIICGJCCAYOgAwWIBAgQIBADANBG [........ ]

muHf58kMO0jvhkyg24GrygptSaSIgVIA=""
}

If the URL in the osaurl parameter contains https, the protocol used will
be the secure protocol https. Otherwise, the protocol used will be http.

Activating within a tunnel connected to a TAS server

To perform an activation within a tunnel connected to a TAS server, follow
the steps below:

1. Create the vpnsetup. json activation file (see section 3.4.1 Format
and content of the vpnsetup.json file above).

2. Transfer the vpnsetup. json TAS activation file to the mobile device.

3. Open the menu at the top right of the main screen (three vertical dots),
select Activation, and then Import TAS configuration file. The file
manager opens, allowing you to select the file to import.

4. Select the file to import. The TAS file is imported. A message is
displayed to confirm that import was successful.

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0 15
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1719 8 F & »

@' THEGREENBOW

Getting started is easy!

Add or import VPN configuration using the menu.

TAS file has been imported.

1] O <

5. A message is displayed indicating that the Android VPN Client tried to
connect to the TAS server on the local network, but could not find it.

16 Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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1719 8 F & »

@' THEGREENBOW

Getting started is easy!

Add or import VPN configuration using the menu.

Processing TAS activation on the
local network...

1] O <

6. Import a configuration containing a connection to a network on which
the TAS server is located (see chapter 8 Configuring VPN connections
to find out how to create it).

7. Open the tunnel of the connection you just created. If the tunnel
remains open and no error message is displayed, activation was
successful. You can open the About window to conform it (see section
6.3.4 About submenu to find out how to display it).

The Android VPN Client has been activated.

To prevent any undesired changes to the license number from
e being made, when the license has been imported from a TAS file,
the Activation > Enter license number menu option is grayed.

C’g‘“’ To find out what the activation error codes mean, refer to section
3.6 Activation errors.
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34.3

To find out how to renew a license that is managed by a TAS server, refer to
section 3.5 Renewing the license.

Activating on the local network where the TAS server is
located

To perform an activation on the local network where the TAS server is
located, proceed as follows:

1.

2.

Create the vpnsetup. json activation file (see section 3.4.1 Format
and content of the vpnsetup.json file above).

Transfer the vpnsetup. json file you created to the mobile device
you want to activate.

Make sure the mobile device is connected to the local network on
which the TAS server is located.

Open the menu at the top right of the main screen (three vertical dots),
select Activation, and then Import TAS configuration file. The file
manager opens, allowing you to select the file to import.

Select the file to import. The TAS file is imported. A message is
displayed to confirm that import was successful.

18
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1719 8 F & »

@ THEGREENBOLW

Getting started is easy!

Add or import VPN configuration using the menu.

TAS file has been imported.

1] O <

6. The Android VPN Client connects to TAS on the local network. If no
error message is displayed, activation was successful. You can open the

About window to conform it (see section 6.3.4 About submenu to find
out how to display it).

The Android VPN Client has been activated.

To prevent any undesired changes to the license number from
B being made, when the license has been imported from a TAS file,
1 . . ..
the Activation > Enter license number menu option is grayed.

If the Android VPN Client does not find the TAS server on the local network,
a corresponding message is displayed. In this case, you must specify the TAS
& server’s address in the vpnsetup. json activation file and proceed with an

activation within the tunnel (see section 3.4.2 Activating within a tunnel
connected to a TAS server).
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3.5.1

352

To find out what the activation error codes mean, refer to section
3.6 Activation errors.

To find out how to renew a license that is managed by a TAS server, refer to
section 3.5 Renewing the license.

Renewing the license

When the license is about to expire, a message is displayed in the Android
VPN Client seven days before the expiration date to remind you that it’s time
to renew it.

The behavior of the Android VPN Client will differ depending on whether you
use it in interactive or always-on mode.

Interactive mode

When you use the Android VPN Client in interactive mode, i.e. you manually
open and close the tunnel(s) configured in the connections list, the app will
behave as described below starting from seven days before the license
expires.

When you open a tunnel, an activation query is run within the tunnel and the
following will take place depending on the situation:

e If there are less than 6 days left before the license expires and you
have not renewed, activation fails, but the tunnel remains open

e If there are less than 6 days left before the license expires and you
have renewed it, the VPN Client’s activation is updated with the new
date

e |f the license has expired, the tunnel is closed and a message is
displayed indicating that the license has expired

Always-on mode

When you use the Android VPN Client in always-on mode, i.e. the configured
tunnel is always on (see section 9.4 Enabling the Always-on VPN function),
the app will behave as described below starting from 7 days before the
license expires.

An activation query is run within the tunnel and the following will take place
depending on the situation:

e If there are less than 6 days left before the license expires and you
have not renewed, the tunnel remains open and a message indicating
the number of days left before the license expires is displayed

20
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e |f the license has expired, the tunnel is closed, a message is displayed
indicating that the license has expired, and the key-shaped icon in the
status bar moves back to the left side

You must disable the always-on mode and return to interactive mode to
& renew the license (see section 9.4 Enabling the Always-on VPN function).

3.6 Activation errors

Activation of the software may fail for various reasons. If an error occurs, an
error code will be displayed on the activation screen, followed by a short error
message:

1718 A T & » Znall 76%m

@ THEGREENBOW

Enter your license number

123456-789012-345678-901234]

Buy

License Information:

Error 031: The license number you entered
doesn't exist.

Manual activation

I @ <

TheGreenBow lists all activation errors and procedures for solving activation
issues on its website.
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The following are the most common activation errors:

No.
31

33

53, 54

Meaning Troubleshooting
Wrong license Check license number.
number

The license number is Uninstall the app on the mobile device with
already activated on the activated license or contact
another device TheGreenBow's Sales department.

Communication with ' Ensure that the mobile device is connected to
the activation server the internet.

is impossible Check that communication is not blocked by
a firewall or proxy.

22
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4 Uninstalling the app

The procedure to uninstall the application is described below:

1. Tap and hold the TheGreenBow VPN app icon.

TheGreenBow VPN @

@ ® X

Add to Home Uninstall

2. Select Uninstall in the contextual menu.

r

TheGreenBow VPN

Do you want to uninstall this app?

Cancel OK

h

3. Tap OK to confirm.
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5 Testing the VPN Client

This section shows you how to create and open a test VPN connection that
will connect to TheGreenBow’s test VPN network.

To create a test VPN connection, proceed as follows:

1. Open the menu at the top right of the main screen (three vertical dots),
select Configuration, and then Add a test configuration.

Configuration
Add a test configuration

Import a configuration file

A dialog is displayed:

1720 B 7 & » 2l 76%m

Enter new VPN tunnel name:

TGB_Tes]

IKEv2

CANCEL OK

2. Enter a name for the new tunnel, e.g. TGB_Test. The only protocol
available is IKEv2.

— Connection names may not contain any blank spaces. You can insert
1 an underscore to separate two words.
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3. Tap OK. The new test VPN connection is added to the main screen.
The settings to connect to TheGreenBow’s test VPN network are filled
in automatically.

4. Tap the name of the test connection you just created. The Android
VPN Client will initiate the connection.

— The first time you open a tunnel, a message is displayed requesting
1 your permission to set up a VPN connection. Tap OK to allow this.

When the connection is successful, the TheGreenBow logo next to the
connection name turns green and the connection status indicates that
the tunnel is Connected.

=

e Zrall 75%m

@ THEGREENBOW

& TGB_Test @

Status: Connected

VPN Connections

1] O <

Once the tunnel is open, you should be able to open the following web
page in your browser: http://192.168.175.50/.
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If you successfully opened the test tunnel, you should see the
following page in your web browser:

1832 @B - =+l 100% 0

3 A 192.168.175.50 :

8 THEGREENBOW

VPN TEST SERVER

Congratulations! You've successfully
opened a VPN tunnel.

Your machine’s connectivity meets the
requirements for IPsec VPN. This webpage
is located on a webserver reachable
through vpn only (extranet).

P Gatenry

'''''''

If opening the test tunnel does not work, open a browser on the mobile
1 terminal to check your internet connection.
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6 Getting started with the app

6.1 Introduction

The interface of the Android VPN Client is simple and intuitive. It consists of a

main screen with the list of VPN connections and a menu.

6.2 Main screen

6.2.1 Overview

1926 M o ez Bl 74%m

@ THEGREENBOLW i«—— Menu

Connections
list

& Admin_tunnel @
Status: Connected
-
& Dev_network

Status: Disconnected

i The first time you start the app, the connections list is empty.

L G

configuration file.

6.2.2 Managing connections

As soon as you add a VPN connection, it is displayed in the connections list.

To add a test VPN connection, refer to chapter 5 Testing the VPN Client.

To import a configuration file, refer to section 8.2 Importing a VPN

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0

27



E THEGREENBOLW Android VPN Client 6.4 | User’s Guide

1926 BT & »

E" THEGREENBOLW

Connection
name

& Admin_tunnel Status indicator
Status: Disconnected logo

Status message "

Each connection includes the following items in the corresponding banner:

e Aname
e A status message
e A TheGreenBow logo indicating the connection status

Tapping the connection name initiates the establishment of a connection.

A long press on the connection name opens the connection configuration
window.

Cq"‘ To find out more about how to configure a VPN connection, refer to chapter
8 Configuring VPN connections.

Cq"‘ To learn how to open a VPN connection, refer to chapter 9 Opening a VPN
connection.
6.3 Main menu with three vertical dots

The menu with three vertical dots at the top right of the screen includes the
following entries:

Configuration
Activation
Tools

About
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1927 T & » 2l 74%m

@ THEGREENBOW Configuration »
Activation

Tools

About

Cq"‘ For more information about each of these submenus, refer to the
corresponding sections below.

6.3.1 Configuration submenu
The Configuration submenu includes the following entries:

e Add a test configuration
e Import a configuration file

1927 BT & » =l 74%m

@ THEGREEr Configuration

Add a test configuration

Import a configuration file

To add a test VPN connection, refer to chapter 5 Testing the VPN Client.

L o

To import a configuration file, refer to section 8.2 Importing a VPN
configuration file.

6.3.2 Activation submenu
The Activation submenu includes the following entries:

e Enter license number
e Import TAS configuration file
e Import activation code
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6.3.3

L G

6.34

1927 B F & ol 74%m

o] THEGRE Activation
Enter license number
Import TAS configuration file

Import activation code

For more information on activating the app, refer to chapter 3 Activating the
app.

Tools submenu
The Tools submenu includes the following entries:

Show logs

Share logs

Clear logs

Reference certificates
Reset

192787 & » =l 74%m

@ THEGREENBA Tools
Show logs
Clear logs

Reference certificates

Reset

For more information about logs, refer to chapter 10 Logging.

For more information about how to reference certificates, refer to chapter
7 Using certificates stored in the certificate store.

For more information about resetting the app and resolving problems, refer to
chapter 11 Troubleshooting.

About submenu

The About submenu directly displays the About window.

30
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1217 B &A™

e =.99%8

E" THEGREENBOW

About

Version
6.4.1

License Number

(Product has not yet been activated)

Interface

wlan0 e

Verbose mode

JFE

Biometric authentication
ON

Automatic reconnect

1 O <

It contains information about the version of the app and the license number
when it has been entered.

It also includes an Interface drop-down list, allowing you to select the
network interface to be used, and the following three toggle buttons:

e Verbose mode, used to enable or disable the verbose logging mode

1 extensive than in previous versions.

As of version 6.2 of the Android VPN Client, the verbose mode is slightly less

e Biometric authentication, used to enable or disable biometric
authentication when the VPN Client is started and after a certain
period of inactivity

e Automatic reconnect, used to automatically reestablish the connection
after a disconnection or interruption following a network interface
change (e.g. when switching from Wi-Fi to 5G)

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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il Automatic reconnect stops after three unsuccessful attempts.
C‘? For more information about the verbose logging mode and logs, refer to

chapter 10 Logging.

6.4 Notifications

As of version 6.3 of the Android VPN Client, the app sends silent notifications
about the VPN’s states and errors to the notification drawer. These may
concern the following:

Tunnel state, i.e. whether it is open or closed

License expiration

Network issues

Errors that were displayed on the Always-on VPN screen in the
previous version of the app

Silent notifications

) TheGreenBow VPN

Always-On VPN
Tunnel is open.

Notification settings  Clear

A notification badge is also displayed on the app icon when new notifications

have been received.

1

TheGreenBow
VPN

You can change the notification settings in the app settings. To do this, tap
and hold a notification, and then make the desired changes.

Silent notifications
@ TheGreenBow VPN ()
VPN Service status (D
B Alert
@ B Silent
Settings Done

Notification settings
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6.5

Tap Settings to access the app's notification settings in the system settings.

19:29 A & ez Bl 73%m

<{ Notifications

g TheGreenBow VPN

Show notifications ( @)

Other

VPN Service error | @)
VPN Service status O
App icon badges | @)

Depending on the type of notification, you can perform different actions from

the notification. For example, when a tunnel is open and the app is closed,
simply tap the notification to open the app.

To expand a notification, tap the down arrow . You will then be able to
perform an action directly from the notification.

k) TheGreenBow VPN ~

VPN Service
Tunnel is open.

close

For example, if you have opened a tunnel in interactive mode, you can tap
close to close it.

Notifications provide many other facilities that we cannot describe
exhaustively here. They are usually intuitive enough to be self-explanatory.

Status icons

As of version 6.3 of the Android VPN Client, the VPN's state is shown by a
TheGreenBow icon in addition to the key-shaped VPN icon provided by the
operating system.

This icon appears in the left part of the status bar. It can appear as follows:

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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Icon Meaning
E A tunnel is opening.
@ The tunnel is mounted.
The VPN encountered an issue.

The key icon appears in the right part of the mobile device’s status bar. It
indicates the tunnel and traffic status as follows:

Icon Meaning

Hollow icon on the right: a tunnel is mounted
and encrypted traffic is passing through.

m Full icon on the left: there is a tunnel failure and
no encrypted traffic is passing through.
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7

71

7.2

Using certificates stored in the certificate store

Introduction

As of version 6.2 of the Android VPN Client, you can manage certificates in
several different ways. You can store them in either of the following ways:

e In the configuration of a VPN connection
e |n the mobile device’s certificate store

You can also import a certificate into an existing configuration from a
certificate file stored in the mobile device (see section 8.4 Importing a
certificate into the configuration of a VPN connection).

If the certificate is included in the connection’s configuration, you cannot use
the configuration with any of the certificates stored in the mobile device’s
certificate store.

Using certificates stored in the mobile device’s certificate store is more secure
than loading a certificate from a file.

We recommend that you delete the certificate file once you have imported
the certificate.

To use a certificate stored in the certificate store on the mobile device, you
must first import the certificate into the mobile device’s certificate store prior
to referencing it in the Android VPN Client’s certificate list. You will then be
able to import a configuration that uses this certificate. It will then be
automatically associated with this configuration. These steps are explained in
detail in the sections below.

Importing a certificate into the mobile device's
certificate store

To import a certificate into the certificate store on the mobile device, proceed
as follows:

1. Transfer the certificate in P12 or PFX format to the mobile device.

2. In the file manager on the mobile device, navigate to the location to
which you transferred the certificate.

3. Tap the certificate file. A dialog box is displayed asking you to enter a
password to extract the certificate.
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r A

Extract certificate

Enter the password to extract the certificates.

Cancel 0K

A 4

4. Enter the password associated with the certificate and tap OK.
Another dialog box is displayed asking you to choose the certificate

type.
_ N
Choose certificate type
(® VPN or app certificate
() Wi-Fi certificate
Cancel OK
A y

5. Select the type VPN or app certificate, then tap OK. Yet another dialog
box is displayed asking you to assign a name to the certificate. You can

keep the default name contained in the certificate or assign another
name.

r 3

Name this certificate

Certificate name
Alexandra Carter

Cancel OK

A 4

You can import a given certificate as many times as you wish and assign a
1 different name to it each time.

6. A message is briefly displayed to confirm that the certificate has been
imported successfully.

Thee - .
‘ | User certificate installed. FPRERVE

You can view the user certificates imported in the certificate store on the
mobile device. To do this, open the mobile device’s Settings. Then, depending
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7.3

on the Android version and manufacturer’s custom interface, select the
following options to access the list of user certificates: Biometrics and
security > Other security settings > User certificates.

You can also search for “certificate” in the mobile device’s settings to display
all the certificate-related settings.

Referencing a certificate in the Android VPN Client

Once you have imported one or several certificates into the mobile device’s
certificate store, you can reference them in the Android VPN Client’s
certificate list. To do this, proceed as follows:

1. Open the menu at the top right of the main screen (three vertical dots),
select Tools, then Reference certificates.

=l 67%id

TheGreenBow VPN

Certificate List

The following is a list of certificates that can be
used with TGB VPN Client.

These certificates must be installed on the
device before they can be used.

2. Tap IMPORT CERTIFICATE. A dialog box is displayed prompting you
to choose a certificate from the list of certificates stored in the
certificate store on the mobile device.

In this context, import simply means that the certificate is referenced in the
VPN Client from the Android certificate store. The certificate must first have
been imported into the store (see section 7.2 Importing a certificate into the
mobile device’s certificate store).
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12348 GO -

Choose certificate

The app TheGreenBow VPN has requested a
certificate. Choosing a certificate will let the app
use this identity with servers now and in the future.

Alexandra Carter

@ CN=BBR-TGBT21,E=BBR@tegreenbow.com,0=
TGB,L=PST=IDF,C=FR
CFO

O CN=BBR-TGBT21,E=BBR@tegreenbow.com,0=
TGB,L=RST=IDF,C=FR
HRD

O CN=BBR-TGBT21,E=BBR@tegreenbow.com,0=
TGB,L=PST=IDF,C=FR

O R&D Team

CN=BBR-TGBT21,E=BBR@tegreenbow.com,0=
TGB,L=PST=IDF,C=FR

Deny Select

3. Choose the desired certificate, then tap Select. The certificate is added
to the Android VPN Client’s certificate list. You can now import a
configuration that uses this certificate.
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Using certificates stored in the certificate store

1552 B & (M) » =l 67%4

TheGreenBow VPN

Certificate List

The following is a list of certificates that can be
used with TGB VPN Client.

These certificates must be installed on the
device before they can be used.

Alias: Alexandra Carter
CN=BBR-TGBT21

All=

O=TGB

L=P

ST=IDF

C=FR
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8

8.1

8.2

8.3

Configuring VPN connections

Introduction

To connect to your own remote network, you must create a VPN
configuration using TheGreenBow’s Windows VPN Client on a desktop or
laptop computer and import it to the Android VPN Client.

To learn how to create a VPN configuration file, refer to the Administrator’s
Guide of your Windows VPN Client.

Once you have created a VPN configuration and exported it to a VPN
configuration file, you must import it to the Android VPN Client.

You can also edit, export, or delete an existing VPN configuration.

Importing a VPN configuration file

To import a VPN configuration that you created using one of TheGreenBow’s
Windows VPN Clients on a workstation, proceed as follows:

1. Transfer the VPN configuration file from the computer to the mobile
device.

2. Open the menu at the top right of the main screen (three vertical dots),
select Configuration, and then Import a configuration file.

3. Select the file to import in the file explorer that is displayed.

The new VPN connection will be added to the connections list.

To learn how to create a VPN configuration file, refer to the Administrator’s
Guide of your Windows VPN Client.

If an error occurs during the import, it is likely that the
configuration file has not been set up correctly. For example, the
Android VPN Client does not support the IKEv1 protocol. In this
case, you need to correct the settings in the VPN configuration file
using the Windows VPN Client and import it again.

Changing the configuration of a VPN connection

Once you have imported a VPN configuration, you can edit it from the VPN
connections list. To do this:

1. From the VPN connections list, press and hold the VPN connection
whose configuration you want to edit.

40
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The configuration of the VPN connection is displayed:

23:.06 B © Zrall 96% M

Tunnel Name

Dev_network

Remote Gateway
tgbtest.dyndns.org

Authentication
@® PSK

O EAP

Preshared Key

Confirm

" O <

You can edit the following items:

o Tunnel name

o Remote router address
o Authentication type

o Preshared key

You can also import a certificate in P12 or PFX format (see section

8.4 Importing a certificate into the configuration of a VPN connection

below).

2. Tap SAVE to save your changes.

Ref. no.: 20230726_UG_VPA_6.4_EN_1.0
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8.4 Importing a certificate into the configuration of a VPN
connection

You can import a certificate into the configuration of a VPN connection using
a certificate file on the mobile device. To do this, follow the steps below:

1. Tap and hold a connection to open it in edit mode. The configuration
editing screen is displayed.

23:06 B © 2l 96% M

Tunnel Name

Dev_network

Remote Gateway
tgbtest.dyndns.org

Authentication
® PSK

QOEAP

Preshared Key

Confirm

" @ <

2. Tap IMPORT CERTIFICATE. A file manager window is displayed,
allowing you to select the certificate file to import.

3. Select the desired file. A dialog box is displayed, asking you to enter
the password associated with the certificate.
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Enter p12 password

ooooooooo

-

CANCEL OK

4. Enter the password. A message is displayed to confirm that the
certificate has been imported successfully.

Local Id

The new certificate is imported in

ybow

the configuration

5. The Certificate authentication mode is selected and grayed. The
certificate’s characteristics are shown under Local ID and/or Remote

ID.

Local ID is the identifier that the VPN Client sends to the remote VPN

gateway during the authentication phase. Remote ID is the identifier of the
i authentication phase that the VPN Client expects to receive from the VPN

gateway. Refer to the Administrator’s Guide of the Windows Enterprise VPN

Client for more details.

The Local ID on the router is the Remote ID on the VPN Client and vice

& versa!
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2307 B8 © 2l 96% M

Tunnel Name

Admin_tunnel

Remote Gateway
tgbtest.dyndns.org

Authentication

O PSK
O EAP
Local Id
C =FR, ST = IDF, L = P, 0 = TGB, emailAddress = BBR@tegreenbow
.com, CN = BBR-TGBT21
Remote Id
I 0 <
8.5 Exporting the configuration of a VPN connection

To export a VPN configuration, proceed as follows:

1. From the VPN connections list, press and hold the VPN connection
whose configuration you want to export.
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The configuration of the VPN connection is displayed:

Zrall 96% M

23.06 M ©
Tunnel Name

Dev_network

Remote Gateway
tgbtest.dyndns.org

Authentication
@® PSK

O EAP

Preshared Key

Confirm

" O <

2. Tap the EXPORT button at the bottom of the screen.
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The Share sheet of your mobile device is displayed:

# Do not edit this file. It is o/verwrftten by VpnConf.
# SIGNATURE SHAZ2 = 6f5647df4b39c85a26ab29...

Copy Nearby Share

Share instantly with people nearby. On the
other person's device, make sure that Quick

Quick Share Share is turned on in the quick panel. Tips

3. You can copy the configuration and paste it into a document or send it
directly by e-mail or using other messaging applications available in the
Share sheet.

8.6 Deleting a VPN connection

To delete a VPN connection, proceed as follows:

1. From the VPN connections list, press and hold the VPN connection
that you want to delete.
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The configuration of the VPN connection is displayed:

Zrall 96% M

23.06 M ©
Tunnel Name

Dev_network

Remote Gateway
tgbtest.dyndns.org

Authentication
@® PSK

O EAP

Preshared Key

Confirm

" O <

2. Tap the DELETE button at the bottom of the screen.
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A pop-up dialog is displayed prompting you to confirm deletion:

1926 BT & » =l 74%m

Confirmation

Are you sure you want to delete this
connection?

NO YES

3. Tap YES to confirm deletion. The configuration is deleted, and the
connection is removed from the connections list.
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9.1

9.2

9.3

9.4

Opening a VPN connection

Introduction

Once you have configured one or several VPN connections, simply tap the
connection name to open it.

By default, the Android VPN Client works in interactive mode. As of version
6.2 of the software, you can enable the Always-on VPN function. If you do,
the VPN will remain on even if you quit the app or restart the mobile device.

Opening an IKEv2 VPN connection

To open an IKEv2 connection, tap the name of the connection that you want
to open in the list of VPN connections.

The first time you open an IKEv2 connection, a password will only be required
if EAP has been configured. In this case, enter the password matching the
configured login name when prompted.

Opening an SSL VPN connection

To open an SSL connection, tap the name of the connection in the list of VPN
connections.

The first time you open an SSL connection, a password will only be required if
Extra Auth has been configured. In this case, enter the Extra Auth password
when prompted.

Enabling the Always-on VPN function

As of version 6.2 of the Android VPN Client, you can enable the VPN
permanently so that it remains always on even if you quit the app or restart
the mobile device. To do this, follow the steps below:

1. Make sure that no connection is open in the Android VPN Client and
that the connection you want to keep always on is at the top of the
connection list.

2. Access the mobile device’s Settings, depending on the version of
Android and of the manufacturer’s interface, select Connections, then
More connection settings, and then VPN. A list of VPN applications
available on the mobile device is shown.
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1656 @ M & o el 100% M

< VPN

@ TheGreenBow VPN 3

- You can also open the mobile device’s Settings and then search for “VPN” to
1 display all the settings related to VPNs.

3. In thelist, search for the TheGreenBow VPN app and tap the gear to
the right of the name. The VPN profile options are shown.

19:30 & =l 73%m

<{ TheGreenBow VPN

Version 6.3.7

Always-on VPN @

Stay connected to this VPN at all times
Block connections without VPN

[l Delete VPN profile

4. In TheGreenBow VPN app settings, enable the Always-on VPN option.

T The various options may have different names in other Android versions.

1930 & ™ ez =l 73%m

<{ TheGreenBow VPN

Version 6.3.7

Always-on VPN O

Stay connected to this VPN at all times.
¥y

Block connections without VPN )

[l Delete VPN profile

The Always-on VPN has now been enabled.
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Opening a VPN connection

G

If you enable the Always-on VPN option in the system settings while a
connection is open in the Android VPN Client, this may lead to improper

operation of the app.

You can also enable the Block connections without VPN option. In this case,
no connection other the one that uses the VPN can be established.

When you open the TheGreenBow VPN app, instead of the connection list,
you will see a message indicating that the Always-on VPN function is enabled

as well as the name of the open connection.

19:31 8 @

Always-On VPN

Tunnel to Admin_tunnel is open.

1" @) <

Moreover, two icons appear in the mobile device’s status bar.

For further details on the icons shown in the status bar, refer to section
6.5 Status icons.
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When you enable the Always-on VPN function and there are several

connections in the connection list, the Android VPN Client will select the

1 first connection in the list. Make sure that this connection is the one that you
want to keep always on.

9.5 Disabling the Always-on VPN function

To disable the function follow the steps below:

1. Access the mobile device’s Settings, depending on the version of
Android and of the manufacturer’s interface, select Connections, then
More connection settings, and then VPN. A list of VPN applications
available on the mobile device is shown.

2. Inthelist, search for the TheGreenBow VPN app and tap the gear to
the right of the name. The VPN profile options are shown.

3. In TheGreenBow VPN app settings, disable the Always-on VPN option.

The connection is closed. The TheGreenBow and key icons disappear from
the status bar. You can use the Android VPN Client in interactive VPN mode.
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10 Logging

The Android VPN Client provides a logging facility that allows you to perform
the following tasks:

e Display log entries in the user interface
e Share log entries with other users
e Clear the current log entries

10.1 Displaying logs

The logging facility provides detailed information on the various steps
performed when opening and closing VPN tunnels. Administrators can use
this information to identify potential connection issues.

To display the log entries, open the menu at the top right of the main screen
(three vertical dots), select Tools, and then Show logs.

192787 & »

@ THEGREENBC Tools
Show logs
Clear logs

Reference certificates

Reset

You can enable a verbose mode to get more detailed logs. To do this, in the

logs window, select the Verbose mode option from the contextual menu (see

1 below) or enable the corresponding toggle button in the About window (see
section 6.3.4 About submenu).
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The log entries are shown on the screen:

12:50 B & £ - ez Feall 100% 0

@ THEGREENBOW :

2023-05-25 RECV INFORMATIONAL response
12:50:15723247 \ 11 59009 [HDR]

20230525  SEND INFORMATIONAL request
12:50:15.692371 \ 11 D=0009 [HDR]

2023-05-25 RECV INFORMATIONAL response
12:49.45.790480 MID=0008 [HDR]

2023-05-25  SEND INFORMATIONAL request
12:49:45.700648 \ 11 5-0008 [HDR]

2023-05-25 RECV INFORMATIONAL response
12:49:15.799083 MID=0007 [HDR]

2023-05-25 SEND INFORMATIONAL request
12:49:15.764176 M|D=OOO7 [HDR]

2023-05-25 RECV INFORMATIONAL response
12:48:45.768580 MID=0006 [HDR]

2023-05-25 SEND INFORMATIONAL request
12:48:45.740095 M|D20006 [HDR]

2023-05-25 RECV INFORMATIONAL response
12:48:15840316 \ 11 5_ 0005 [HDR]

2023-05-25 SEND INFORMATIONAL request
12:48:15.626485 M|D=OOOS [HDR]

2023-05-25 RECV INFORMATIONAL response
12:47:45.679676 \MID=0004 [HDR]

2023-05-25 SEND INFORMATIONAL request
12:47:45.644044 M | D=OOO4 [HDR]

INI2NE-I5 RDECA INIENDRRATINNIAL racnnnca

] @] <

The log entries displayed are the ones corresponding to the last

1 VPN connection that you opened.
As of version 6.3 of the Android VPN Client, a contextual menu is displayed in
place of the menu with three vertical dots in the logs window.
ez = all 100% 0
@ THEGREENBOW H
20230525 0224: 9389 69 E2 67 F2 BEOC E3
= DO 58 92 55 54 48 2F
20230525 0208: F5 95 5E 87 4F A6 07 72 OE
= 37 63FAF9BBCFF3
20230525 0192:82 54 9A CO 19 A2 98 0A
= 6C 7161B9 437047 1C
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This menu contains the following options:

Share logs, see section 10.2 Sharing logs below

Clear, see section 10.3 Clearing logs below

Follow, stops or restarts scrolling log entries

Verbose mode, used to enable or disable the verbose mode (this option
is also available in the About window)

e Show IKE logs, displays the IKE log entries

19:31 A & e =l 73%m

@ THEGREENBOW Share logs

20230527 RECV INFOI
19:31:23618006 \ 11 D -0002 [

2023-05-27 SEND INFO| Follow
19:31:23.566389 M|D=0002 [

o
A5 seconds (19: show IKE logs [

2023-05-27 IKE CHILD renewarin1e4s

Clear

Verbose mode [
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When the Show IKE logs option is enabled, the log entries appear as follows
in the window:

1250 B & % ez = .l 100% M

@ THEGREENBOW :

%"22;3?;5 Parse payloads on packet
12:49-45 [135.125.16.59]:4500 =>
[192.168.0.64]:4500 (state

TUNNEL_STATE_ESTABLISHED)

Izkggéfréog 5 [-SP1 1BAF8D599077D1DA with
12_,49':45' state IKESA_CREATED

IkeV2.Error natted IKEv2 message

2023-05-25

12:49:45

IkeV2.Notice incoming packet for tunnel
2023-05-25

12:49-45 TIKEV2 TgbTest TgbTest

'éogaz'%[ﬂégfez g TIKEV2_ TgbTest_TgbTest
12-49-45 adding event "TIMER_SENDI
NG_DPD" (expiration in 30

sec)

505;'%'“523 : TIKEV2_TghTest_TgbTest
12:49_:45 adding event "TIMER_SENDI

NG_DPD" (expiration in 15

sec)
IkeV2.Notice DPD attempt 0/5
2023-05-25
12:49:45
IkeV2.Notice Interval (or main) DPD
2023-05-25
12:49:45
IkeV2.Notice Executing timer
2023-05-25

“oaoms TIMER_SENDING_DPD

LkeVZWami" Packet will not be sent: 2
2023-05-25

PEROP [ oY o S RNV ]

] @] <

10.2 Sharing logs

To export the log entries and share them with other users (e.g. technical
support), proceed as follows:

1. Open the menu at the top right of the main screen (three vertical dots),
select Tools, and then Show logs.
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1927 T & » 2l 74%m

@ THEGREENBQA Tools

Show logs

.

Clear logs

Reference certificates

Reset

The logs window is displayed.

2. Open the menu at the top right (three vertical dots). The contextual
menu is displayed.

1931 M e ol 73%m

@ THEGREENBOW Share logs

20230527 RECV INFOI
19:31:23618006 \ 11 - 0002 [

2023-05-27 SEND INFO| Follow
19:31:23.566389 M|D=0002 [

2023-05-27 IKE AUTH re
19:30:53.768739 |
seconds (19: ghow IKE logs [J

2023-05-27 IKE CHILD renewar in 1643

Clear

Verbose mode [

3. Select Share logs.
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The Share sheet of your mobile device is displayed:

7 N
| TXT

\ i

TGBLog's.txt

Share as link Nearby Share

Share instantly with people nearby. On the
other person's device, make sure that Quick

Quick Share Share is turned on in the quick panel. Tips

4. The log entries are recorded in a log file named TGBLogs . txt that you
can share using any of the facilities available in the Share sheet.

10.3 Clearing logs

To clear the log entries currently loaded in the user interface, proceed as
follows:

1. Open the menu at the top right of the main screen (three vertical dots),
select Tools, and then Clear logs.

1927 M F & 2l 74%m

@ THEGREENBA Tools
Show logs
Clear logs

Reference certificates

Reset

The log entries are cleared. If you display the logs window, the screen will be
empty. As soon as you start a new connection, any new log entries that are
generated will be shown.
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Logging

You can also clear the log entries from the contextual menu in the logs

window. To do this,

proceed as follows:

1. Open the menu at the top right (three vertical dots). The contextual
menu is displayed.

2. Select Clear.

1931 M e ol 73%m

@ THEGREENBOW Share logs

2023-05-27 RECV INFOI
19:31:23.618006 M|D:0002 [

2023-05-27 SEND INFO| Follow
19:31:23.566389 M|D=0002 [

2023-05-27 IKE AUTH re
19:30:53.768739 |
seconds (19: ghow IKE logs [J

2023-05-27 IKE CHILD renewar in 1643

Clear

Verbose mode [
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11 Troubleshooting

11.1 Resetting the app

If you are unable to close a tunnel, if a tunnel is in an unstable state neither
open nor closed, or when the VPN Client is no longer responding, you can
reset the app. The processes that are running in the background will be
restored to their initial state. Processes will be forced to quit in order to start
from fresh.

To do this, open the menu at the top right of the main screen (three vertical
dots), select Tools, and then Reset.

1927 BT & » ol 74%m

@j THEGREENBA Tools
Show logs
Clear logs

Reference certificates

Reset

The app is reset, and the main screen is displayed.

11.2 Deleting app data

In some cases, such as when you encounter activation issues, technical
support may ask you to delete the app data.

All the data that you have configured in the app, i.e. connections, activation
data, and log files, will be deleted from the mobile device. The app will then
behave as if it had been installed for the first time.

To delete app data, proceed as follows:

1. Search for the TheGreenBow VPN app in the device’s settings.
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1410 & B » el 15% &
{ TheGreenBow X
Results (1)
@ rops

App info

TheGreenBow VPN

2. Tap TheGreenBow VPN in the search results.

1246 BB O » ez &l 81%6
< Appinfo
Defaults

Set as default
Not set as default

Usage

Mobile data
91.67 KB used since Nov 8

Battery

None since device last fully charged

Storage
30.32 MB used in Internal storage

Memory
19 MB used on average in last 3 hours

Appear on top
off

App details in store

s 2 ©
Open Uninstall Force stop
1 @] <

3. Select Storage.
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The storage information is shown:

1246 MR O ez =l 82%6
< Storage

TheGreenBow VPN

6.2.12
Space used
App 29.82 MB
Data 393 KB
Cache 106 KB
Total 30.32 MB

e &
Clear data Clear cache
1] (@) <

4. Tap Clear data, and then tap OK to confirm the warning message that
is displayed.

All app data is deleted.
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Technical data

12 Technical data
12.1 General
OS version Android 10 or higher
Languages English, French
12.2 Connection/Tunnel
Connection mode Peer—to—Gatewa!y (see the |ISt‘Of cerjufled gateways
and corresponding configuration guides)
SSL: OpenVPN
Protocols
IPsec: IKEv2
Configuration Payload Automatically retrieve network settings from the
(CP) mode VPN gateway
12.3 Cryptography and authentication

Encryption, Key
group, Hashing
(IKEv2)

Encryption, Hashing
(OpenVPN)

Symmetric: AES CBC/CTR/GCM
128/192/256 bits

Diffie-Hellman groups: DH 14 (MODP 2048),
DH 15 (MODP 3072), DH 16 (MODP 4096),
DH 17 (MODP 6144), DH 18 (MODP 8192),
DH 19 (ECP 256), DH 20 (ECP 384), DH 21
(ECP 521), DH 28 (BrainpoolP256r1)

Hashing algorithm: SHA-2 (256/384/512 bits,
IKEv2 only)

Symmetric: AES-128-CBC, AES-192-CBC,
AES-256-CBC

Hashing: SHA-2 (224/256/384/512 bits)
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E THEGREENBOW

TLS security suites
(OpenVPN)

Authentication

Certificate
authentication
methods (IKEv2)

PKI

TLS 1.2—Medium
TLS 1.2—High
TLS 1.3:
e TLS_AES_128_GCM_SHA256
e TLS_AES_256_GCM_SHA384
e TLS_CHACHA20_POLY1305_SHA256
e TLS_AES_128_CCM_SHA256
e TLS_AES_128_CCM_8_SHA256

e |KEv2: X.509 certificates, EAP-MSCHAPV2,
shared key, Multiple Auth (certificate + EAP)

e SSL: X509 certificates, Extra-Auth (certificate +
username and password)

e Method 1: RSA digital signature with SHA-2
[RFC 7296]

e Method 9: ECDSA “secp256r1” on the P-256
curve with SHA-2 (256 bits] [RFC 4754]

e Method 10: ECDSA “secp384r1” on the P-384
curve with SHA-2 (384 bits] [RFC 4754]

e Method 11: ECDSA “secp521r1” on the P-521
curve with SHA-2 (512 bits] [RFC 4754]

e Method 14: RSASSA-PSS and RSASSA-PKCS1-
v1_5 digital signature [RFC 7427]

e Method 214: ECDSA “BrainpoolP256r1” with
SHA-2 (256 bits)

e Support for certificates in X509 format

e Importing PKCS#12, PFX certificates

e Multiple media: Android Certificate Store,
configuration file

e Complete check of the “user” and “gateway”
certificate chain (with root CA in configuration)

64
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13

131

13.2

13.3

Contact

Information

All the information on TheGreenBow products is available on our website:
https://thegreenbow.com/.

Sales
Phone: +33.1.43.12.39.30

E-mail: sales@thegreenbow.com

Support

There are several pages related to the software’s technical support on our
website:

Online help

https://www.thegreenbow.com/en/support/online-support/

FAQ

https://www.thegreenbow.com/en/frequently-asked-questions/

Contact form

Technical support can be reached using the form on our website at the
following address: https://www.thegreenbow.com/en/support/online-
support/technical-support/.
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