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BOWREALIS CONSOLE

Centralized management of your remote access for optimized security

In the face of increasingly complex and extensive information systems, constantly growing remote access,
and stricter regulatory requirements (including the NIS2 Directive), you need to combine operational agility
with stringent security. Keeping configurations up to date, controlling every access point, and adopting a
zero-trust approach are no longer optional; they are absolutely essential.
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Time savings

Deploy Bowrealis Console in just a few minutes with a simple
installation: a static Go binary and native RPM/DEB packages, free
of any external dependencies, and compatible with an air-gapped
environment.

Manage all licenses for your installed base of VPN Clients,
regardless of version. With just a few clicks, get an accurate
inventory, activate or revoke licenses, reclaim unused licenses, and
perform bulk actions.

From a single control point, you can automatically deploy and
update your VPN configurations while maintaining a full event
history.

And to help you get familiar with its features, comprehensive
documentation is available directly within the Bowrealis Console
interface.
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Enhanced security

Bowrealis Console is tested against the OWASP Top 10 risks, with
security built in by design. Administrator access is protected by
two-factor authentication, which greatly reduces the risk of
account intrusion.

Every action is recorded, and a full history of event logs is kept,
including configuration updates, to provide a complete audit trail.

Lastly, monitoring of your installed base gives you an accurate
view of the configurations distributed and versions deployed on
each endpoint, leaving no blind spots.

Streamlined compliance

Meet your regulatory requirements, including those in the NIS2
Directive, with peace of mind. Every event is logged, providing a
full audit trail of administrative actions.

Create dedicated profiles for your remote employees and your
suppliers, so you can distribute separate configurations to each
group, and ensure access is segregated.

Check the security posture of each endpoint to ensure it complies
with your current security policies, and implement a solid,
controlled zero-trust approach.
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TECHNICAL REQUIREMENTS

Dedicated machine Installed from a signed RPM (Red Hat) or DEB (Debian) package

(production)
PostgreSQL 16+ database

Debian 12+, Red Hat 10
RAM: 8 GB minimum
Hard disk: 60 GB

Security Bowrealis Console is compliant with:

OWASP Top 10 standards

GNUY/Linux (Red Hat and Debian) standards, including for systemd

Operating system hardening requirements, including strict SELinux

ANSSI security requirements for access control (e.g. strong authentication)

Compatibility Activation management: Windows Enterprise VPN Clients 7.x and 6.x

Configuration management: Windows Enterprise VPN Clients 7.x
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